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Abstract of the contribution: In order to assess whether an AKA/Key Management protocol is suitable for use in a situation wherein the battery capacity is limited and wherein the data rate is very low, it is necessary to provide measurable information to evaluate the potential impact on the MTC device’s battery life and the quality of service.
Introduction:
In order to assess whether an AKA/Key Management protocol is suitable for use in a situation wherein the battery capacity is limited and wherein the data rate is very low, it is necessary to provide measurable information to evaluate the potential impact on the MTC device’s battery life and the quality of service. 

It is proposed to include the description of AKA/Key Management protocols procedures in an Annex. The description of UMTS AKA, DTLS or GBA procedures that are likely to be used in M2M or in a Cellular IoT context (as in defined by GERAN in 3GPP TR 45.820 [AddRef]) are provided in subsequent pCRs.

Proposal: It is proposed to agree the following for inclusion in the draft TR:

****************************START ADDITION****************************
Annex A:
AKA procedures assessement in very low data throughput environment
A.1
Introduction
In order to assess whether a security protocol is suitable for use in a situation wherein the battery capacity is limited and wherein the data rate is very low, it is necessary to provide measurable information to evaluate the potential impacts on the MTC device’s battery life and the quality of service. 

The following presents the description of UMTS AKA, DTLS or GBA procedures that are likely to be used in M2M or in a Cellular IoT context (as in defined by GERAN in 3GPP TR 45.820 [AddRef]). 

According to 3GPP TR 45.820 [AddRef], the minimum data throughput over one channel is 160 bps for both uplink and downlink. This throughput will be taken as the base to calculate the time to transmit.

A.2 is the breakout example of the UMTS AKA [AddRef] procedure.

A.3 is the breakout example of DTLS 1.2 [AddRef] handshake procedure with ECDHE-ECDSA ciphersuite.

A.4 is the overhead description of a DTLS record header for ciphered data
A.5 is the breakout example of a TLS handshake session resumption procedure.
A.6 is the breakout of GBA with the shared-based mutual authentication procedure between UE and NAF [AddRef].
A.2
UMTS AKA

Editor’s note: TBD

A.3
DTLS handshake for ECDHE-ECDSA configuration 
Editor’s note: TBD

A.4
DTLS record header overhead description for ciphered data
Editor’s note: TBD
A.5
TLS handshake session resumption
Editor’s note: TBD
A.6
GBA bootstrapping procedure
Editor’s note: TBD
****************************END ADDITION****************************
