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Discussion

This contribution proposes a solution of authentication for IOPS.

In the current solution in the TR, subscription information of Public Safety UEs is stored in the HSS, which locates in local EPC. Then Public Safety users of other PLMNs can not access the IOPS network. Furthermore, the local HSS located in insecure geographic site also introduces threat to the infrastructure.

This contribution proposes a solution in which subscription information and authentication data is obtained from the HSS in the macro EPC.

It is proposed that SA3 accept the pCR for inclusion in the TR 33.897.

Proposed pCR
**************************************************start of change************************************************

7
Proposed solutions

7.2
Proposed Solution #2: Authentication for IOPS
7.2.1 Solution description

The solution of authentication for IOPS is based on AKA procedure between UE and eNB with local EPC. The Authentication Vectors for AKA in IOPS mode and normal mode are both generated by the HSS in macro EPC, but are distinguished by been a ‘AV type’ field (set as ‘normal’ or ‘IOPS’).
In normal mode, every time the eNB with local EPC request authentication data from HSS, ‘IOPS’ AVs will be provided along with ‘normal’ AVs. Then the eNB with local EPC stores ‘IOPS’ AVs for future usage.
7.2.2 Procedures

Two procedures are detailed in this clause: distribution of authentication data from HSS to eNB with local EPC and AKA procedures.

7.2.2.1 Distribution of authentication data from HSS to eNB with local EPC
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Figure 7.2.2.1-1: Distribution of authentication data from HSS to eNB with local EPC
1)
UE sends Service Request message to eNB with local EPC. 
2) and 3)
eNB with local EPC forwards the message to MME in macro EPC, then MME forwards it to HSS.
4)
HSS identifies that the UE is a Public Safety UE according to the UE capabilities in the request message received. It can also identify the UE as a Public Safety UE according to the UE’s subscription information.

5) and 6) The HSS generates ‘normal’ AVs and ‘IOPS’ AVs, and sends them to the MME in a Authentication Response message. Then the MME forward the message to eNB with local EPC.

7) eNB with local EPC stores ‘IOPS’ AVs for future usage. It also responds a Service Response message to UE.
7.2.2.2 Authentication and key agreement
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Figure 7.2.2.2-1: Authentication and Key Agreement
1)
The Backhaul is detected to be lost by the eNB.

2)
The eNB supporting IOPS mode transitions to IOPS mode by (a) preventing any UEs from selecting the cell, using a suitable mechanism such as cell barring, until step 2b and step 2c are completed; (b) activating a Local EPC; and (c) establishing the S1 link to the Local EPC.

3)
The eNB advertises the PLMN-Id for IOPS operation with Local EPC. The announced TAI is from a pool of TAIs allocated for IOPS and nomadic systems. These should be reused only by eNBs which are not expected to connect to the same Local EPC.
4)
The UE detects the IOPS PLMN-Id in the cell and it first attempts to reselect to another suitable cell serving the Macro EPC. Dependent upon user preferences, e.g. to maintain a group communication, the user can switch to manual PLMN selection mode and select the IOPS PLMN if available, even if a cell operating in normal mode is available for selection.
5)
The UE sends a Service Request message to eNB with local EPC.

6)
This triggers the AKA procedure between UE and eNB with local EPC.
7)
If successfully authenticated, eNB with local EPC responds the UE with a Service Response message.

8)
At any time, the eNB could detect that the backhaul to the Macro EPC is restored.

9)
S1 connections to the Local EPC are released according to the IOPS network policies to move the UEs to idle mode, and the eNB stops its IOPS mode of operation. The PLMN-Id of the Macro EPC is announced and the normal TAIs of the Macro EPC are advertised by the eNB so that UEs reselect this normal PLMN.

10)
The UE attaches as normal to the Macro EPC, if authorised. MME updates AVs to eNB with local EPC.
**************************************************end of change*************************************************
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