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Abstract of the contribution: This contribution proposes to map test cases in Annex D.5.2 – Port Scanning to the relevant sub-clauses in TS.33.117 (Generic requirements). 

The first section of the contribution copies the text from TR 33.806, D.5.2 and adds Word comments explaining which part of the text is believed to be MME-specific and which is generic. It turns out that, for these clauses, there are no MME-specific parts. The current contribution maps Annex D.5.2 to TS.33.117 5.4.2. 
The second section of the contribution provides a pCR to TS 33.117. Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.

1 Annotated text from TR 33.806

[bookmark: _Toc423354384][bookmark: _Toc423540999]D.5	BVT test cases	Comment by johnhick: Mapped to TS.33.117 5.4.2.
[bookmark: _Toc423354385][bookmark: _Toc423541000]D.5.2 Port scanning
Test Name: TC_BVT_PORT_SCANNING
Requirements: Requirements Reference- B.5.2	Port Scanning
Purpose:
To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
1.	all interfaces providing IP-based protocols,;
2.	the available transport layer protocols on these interfaces;
3.	their open ports and associated services per transport layer protocol;
4.	and a free-form description of their purposes.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
The used port scanning tool shall be capable to detect open ports on the relevant transport layer protocols.
NOTE: It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator’s test laboratory shall determine another means suitable to verify which ports are open.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites
a.	Verification that the list of available network services is available in the documentation of the Network Product 
b.	Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the MME Network Product class
2.	Identification of the open ports by means of capable port scanning tools or other suitable testing means
3.	Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product. 
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.
All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.
Expected format of evidence:
NA


2 pCR to TS 33.117 (generic requirements)

[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]***	BEGIN OF FIRST CHANGE	***
5.4.2	Port Scanning
Requirement Name: Port scanning
Requirement Reference: TBA
Requirement Description: 
It shall be ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Threat References: Denial of Service, Information Disclosure
[bookmark: OLE_LINK91][bookmark: OLE_LINK92][bookmark: OLE_LINK93]Security Objective references: TBA
Test Case: TBA
Test Name: TC_BVT_PORT_SCANNING
Requirements: Requirements Reference- B.5.2	Port Scanning	Comment by johnhick: Deleted as its already covered above.
Purpose:
To ensured that on all network interfaces, only documented ports on the transport layer respond to requests from outside the system
Procedure and execution steps:
Pre-Conditions:
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:
1.	all interfaces providing IP-based protocols,;
2.	the available transport layer protocols on these interfaces;
3.	their open ports and associated services per transport layer protocol;
4.	and a free-form description of their purposes.
Editor’s Note: how to review the list of services, for each interface, against the minimum security requirements is ffs.
Editor’s Note: how to establish a list of insecure services is ffs.
The used port scanning tool that is used shall be capable to detect open ports on the relevant transport layer protocols.
NOTE: It might not be possible for certain transport layer protocols (like UDP) to unambiguously detect whether a port is open or not by means of external port scanning. Also in some circumstances it might not be efficient to do external port scanning, e.g. if there are security measures to limit the rate a system can be probed. In those cases the accredited evaluator’s test laboratory shall determine another means suitable to verify which ports are open.
Execution Steps
The accredited evaluator’s test lab is required to execute the following steps:
1.	Verification of the compliance to the prerequisites
a.	Verification that the list of available network services is available in the documentation of the Network Product 
b.	Validation that all entries in the list of services are meaningful and reasonably necessary for the operation of the MME Network Product class
2.	Identification of the open ports by means of capable port scanning tools or other suitable testing means
3.	Verification that the list of identified open ports matches the list of available network services in the documentation of the Network Product. 
Expected Results:
The used tool(s) name, their unambiguous version (also for plug-ins if applicable), used settings, and the relevant output containing all the technically relevant information about test results is evidence and shall be part of the testing documentation.
All discrepancies between the list of identified open ports and the list of available network services in the documentation shall be highlighted in the testing documentation.
Expected format of evidence:
NA

***	END OF FIRST CHANGE	***
