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Abstract of the contribution: This contribution discusses security issues of LTE-WLAN Aggregation as well as one possible solution. Moreover, it is proposed to add a new Annex to TS 33.401 for discussing LTE-WLAN Aggregation in SA3.
1 Introduction

In the RAN#67 plenary meeting a new WI LTE-WLAN Radio Level Integration and Interworking Enhancement has been agreed [1] and the WID was revised in RAN#68 mainly for RAN3 objectives [2]. The WI aims at two mechanisms to efficiently utilize WLAN together with LTE. The radio level aggregation allows simultaneous usage of radio resources provided by both RATs whereas the enhanced interworking allows efficient traffic steering between the RATs by improving operator control. 

In RAN2#90, the security aspects for the LTE-WLAN aggregation were discussed and RAN2 decided to send a LS to SA3 with the following action [3]:
ACTION: 
RAN2 kindly asks SA3 to evaluate whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.


Besides, RAN2 would like to know whether it would be acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation.
In this contribution, we give an overview of LTE-WLAN aggregation and our view on the needs for WLAN security as well as one proposed security solution for LTE-WLAN aggregation.
2 Overview of LTE-WLAN aggregation
LTE and WLAN aggregation is a feature where the UE may receive and possibly transmit data using links to both eNB and wireless termination (WT) which is a logical node on WLAN side and can be implemented in an access point(AP), access controller(AC), or other physical node. 
The UE may have a separate data bearer configured on WLAN side or a data bearer may be split between LTE and WLAN connection. In the split bearer architecture option of LTE-WLAN aggregation in the downlink data is split on the PDCP layer in the eNB. The eNB may route PDCP PDUs dynamically via eNB RLC to the UE directly, or via a backhaul channel to WLAN MAC to the UE. In the separate bearer architecture, the lower layers of a bearer are switched to LTE or WLAN, meaning all PDCP packets of that bearer are routed via either LTE or WLAN side.  In case of the architecture option 2C, there would be either no eNB RLC below the PDCP of the user plane bearer, in case all packets are routed via WLAN to the UE; or there would be no WLAN, i.e. all packets would be routed via LTE to the UE. 
Figure 1 shows the architecture option 3C for LTE-WLAN aggregation which resembles the Rel-12 dual connectivity split bearer architecture, where the WT assumes the role of the secondary eNB. 
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Figure 1: LTE-WLAN aggregation architecture based on Rel-12 Dual Connectivity solution 3C
For both options, new functionality is needed in order to adapt PDCP packets to be transported by WLAN. In LTE, a logical channel identifier (LCID) is used and assigned by MAC to transport blocks, so that the corresponding logical channel can be identified at the receiver side. A similar functionality needs to be established when sending PDCP PDUs via WLAN. For example, in case multiple bearers are setup for the UE, the eNB receiver side has to assign the PDCP PDUs received from WLAN to their corresponding logical channel, i.e. to the corresponding PDCP entity. It is still under discussion in RAN2 how this functionality should be realized for WLAN Aggregation. One option could be to extend the PDCP header with a bearer identifier.
The LTE-WLAN aggregation is only possible with operator controlled WLAN for a UE that has active RRC connection to an eNB. From eNB perspective, the network interface, e.g. Xw is always to WT. However, the UE is always connected to one AP and there may be multiple APs behind one WT. The transport layer for data over Xw-U is built on IP transport and GTP-U over UDP over IP is used to transport the data streams (final decision on Xw transport is up to RAN3). 
All LTE-WLAN agreements in RAN2 are captured in a running CR [4] to be agreed in RAN2#90. 
3 Security for LTE-WLAN aggregation

The second part of the LS is asking whether it is acceptable from security point of view to not use any WLAN authentication and encryption for a UE utilizing LTE-WLAN aggregation. 
WLAN security encrypts, replay and integrity protects the payload of data and management/control frames. Additionally, WLAN headers are integrity protected with a MIC. WLAN keys can be established in two different ways: WPA2-Enterprise and WPA2-Personal mode. WPA2-Enterprise mode initially requires a 802.1X 3-way handshake (including authentication to an AAA server) to derivation/distribute a Pairwise Master Key (PMK). The PMK is subsequently input to the 802.11i 4-way handshake which is used to mutually proof the knowledge of PMK between UE and AP and to derive a transient key (PTK) from PMK by inputting two nonces from both sides. Contrarily, WPA2-Personal mode starts directly with the 802.11i 4-way handshake, taking a pre-shared key as input. Thus, WPA2-Personal mode does not require an authentication server and no 802.1X 3-way handshake.
As the LTE-WLAN aggregation is on PDCP level, PDCP encryption extends to the WLAN link. Thus, re-encrypting the PDCP packet causes certain overhead. However, LTE does not encrypt the (enhanced) PDCP header (including the Bearer ID) and there is no integrity/ replay protection of the PDCP payload in LTE. Additionally, there would be no protection of WLAN headers when not using WLAN security.

3.1 Possible Threats if WLAN security is not used for WLAN Aggregation
If the data frames sent via the air interface between WT and UE (extended PDCP header + PDCP encrypted application) are not integrity/replay and confidentiality protected via WLAN security, then following threats might appear: 

Threat 1: An attacker might alter fields in the (extended) PDCP header. For example, altering the Bearer ID which has been added in the WLAN Aggregation case to enable PDCP transport via WLAN (see Section 2)  would enable redirection of packets to another bearer/logical channel.

Threat 2: An attacker might flip bits in the encrypted PDCP payload or replay packets on the air interface, since LTE offers only encryption, but no replay and integrity protection.

Threat 3: An attacker might impersonate the WT towards the UE, which could lead to a DoS attack towards the UE.

Threat 4: An attacker might alter WLAN headers of data packets and achieve e.g. redirection of packets to another UE.

If the UE specific WLAN management/control frames (e.g. Association Request, Disassociation, etc.) are not integrity/replay and confidentiality protected via WLAN security, then following threats might appear: 

Threat 5: An attacker might alter headers or payload of UE specific WLAN management/control frames. For example, an attacker could redirect association requests or responses and thus, hinder the UE from connecting to the AP.
Threat 6: An attacker could send fake WLAN association requests (DoS possibility on WT) or fake disassociation requests (force UE to disconnect).

3.2 eNB assisted WLAN security
The first part of the LS is asking whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism.
In this section we present one solution how eNB assisted WLAN key derivation may work and evaluate the feasibility of the solution. Figure 2 below shows the procedures for initiating LTE-WLAN aggregation and the eNB assisted key derivation. Prior to initiating the WLAN aggregation, the eNB configures the UE for measurements following existing inter-RAT measurement framework. We assume that the control plane Xw has been set up between eNB and WT. Based on the measurements and available network resources, eNB decides over which WT the aggregation should be done and initiates the GTP-U tunnel to that WT for the UE. 
After GTP-U tunnel establishment, eNB configures the UE with a random number for key derivation of the PMK_LTE at UE side. The eNB also derives a corresponding key from KeNB and a random number. After receiving the RRCConnReconfigComplete message, eNB sends the derived key to the WT (e.g. in the WLAN addition complete, depending on RAN decision on the exact message flow). After this, the UE runs open system authentication and association with the WT. 
Subsequently, the UE initiates the 802.11i 4-way handshake with the derived PMK_LTE as input using WPA2-Personal mode. UE and WT end up with a transient key (PTK) derived from PMK and two nonces exchanged during the 802.11i handshake. The resulting PTK can be used to run WLAN Security on the link between UE and WT. 
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Figure 2:  WLAN Aggregation Solution based on deriving WLAN keys from LTE keys
4 Conclusion

In order to prevent the above described threats, WLAN security is required on the air interface between WT and UE. This includes integrity, replay, and confidentiality protection of the WLAN payload, i.e. the (enhanced) PDCP header and PDCP encrypted application data, as well as integrity protection of the WLAN headers. Double encryption of the PDCP payload part should be taken as trade-off.
It is proposed to derive the input keys for the 802.11i handshake for establishing transient WLAN security keys from the LTE KeNB (using WPA2–Personal Mode). With this solution, no CN node connectivity is needed (WID requirement) and the set up delay for WLAN aggregation can be reduced by disposing of the message exchange between UE and CN node. 
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6 pCR

The following pCR proposes a structure for a new Annex in TS 33.401, which could be used to specify LTE-WLAN aggregation. It is proposed to agree on the structure and use it as a living document and a baseline for CRs until SA3 #81 where the solution for LTE-WLAN aggregation should be agreed and sent for approval to SA plenary.

Annex X1 (Normative)
LTE - WLAN aggregation
X1.1
Introduction

Editor's Note: This clause is intended to capture introduction to LTE- WLAN aggregation.
X1.2
LTE - WLAN aggregation with CN connectivity from WLAN

Editor's Note: This clause is intended to capture procedures for LTE- WLAN aggregation with CN connectivity from WLAN.
X1.3
LTE - WLAN aggregation without CN connectivity from WLAN

Editor's Note: This clause is intended to capture procedures for LTE- WLAN aggregation without CN connectivity from WLAN.
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