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Abstract of the contribution: This contribution provides a rationalisation of procedures for IOPS AKA based upon a secondary USIM application using a single UICC. A pCR is proposed to TR 33.897 to address the editor’s note on this topic.
1. Introduction

At SA3#79 (April 2015) there was agreement on a proposed solution for IOPS (Isolated E-UTRAN for Public Safety) AKA based on a ‘secondary USIM application using a single UICC’. The solution was added to TR 33.897 [1] from a text proposal contained in contribution S3-151281 [2].

An editor’s note was added as part of that agreement stating:

Editor’s note: Discussion in clause 7.1.2 needs to be rationalised and focus on initial attach and subsequent attaches.
A text proposal presented in section 2 of the present document aims to address this editor’s note.
2. Text proposals
This section proposes text changes to TR 33.897 [1].
~ ~ ~ Start of first text proposal ~ ~ ~

7.1.2 Procedures

This clause details the expected behaviour of a secondary USIM application approach to IOPS security: prior to IOPS operation, initiating IOPS operation, mobility during IOPS operation, and when IOPS operation ends.
NOTE: The expected UE mobility behaviour in each of the following scenarios is summarised in Table 6.1.1.3-1 of TR 23.797 [xxx].
7.1.2.1 Prior to IOPS operation

Under ‘normal’ network ECM-CONNECTED operation - prior to IOPS operation:

From the perspective of support for IOPS, there shall be two USIM applications provided at manufacture and stored on the UICC.

USIM application #1 (primary): This application is used to perform AKA for ‘normal’ network operation. USIM application #1 contains at least:

-
A permanent key K1.

-
A PLMN ID1 assigned for ‘normal’ network operation.

-
IMSI1.
-
Furthermore K1, PLMN ID1 and IMSI1 shall be provisioned in the AuC of the Macro EPC and used for AKA between the UE and the network as currently specified.

USIM application #2 (secondary): This application is used to perform AKA for IOPS operation. USIM application #2 contains at least:

-
A permanent key K2. (It is noted that K1 ≠ K2.)

-
A PLMN ID2 assigned for IOPS network operation.

-
IMSI2.

-
Furthermore K2, PLMN ID2 and IMSI2 shall be provisioned in all AuCs of Local EPCs supporting IOPS operation.

USIM application #1 can be viewed as the default profile since PLMN ID1 is given a high priority than PLMN ID2 as described in TR 23.797 [3]. Storage of credentials (the IOPS network security credential set) in the Local AuC is only performed for UEs authorised for operation on the IOPS network. Administrative provisioning is used to keep up to date security credential for all authorised UEs at the Local AuC within the Local EPCs. Updates are provided within a security context that already exists between the EPC and eNBs in the ‘normal’ network.
The general operation of IOPS security based on the two USIM applications is presented in Figure 7.1.2.1-1.

[image: image1.png]‘Normal’ network operation ‘Normal' AKA using AuC
and USIM application #1

Macro EPC in the Macro EPC / \\
)
/

=
2
=
z
I
=
2
N
|

|

|

|

|

|

|

|

|

|

" S Active

,,,,,,,,,,,,,,,, backhadl IOPS-enabled

Public Safety UE

uicc

Ky, PLMN Dy, IMSI;
Ka, PLMN 1Dz, IMSI,

IOPS network operation

10PS AKA using AuC
and USIM application #2
in the Local EPC

Macro EPC

R — backhaul

Local EPC (enabled





Figure 7.1.2.1-1: General operation of IOPS security based on the two USIM applications
7.1.2.2 Initiating IOPS operation

There are three ways in which IOPS operation can be initiated.

Loss of backhaul at the eNB:

1)
Initiating IOPS operation can occur when the eNB detects the backhaul connection to the EPC is lost and as a result the eNB connects to the Local EPC and enters IOPS mode. The eNB’s cell(s) start transmitting PLMN ID2.



2)
When PLMN ID2 is detected and selected by a UE the UE then attaches to the Local EPC performing AKA using IMSI2 and K2.

UE mobility:

1)
Initiating IOPS operation can occur when the UE moves into the coverage of an IOPS network and radio measurements (based on reception of the Physical Layer Cell Identity) dictate that the UE is no longer in coverage of the ‘normal’ network.



2)
No other suitable cells in the ‘normal’ network are available for which the UE might reselect so the UE attaches to the Local EPC performing AKA using IMSI2 and K2.

NeNB starts operating:

1)
An NeNB is deployed and begins IOPS operation in the area of ‘normal’ network operation. This is to provide additional coverage or capacity. In this case the UE effectively moves into the coverage of an IOPS network and radio measurements dictate that the UE is no longer in coverage of the ‘normal’ network. It is assumed that the cells of an NeNB deployment such as this will use different Physical Layer Cell Identities to cells of the ‘normal’ network operation in the same area. This will ensure adjacent cells will use separate physical layer resource.

2)
Follow the same approach as for the ‘UE mobility’ case.

7.1.2.3 Inter IOPS mobility

A UE moves between two IOPS network where each IOPS network comprises either a single eNB or multiple eNBs:
1)
When a UE moves out of the coverage of an IOPS network cell under the control of eNB #1 and into the coverage of another IOPS network cell under the control of eNB #2 radio measurements dictate that the UE is no longer in coverage of the IOPS network of eNB #1. This determination is based on reception of the Physical Layer Cell Identity.



2)
Perform AKA using IMSI2 and K2.

7.1.2.4 Intra IOPS mobility

This approach applies only for the case of multiple eNBs and one Local EPC forming an IOPS network:

1)
Mobility management (for both ECM-IDLE and ECM-CONNECTED mode) is supported as currently specified and supported by the Local EPC.

2)
This approach helps to limit the exposure of the IMSI due to the fact a cell reselection is not required assuming handover is supported.

7.1.2.5 Terminating IOPS operation

There are three ways in which IOPS operation can cease.

For the case of S1 restoration to the Macro EPC (the EPC in the ‘normal’ network) the Local EPC S1 connection is released according to operator policy.

1)
When the backhaul connection is determined to be regained and the eNB exits IOPS mode then the eNB’s cells start transmitting the ‘normal’ network PLMN ID.


2)
When the ‘normal’ network PLMN ID is detected and selected by a UE then that UE attaches to the Macro EPC performing AKA using IMSI1 and K1.

UE mobility:

1)
When the UE moves into the coverage of a ‘normal’ network and radio measurements dictate that the UE is no longer in coverage of the IOPS network.


2)
Perform AKA using IMSI1 and K1.

NeNB ends operation:

1)
Follow the same approach as for the ‘UE mobility’ case.

~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~
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