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Abstract of the contribution: This contribution presents a formulation of potential security requirements for IOPS AKA solution based upon a secondary USIM application using a single UICC. A pCR is proposed for TR 33.897.
1. Introduction

At SA3#79 (April 2015) there was agreement on a proposed solution for IOPS (Isolated E-UTRAN for Public Safety) AKA based on a ‘secondary USIM application using a single UICC’. The solution was added to TR 33.897 [1] from a text proposal contained in contribution S3-151281 [2].

As part of that agreement potential security requirements were added in S3-151280 [3] with an editor’s note stating:

Editor’s note: Formulation of security requirements in the present clause is required.
Section 2 of the present document provides a text proposal to address this editor’s note.
2. Text proposal
The following text change to TR 33.897 [1] is proposed.
~ ~ ~ Start of text proposal ~ ~ ~

6.4.3
Potential security requirement

6.4.3.1 Interception of IOPS network user traffic

Eavesdropping at the air interface: Traffic intended for users in the IOPS network shall be confidentiality and integrity protected.

Eavesdropping at the network: Traffic from a user in the IOPS network destined for other users in the IOPS network shall be protected from interception within the (N)eNB or between (N)eNBs.

6.4.3.2 Theft or loss

The Local AuC database shall be held on an encrypted hardware platform. In the event of Local HSS theft either new UICCs shall be issued to affected UEs for use with a newly provisioned Local HSS or a duplicate Local AuC provided for use with existing UICCs.

When the theft/loss of a UE is discovered then service for that particular UE shall be barred. This barring would, for the case of IOPS operation, need to be reflected in the Local AuC and so shall be reported back to the ‘normal’ network AuC once a backhaul connection has been restored. Dissemination of information on barred UEs across all IOPS networks may be difficult and may have to be best effort.

Suitable physical security shall be used to prevent unauthorised access and use of an (N)eNB.
Suitable physical security shall be used to prevent physical loss of an (N)eNB.
6.4.3.3 Impersonation

Authentication of an IOPS network by a UE shall ensure impersonation of an (N)eNB is not possible.
Authentication of a UE by an IOPS network shall ensure impersonation of an authorised UE is not possible.

It shall be a design goal for isolated operation that exposure of the IMSI is kept to a minimum.
NOTE: The IMSI used for isolated operation is distinct from the ‘normal’ network IMSI, so exposure of the former does not affect security of the latter.
~ ~ ~ End of text proposal ~ ~ ~
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