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Abstract of the contribution: This contribution proposes the authentication procedure for MCPTT.
1. Introduction
TS 23.179 v0.2.0 captured the SA6 agreements on the reference points for the signalling control. 
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Figure 1: Reference points for the signalling plane 

SA6 decided that the SIP-1 reference point between the MCPTT UE SIP User Agent Client and the SIP core shall use the 3GPP Gm reference point and it is used for authentication and security to the service layer. The SIP-2 reference point between the SIP core and the MCPTT server shall use the 3GPP ISC interface. The SIP-2 reference point is used for authentication and security to the service layer. The MCPTT-1 reference point between the MCPTT client and the MCPTT server for MCPTT application signalling for establishing a session in support of MCPTT shall use the SIP-1 and SIP-2 reference points for transport and routing of signalling.
This contribution proposes the authentication procedure to access the MCPTT service, based on the SA6 agreed reference points and considering the SA6 solution captured in TS 23.179 sub clause 10.3.

2. Discussion

Security consideration highlighted by the SA3 in the LS to SA6 (S3-151444) and also the solution alternative in the SA3 TR 33.879 sub-clause 7.1, hold valid for the agreed SA6 reference points.  
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Figure 2: Authentication Processes for MCPTT UEs (S3-151444)
The security mechanism detailed in the TS 33.203 for the Gm interface is used for MCPTT service authentication over SIP-1 Interface. The MCPTT user authentication is performed over MCPTT-1 interface using one of the authentication procedures detailed in the TS 33.203. 
Regarding order of the authentication processes, as the MCPTT-1 reference point between the MCPTT Client and the MCPTT server is through the SIP Core, this means the MCPTT service authentication to be performed prior to the MCPTT user authentication, if the authentication is performed between the MCPTT Client and the MCPTT server. If the authentication is performed between the MCPTT Client and the identity management server, then  MCPTT user authentication may be performed before MCPTT service authentication.
The MCPTT Service authentication procedure is detailed in section 3 below.  The proposed pCR below updates the solution #1 in the TR 33.879.
3. pCR
**********************Begin of Changes***********************
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**********************Next Change***********************
7.1 Solution #1: Signaling Protection and Authentication Procedure for MCPTT Applications


7.1.1 General

This solution address the Key Issue#3, Key Issue#6, Key Issue#7, Key Issue#8, Key Issue#9 (location information transmission) and Key Issue#10 mentioned in this document. 
The security mechanisms detailed in the TS 33.203 [9] for the Gm interface is used for MCPTT UE authentication over SIP-1 interface. The MCPTT user authentication is performed over MCPTT-1 interface using one of the authentication procedures detailed in the TS 33.203[9].
7.1.2 Signaling Protection

For the deployment options, where the MCPTT server and the SIP core are administered by the same party (Operator or PS agency), then the security mechanisms (IPsec or TLS) as specified in TS 33.203 [9] for Gm interface are used to provide confidentiality and integrity of signaling between the UE and the local inbound/outbound proxy (P-CSCF in IMS subsystem). 

For the deployment options, where the MCPTT server and the SIP core are administered by different parties (Operator (carrier) and PS Agency), then the confidentiality and integrity protection for signaling is provided in a hop-by-hop fashion. The first hop protection i.e. between the UE and the local inbound/outbound proxy (P-CSCF in IMS subsystem) is secured as specified in TS 33.203 [9]. The other hops, inter-domain (ISC interface between the MCPTT server and the SIP core) as specified in TS 33.210 (NDS/IP) [8] is used.
7.1.3 Authentication Procedure
The MCPTT UE authentication and MCPTT service registration procedure detailed in this section is applicable for all possible deployment scenarios detailed in the TR 23.779[3]. The UE is provided with Authentication credentials (SIP Core/IMS credentials) and MCPTT application configuration to select an authentication procedure to register with the SIP Core. Provisioning of Authentication credentials (MCPTT UE authentication and MCPTT user authentication credentials) and configuration to select an authentication procedure are out-of-scope of 3GPP. 
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Figure 7.1.3-1: MCPTT Service authentication

At switch-on, the MCPTT UE performs LTE authentication as specified in TS 33.401 [aa].
· Step A: Based on the configuration provided with MCPTT client in the UE, the UE may  perform Trusted Node Authentication (TNA) for SIP Core. The UE obtains a token (namely Token A) securly from the Identity Management server. Token A is used for SIP Core Authentication in step B.
Based on the configuration provided with the MCPTT clinet in the UE, the UE may perform TNA for MCPTT user Authentication. The UE obtains a token  (namely Token B) securely from the Identity Managemenet server. Token B is used for MCPTT Authentication in step C.

The MCPTT Client configuration and the security mechanism for the interface between the UE and the Identity Management Server is out-of-scope of 3GPP. One possible implementation for the interface between the MCPTT Client and the Identity Management Server could be WebRTC W1 interface.
· Step B: Authentication is performed by the UE to obtain SIP Core access. Based on the deployment option, the MCPTT UE is provided with relavent cerdentials and configuration to select and perform SIP Core authentication mechanism as specified in 3GPP TS 33.203 [9]. However, the use of one of the authentication mechanisms specified in the TS 33.203 is mandated. Rules specified in Annex P.1 of TS 33.203 [9] are used by the SIP Core to decide from a registration request which authentication scheme to apply. The signalling protection and authnication functions performed by the P-CSCF and the S-CSCF in the TS 33.203 are performed by the Local inbound/outbound proxy and Registrar/application service selection respectively in the SIP core.If the SIP core is administered by the PLMN operator, then any one of the follwoing authenticaton procedure is performed as specified in 3GPP TS 33.203 [9].
-
IMS AKA without and with NAT traversal; 

- 
IMS AKA over TLS;

-
Trusted Node Authentication (TNA).
If the SIP core is administered by the Public Safety (PS) Agency, then any one of the following procedure is performed as specified in 3GPP TS 33.203 [9].
-
IMS AKA without and with NAT traversal; 

- 
IMS AKA over TLS;

-
SIP Digest authentication (with or without TLS);
-
Trusted Node Authentication (TNA).
· Step C: Authentication of the MCPTT user over MCPTT-1 interface is performed after SIP Core authentication. For shareable MCPTT UEs, MCPTT user authentication is performed with the MCPTT server to gain access to the MCPTT client application stored on it and to become an authenticated MCPTT user. 
If the MCPTT server is administered by the operator, then the Public Safety user Data Function (PS-UDF) or the HSS stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. If the MCPTT server is administered by the PS agency, then the PS-UDF stores the security credentials for MCPTT user authentication and also generates security information for mutual authentication. 
For MCPTT user authentication using the MCPTT-1 interface, any one of the following procedure may be performed as specified in 3GPP TS 33.203 [9].
-
SIP Digest authentication (without TLS);

-
Trusted Node Authentication (TNA).
Editor’s note: Based on discussions and decisions on shared UE and MCPTT identity hiding, above mechanisms should be revisied for applicablity check.









**********************Next Change***********************
8
Evaluation of Solutions

Editor’s note: This section will contain an evaluation of the proposed solutions for MCPTT security.  
Solution 1 in clause 7.1 reuses existing IMS security mechanisms for both MCPTT UE authentication and MCPTT user authentication and also to protect signaling messages. Hence, no evaluation needs to be performed, as this solution have no or minimal system impacts.  
**********************Next Change***********************
9
Conclusion

Editor’s note: This section will contain SA3's conclusion to the study.  
For MCPTT service authentication and signaling protection, solution 1 in clause 7.1 is adopted as the basis for the normative work, which is in line with the SA6 conclusions in TS 23.179.
**********************Next Change***********************
Annex X (informative):
Authentication Call-flows
X.1
MCPTT Service Authentication Call-flow Example-1
As example the call flow for MCPTT service authentication is shown in Figure X.1. This example illustrates an IMS AKA authentication for MCPTT UE authentication between the MCPTT UE and the IMS CN (over SIP-1 interface) and followed by SIP Digest authentication for MCPTT user authentication between the MCPTT Client application and the MCPTT Server (over MCPTT-1 interface).
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 Figure X.1-1: Illustrated flow for MCPTT Service authentication 
Step 1 to 12 illustrates MCPTT UE authentication procedure using IMS AKA. IMS AKA procedure is performed as mentioned in TS 33.203 [9].

Step 14 to 15 is third part registration procedure, performed between the SIP Core and the MCPTT Server after successful IMS authentication procedure.
Step 16 to 31 illustrates MCPTT user authentication procedure, performed using Non-registration Messages between the UE and the MCPTT Server. SIP digest mechanism as specified in TS 33.203 (section N.2.1.2) is used and S-CSCF functions specified in TS 33.203 are performed by the MCPTT server. If the authentication is successful, the MCPTT server flags/marks that the MCPTT user ID is authenticated. For further messages after successful authentication, the MCPTT server checks whether the user identity is authenticated or not, before processing the message.
Editor’s Note: Details and relation between the MCPTT ID and IMPU are under the scope of SA6 working group. Based on discussions and decisions in SA6, above mechanisms should be revisied for applicablity check.
Editor’s note: Based on discussions and decisions on shared UE and MCPTT identity hiding in SA6, above mechanisms should be revisied for applicablity check.

X.2
MCPTT Service Authentication Call-flow Example-2
As example the call flow for MCPTT service authentication is shown in Figure X.2. This example illustrates an IMS AKA authentication for MCPTT UE authentication between the MCPTT UE and the IMS CN (over SIP-1 interface) and TNA for MCPTT user authentication between the MCPTT Client application and the MCPTT Server (over MCPTT-1 interface).
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Figure X.2-1: Illustrated flow for MCPTT Service authentication 

Step1.
 The user powers-on the UE, the UE performs LTE attach (& LTE authentication) and obtains the IP connectivity.
Step2.
The user enables the MCPTT client. The MCPTT client accesses a URI to the Identity Management function to initiate an HTTPS connection to the Identity Management function. The TLS connection provides one-way authentication of the server based on the server certificate. The HTTP-1 interface is used between the MCPTT Client and the Identity Management server. 
Step3.
The MCPTT client begins the user authorization procedure by sending an Authentication Request (IMPU, MCPTT user identity, user credentials) message to the Identity Management function. The IMPU is taken from the ISIM in the UE. The MCPTT user identity may be obtained from the user input or via other methods. The user provides the MCPTT user authentication credentials (e.g. biometrics, password, etc.) for verification with the Identity Management function.

The Identity Management function authenticates user using the MCPTT user identity and MCPTT user authentication credentials. If the authentication is successful, the Identity Management function generates Token B based on the IMPU and the MCPTT user identity. The token is encoded with the associated authorization information, including the MCPTT user identity and IMPU assigned to the user and the authorization token scope.  

The Identity Management function responds with an Authentication Response (Token B) message.
NOTE :
In the present 3GPP release the token format and verification procedure is left out of scope.
Step4.
The UE initiates IMS registration procedure and use IMS AKA for signalling plane authentication. IMS AKA procedure is performed as mentioned in TS 33.203 [9].The UE includes the MCPTT user identity and Token B for MCPTT user authentication.
Step5.
The S-CSCF acknowledges with an OK message and the message is forwarded to the client.
Step6.
If the IMS AKA is successful, the S-CSCF performs the 3rd party registration with the MCPTT server. The S-CSCF sends a Register (IMPU, MCPTT user identity, Token B) message to the server. The server verifies the token. If the token is valid, the MCPTT server trust the MCPTT user identified by the MCPTT user ID is a valid user and checks if the IMPU and MCPTT user identity derived from the token coincide with the IMPU and MCPTT user identity in the Register message from the S-CSCF. If the check is successful, the server stores the relationship between the IMPU and the MCPTT user identity. 

The server acknowledges with an OK message.
Editor’s Note: Details and relation between the MCPTT ID and IMPU are under the scope of SA6 working group. Based on discussions and decisions in SA6, above mechanisms should be revisied for applicablity check.
Editor’s note: Based on discussions and decisions on shared UE and MCPTT identity hiding in SA6, above mechanisms should be revisied for applicablity check.

**********************End of Changes***********************

4. Conclusion
SA3 is kindly requested to 
· agree the pCR (section 3) for TR 33.879
· adopted solution 1 in clause 7.1 as the basis for the normative work for MCPTT service authentication and signalling protection
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