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Abstract of the contribution:
This contribution proposes to add GBApush-based solution also under one-to-one security and to add GBA-based solution clauses also under UE-to-Network Relay security. 
1 Introduction  
Draft TR 33.833 includes GBApush-based solutions for UE-to-Network Relay security and normal GBA-based solutions for one-to-one security. It is today mentioned in the general part of GBApush-based solutions that the GBApush-based solutions apply also to one-to-one security, and similarly it is mentioned in the general part of GBA-based solutions that the GBA-based solutions apply also to UE-to-Network Relay security. 

In order to make the applicability of the solutions explicit in the TR, it is proposed to add GBApush-based solution clauses under one-to-one security and to add GBA-based solution clauses under UE-to-Network Relay security. This is done by adding an appropriate headings and referencing to appropriate clauses.
2 Proposal
It is proposed to approve the inclusion of the pCR to TR 33.833.
3 pCR 
***
BEGIN CHANGES
***
8.1
Solutions on ProSe Relays

… to the editor: existing clauses not copied for simplicity…
8.1.X
Solution #8.1.X: UE-Network Relay security using normal GBA for direct communication key
8.1.X.1
Solution overview

In the UE-to-Network Relay case the Remote UE may be in or out of network coverage. When the Remote UE is in network coverage it can run GBA bootstrapping and use the resulting key material later on to establish security with the UE-to-Network Relay. For that case, solution #8.2.1.1 for one-to-one communication described in clause 8.2.1.1 and using normal GBA for direct communication key can be used also to secure the UE-to-Network Relay case. 

8.1.X.2
 Solution procedures

This solution uses the same procedures as solution #8.2.1.1 described in clause 8.2.1.1 with the change that UE1 takes the role of the Remote UE and UE-2 takes the role of the UE-to-Network Relay.

8.1.Y
Solution #8.1.Y: UE-Network Relay security using normal GBA for transport of direct communication key
8.1.Y.1
Solution overview

In the UE-to-Network Relay case the Remote UE may be in or out of network coverage. When the Remote UE is in network coverage it can run GBA bootstrapping and use the resulting key material later on to establish security with the UE-to-Network Relay. For that case, solution #8.2.1.2 for one-to-one communication described in clause 8.2.1.2 and using normal GBA for transport of direct communication key can be used also to secure the UE-to-Network Relay case. 

8.1.Y.2
 Solution procedures

This solution uses the same procedures as solution #8.2.1.2 described in clause 8.2.1.2 with the change that UE1 takes the role of the Remote UE and UE-2 takes the role of the UE-to-Network Relay.
***
NEXT CHANGES
***
8.2.1
Solution for one-to-one communications with at least one UE in coverage

… to the editor: existing clauses not copied for simplicity…
8.2.1.X
Solution #8.2.1.X: One to one security using GBA push for direct communication key
8.2.1.X.1
Solution overview

Clause 8.2.1 collects solutions for one to one security when at least one UE is in network coverage.  The UE2 is always in network coverage. Solution #8.1.2 "Security between Remote UE and UE-to-Network Relay using GBA push for direct communication key" describes a solution for UE-to-Network Relay security. Solution #8.1.2 to secure the UE-to-Network Relay described in clause 8.1.2 can be used also to provide security for one-to-one communication case. 

8.2.1.X.2
 Solution procedures

This solution uses the same procedures as solution #8.1.2 described in clause 8.1.2 with the change that the UE-1 takes the role of Remote UE and UE-2 takes the role of UE-to-Network Relay.

8.2.1.Y
Solution #8.2.1.Y: One to one security using GBA push for transport of direct communication key
8.2.1.Y.1
Solution overview

Clause 8.2.1 collects solutions for one to one security when at least one UE is in network coverage.  The UE2 is always in network coverage. Solution #8.1.3 "Security between Remote UE and UE-to-Network Relay using GBA push for transport of direct communication key" describes a solution for UE-to-Network Relay security. Solution #8.1.3 to secure the UE-to-Network Relay described in clause 8.1.3 can be used also to provide security for one-to-one communication case. 

8.2.1.Y.2
 Solution procedures

This solution uses the same procedures as solution #8.1.3 described in clause 8.1.3 with the change that the UE-1 takes the role of Remote UE and UE-2 takes the role of UE-to-Network Relay.

***
END CHANGES
***
