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BEGIN CHANGES
***
6.X
Security for one-to-one ProSe direct communication 

6.X.1
Overview of one-to-one ProSe direct communication 

The one-to-one ProSe direct communication consists of the following procedures based on TS 23.303 [2]: 
1. Establishment of secure layer-2 link over PC5;

2. Layer-2 link maintenance over PC5;

3. Layer-2 link release over PC5. 

6.X.2
Security requirements
The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Key Management Function.

For the establishment of secure layer-2 link over PC5, the following requirements apply:

-
UE-1 and UE-2 shall authenticate each other.
-
Only authorized ProSe-enabled UE-1 and UE-2 shall be able to establish security over PC5.  

6.X.3
Security procedures
6.X.3.1
General

The mechanism specified in this clause uses B-TID/Ks obtained from GBA bootstrapping whenever possible and uses GBApush only when the B-TID/Ks are not available for key establishment between two UEs for one-to-one direct communication. The established direct communication key can be used for mutual authentication and securing communications on PC5.
6.X.3.2
Security procedure for one-to-one security 
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Figure 6.x.3.2-1. Procedure for one-to-one security

The mechanism is specified for the general case when UE-1 and UE-2 are related to different HPLMNs, and therefore to different ProSe KMFs. In case UE1 and UE-2 are related to the same ProSe KMF and HPLMN, the functionality of ProSe KMF of UE-1 and ProSe KMF of UE-2 is combined into one ProSe KMF and steps 6 and 9 are omitted in the flow. 

UE-2 has established a secure connection over PC3/PC8 as specified in clause 5.3.3.2. The UE and ProSe KMF are required to store the last used B-TID between them with associated IMSI even though the B-TID would be expired. The purpose is to use B-TID as a temporary UE identity. This helps to maintain user privacy.  
1) 
UE-1 runs GBA bootstrapping with its BSF. This may be done as part of establishing security for PC3/PC8.
2)
UE-1 and UE-2 have discovered each other using either Model A or Model B.

3)
UE-1 sends a Direct Communication Setup Request message to UE-2 in order to trigger the establishment of secure link over PC5. The request includes UE-1 ID (IMSI or B-TID), DKSI (this gives the values of the Key Set Identifier for a security context created from the PDK), NAF-ID (which identifies the ProSe KMF of UE-1 acting as NAF), UE-1 supported security algorithms, and Nonce-UE-1.

The UE will send either B-TID or IMSI, but not both, in the "UE-1_ID" parameter according to the following rules. 

- 
If the UE has a valid B-TID and related Ks available, the B-TID is sent.

- 
If the UE has a B-TID, but it is expired, the UE runs bootstrapping, if possible, and the new B-TID is sent
-
If the UE has a B-TID, but it is expired and bootstrapping is not possible, the B-TID is sent only if it has been previously used between the UE and the ProSe KMF. 

- 
If the UE does not have a B-TID, the UE runs bootstrapping if possible, and the new B-TID is sent.

- 
If the UE does not have a B-TID, and bootstrapping is not possible, IMSI is sent.

- 
If the UE has previously received bootstrapping renegotiation request to an outbound Direct Communication Setup Request, but was not able to run bootstrapping, IMSI is sent, 

4)
UE-2 sends a Retrieve ProSe Direct Key Request to the ProSe KMF of UE-2. The request includes UE-1 ID (B-TID or IMSI), UE-2 ID (i.e. the ProSe UE ID) and NAF-Id identifying the ProSe KMF of UE-1.

5)
The ProSe KMF of UE-2 checks if a UE from the HPLMN associated to the NAF-ID is authorized to set-up security over PC5 with UE-2. 

6)
The ProSe KMF of UE-2 sends a ProSe key request over PC6 to ProSe KMF of UE-1. The request includes UE-1 ID (B-TID or IMSI), UE-2 ID (i.e. the ProSe UE ID) and NAF-Id identifying the ProSe KMF of UE-1. If the UE-1 and UE-2 are related to the same ProSe KMF, this step is omitted.

7)
The behaviour of ProSe KMF of UE-1 is as follows: 

When receiving a B-TID:
- 
7a) If the B-TID and related Ks_(ext/int)_NAF are found at ProSe KMF, and are valid, the ProSe KMF of UE-1checks if the UE-1 (associated to the B-TID) is authorized to set-up security over PC5 with a UE belonging to HPLM of UE-2. If the authorization is successful, processing continues in step 8.

- 
7b) If the BTID and related Ks_(ext/int)_NAF are found at ProSe KMF, but they are not valid (e.g. expired or too old for PKMF policy), the ProSe KMF of UE-1checks if the UE-1 (associated to the B-TID) is authorized to set-up security over PC5 with a UE belonging to HPLM of UE-2. If the authorization is successful, then the ProSe KMF requests GPI and NAF keys from the BSF. Processing continues in step 8.



NOTE 1: The ProSe KMF could also send bootstrapping renegotiation request in this case. However, using GBA push is the preferred choice as GBApush is also a bootstrapping but with less signalling. The benefit of using regular bootstrapping over Ub would the possibility to share the Ks with other applications, but this is not considered to be significant benefit in this case. 

- 
7c) If the B-TID is not found at ProSe KMF, the ProSe KMF sends the B-TID to the BSF to request for NAF keys. If the request is successful, the ProSe KMF of UE-1checks if UE-1 (identified by information in the USS and associated to the B-TID) is authorized to set-up security over PC5 with a UE belonging to HPLM of UE-2, and processing continues in step 8.  If the request is not successful, the ProSe KMF of UE-1 sends a bootstrapping re-negotiation request towards the UE1. See clause 6.x.3.3.


NOTE 2: If the request is not successful, the ProSe KMF sends the bootstrapping re-negotiation request towards the UE instead of using GBApush because the the real identity of the UE is not known to the ProSe KMF. The UE is expected to come back with a new B-TID (if it was able to run bootstrapping) or with IMSI. The latter case will trigger GBApush to be used.

When receiving IMSI:
-
7d) The ProSe KMF of UE-1checks if the UE-1 is authorized to set-up security over PC5 with a UE belonging to HPLM of UE-2. The IMSI will be translated to an appropriate public user identity, if needed. Then the ProSe KMF requests GPI and NAF keys from the BSF. Processing continues in step 8.
8)
The ProSe KMF of UE-1 derives ProSe Direct Key from the Ks_(ext)_NAF and UE-2 ProSe UE ID.

9)
The ProSe KMF of UE-1sends the ProSe Direct Key, to ProSe KMF of UE-2 in ProSe key response over PC6. If the UE-1 and UE-2 are related to the same ProSe KMF, this step is omitted. If GPI was received in step 7, then it is sent as well.
10)
The ProSe KMF of UE-2 sends Retrieve ProSe Direct Key Response to UE-2. The response includes ProSe Direct Key. If GPI was received in step 12, then it is sent as well.
11)
UE-2 derives KDsess from PDK, Nonce-UE-1 and Nonce-UE-2 and confidentiality and integrity key keys from KDsess  and stores them with the DKSI.
12)
UE-2 sends Direct Security Mode Command message to UE-1. The message includes UE-2 ID, DKSI, chosen security algorithms, UE-1 supported algorithms list and Nonce-UE-2 protected with a MAC using the derived integrity key. If GPI was received in step 13, then it is sent as well.
13)
If GPI was received in step 14, then UE-1 processes the GPI. Otherwise UE-1 uses the Ks_(ext)_NAF as indicated by the B-TID in step 3. UE-1 derives ProSe Direct Key similarly as the ProSe KMF of UE-1 did. UE-1 also derives KDsess from PDK,  Nonce-UE-1 and Nonce-UE-2 and confidentiality and integrity keys from KDsess  and stores them with the DKSI. UE-1 checks the MAC of the message using integrity key. UE-1 will not accept a Direct Security Mode Command if the UE-1supported algorithms list is different from what it sent in step 3.
14)
UE-1 sends Direct Security Mode Complete message to UE-2protected with a MAC using integrity key. After this, all messages are integrity and confidentiality protected.

6.X.3.3
Bootstrapping re-negotiation request

The ProSe KMF may send a bootstrapping re-negotiation request to UE-1 via UE-2. The conditions for sending it and related functionality is described in clause 6.x.3.2.
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Figure 6.x.3.3-1. Bootstrapping re-negotiation request
1) 
Conditions for sending bootstrapping re-negotiation request are specified in clause 6.x.3.2
2)
ProSe KMF of UE-1 sends the bootstrapping re-negotiation request to ProSe KMF of UE-2.
3)
ProSe KMF of UE-2 relays the bootstrapping re-negotiation request to UE-2.
4)
UE-2 sends the bootstrapping re-negotiation request to UE-1.
5) 
Rest of functionality is as specified in clause 6.x.3.2
6.Y
Security for UE-to-network relay communication 

6.Y.1
Overview of UE-to-network relay communication 

The UE-to-network relay communication consists of the procedures specified in TS 23.303 [2]. 
6.Y.2
Security requirements
The security requirements in clause 6.X.2 apply with the modification that the Remote UE takes the role of UE-1 and the UE-to-network relay takes the role of UE-2 with the following additional requirement that Relay functionality may only be supported by ProSe-enabled Public Safety UEs.
6.Y.3
Security procedures

The security procedures of one-to-one ProSe direct communication from clause 6.X.3 apply with the modification that the Remote UE takes the role of UE-1 and the UE-to-network relay takes the role of UE-2. 
***
END OF CHANGES
***
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