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This contribution proposes to introduce a scheme based on PSK for LTE-WLAN aggregation authentication between UE and WLAN. The eNodeB would be used for key distribution.

1 Introduction
A question asked by RAN2 in the LS is that whether a mechanism allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications. 

In this document, we give an analysis on such a mechanism that can be used as input to address the RAN2 question. The scheme is based on PSK scheme in 802.11 specification and eNodeB acting as an assistant to distribute PSK in this mechanism from eNB to WLAN AP. 
2 Discussion
2.1 Authentication based on Shared-Key
The principle of LTE dual connectivity security specified in Release-12 can be reused in LTE/WLAN aggregation.  The KeNB could be reused to produce a new key, which is referred to as Kap. Kap can be delivered to WLAN/AP through Xw interface. The mutual authentication can be performed using the  4-way handshake as specified in 802.11i after the UE and WLAN/AP obtained the Kap.

In IEEE 802.11 specifications, 4-way handshake, which is illustrated in Figure 1, is used to perform authentication between a STA and AP, and to distribution cipher keys. A PMK is needed to perform 4-way handshake. Based on the analysis above, the Kap could be regarded as a kind of PMK. The mutual authentication between UE and WLAN will be done when the 4-way authentication is over. The whole key hierarchy is illustrated in Figure 2.
The authentication scheme is based on eNodeB and UE, and does not need the help of CN nodes. This mechanism can be used to meet the RAN2 requirement.

Observation 1: There is a scheme allowing WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications.

Observation 2 The KeNB can be used to derive a key which is referred to as Kap. Kap can be regarded as a kind of PMK for performing 4-way handshake
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Figure1 4-way handshake
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Figure 2 LTE-WLAN aggregation key hierarchy based on key hierarchy in E-UTRAN
2.2 Derivation of Kap
KeNB shared between UE and eNB is used as input in the derivation of Kap as follows, similar to how S-KeNB is derived in dual connectivity security:
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Figure 3 Key deriving in DC
In Figure 3, The S-KeNB is derived by KDF functions with the following inputs, KeNB and SCC Counter. SCC Counter is a counter shared between UE and MeNB. LTE-WLAN aggregation can reuse this framework to derive Kap.  Kap will be sent to WT through Xw interface after it has been derived. When the key distribution is over, the Kap could be regarded as a kind of PMK for further use.

The input parameters needed for Kap derivation need to conform the other key derivation principles used in LTE, including cryptographic separation and key freshness. Details of these parameters can be discussed further (e.g. reuse of SCC counter vs other freshness parameters, etc.)
Observation 3: Kap derivation needs to ensure key freshness as well as cryptographic separation from other uses of keys derived from the same KeNB.
3 Conclusion
This paper mainly discusses and analyses the authentication scheme between UE and WLAN for aggregation. And this scheme could meet the requirement of RAN2 to allow WLAN authentication and encryption between the UE and WLAN access for UE utilizing LTE-WLAN aggregation operation based on eNB assistance without the need for connectivity to a CN node (such as AAA) is feasible and to evaluate the security impacts of this mechanism. Such a mechanism should not have any impact to the existing 802.11 specifications. We propose to use the above observation as input for the companion contribution S3-15XXXX (reply LS to RAN2).
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