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Abstract of the contribution: this contribution aims to negotiate the PC5 algorithms in clause 8.1.6.
1 Analysis
In the solution 8.1.6, the one-to-many communication key ProSe Group Key (PGK) is used to establish the security context for one-to-one communication between remote UE and UE-to-NW Relay.

In case of communication between Remote UE and UE-to-Network relay wherein the Remote UE and UE-to-Network relay belongs to different group, then different security key is available at Remote UE and UE-to-Network relay. In this case, the PTK is negotiated between remote UE and its PKMF, then PKMF delivers the PTK to UE-to-NW Relay along with PGK ID and PTK ID. As a result, based on the shared the same security parameters of PTK, PGK ID, and PTK ID, the remote UE and Relay can furtherly generate the PC5 security context, which is as follwings:

PTKUE-to-NW Relay = KDF (PGK corresponding to PGK ID and Remote UE Group ID received from UE-to Network Relay, PTK ID received from UE-to Network Relay, UE-to-Network relay UE ID).

PEKUE-to-NW Relay = KDF (PTKUE-to-NW Relay, Algorithm ID).

PIKUE-to-NW Relay= KDF (PTKUE-to-NW Relay, Algorithm ID).
The input parameters for generating PC5 communication keys include the algorithm ID, so the algorithms shall be negotiated between remote UE and UE-to-NW Relay. Regularly, the remote UE can include its network capabilities in the Direct Communication Request message, and the UE-to-NW Relay selects the used algorithms with the highest priority based on its own network capabilities and received network capabilities of remote UE. After that, the UE-to-NW Relay returns the selected algorithms and remote UE’s network capabilities to remote UE.
Another thing is to uniform the names of keys. Actually, PTKremote-UE is the same with PTKUE-to-NW Relay and so do the PEK and PIK. It is advised to use the name “UE-to-Network Relay”.
2 Proposals
It is proposed to include this pCR into the TR33.833.

3 pCR
****************************************Start of  change*******************************************
8.1.6.1
Solution description for the communication between Remote UE and UE-to-Network relay 
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Figure 8.1.6.1-1:  Procedure for establishing securing communication between Remote UE and UE-to-Network Relay

1.
When the UE-to-Network Relay receives the direct communication request from Remote UE, it sends security key request to the PKMF. The PKMF of the Remote UE is reachable by the UE-to-Network Relay. The security key request comprises of remote UE’s network capabilities, Remote UE ID, UE-to-Network Relay’s UE ID, and the Remote UE Group ID. Remote UE ID and Remote UE Group ID together identifies the Remote UE. The UE-to-Network Relay obtains the Remote UE ID and Remote UE Group ID of remote UE during the UE-to-Network Relay discovery. Alternately UE-to-Network Relay may receive these from Remote UE in direct connection request. 

Editor’s note: How this works if the UE and Relay are related to different PKMFs is FFS.

2.
PKMF derives the security key i.e. ProSe Traffic Key which is used by UE-to-Network relay to secure the packets transmitted to Remote UE. PKMF derives the security key as follows:

PTKUE-to-NW Relay = KDF (PGKRemote-UE, PTK ID, UE-to-Network Relay UE ID). 

PGKRemote-UE is any valid ProSe Group Key of Remote UE corresponding to the group identified by Remote UE Group ID. 

3.
PKMF sends the security key response to the UE-to-Network Relay. The security key response comprises of PTKUE-to-NW Relay, PTK ID and PGK ID. PTKUE-to-NW Relay is derived by PKMF which is used by UE-to-Network relay to secure the packets transmitted to Remote UE. PTK ID is the ID used as input to derive thePTKUE-to-NW Relay. PGK ID is the index of PGKRemote-UE used to derive the PTKUE-to-NW Relay.

4.
UE-to-Network relay selects the used algorithms with the highest priority based on its own network capabilities and received network capabilities of remote UE, then generates PEKUE-to-NW Relay and PIKUE-to-NW Relay using PTKUE-to-NW Relay received in the security key response from PKMF. PEKUE-to-NW Relay and PIKUE-to-NW Relay are then used for securing the packets transmitted to Remote UE and also to decrypt and/or MAC-I verification of the packets received from Remote UE. The UE-to-Network relay informs the selected algorithms, remote UE’s network capabilities, PGK ID and PTK ID received in security key response to remote UE in a Authentication request message. The Authentication request message is integrity protected using the PIKUE-to-NW Relay.

5.
Remote UE shall check if the received network capabilities is equal to the network capabilities sent in the initial message, then it generates the security key i.e. Prose Traffic Key for transmission to UE-to-Network Relay. The security key is derived as follows:

PTKUE-to-NW Relay = KDF (PGK corresponding to PGK ID and Remote UE Group ID received from UE-to Network Relay, PTK ID received from UE-to Network Relay, UE-to-Network relay UE ID).

PEKUE-to-NW Relay = KDF (PTKUE-to-NW Relay, Algorithm ID).

PIKUE-to-NW Relay = KDF (PTKUE-to-NW Relay, Algorithm ID).

PEKUE-to-NW Relay and PIKUE-to-NW Relay are used by Remote UE for securing the packets transmitted to UE-to-Network relay. PEKUE-to-NW RelayandPIKUE-to-NW Relay are also used by Remote UE for decrypting and MAC-I verification of the packets received from UE-to-Network relay.  

6. The Remote UE verifies the MAC-I received, if the MAC-I verification is successful, then Remote UE sends Authentication response message to the UE-to-Network relay. The Authentication response message is integrity protected using the PIKUE-to-NW Relay.

7. The UE-to-Network relay verifies the MAC-I received.  If the MAC-I verification is successful, then UE-to-Network relay sends direct communication response message to the Remote UE.

****************************************End of  change********************************************
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