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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.3.4.3.2 of TS 33.117.
1. Introduction 
This contribution proposes to add the test case related to the requirement 5.2.3.4.3.2 of TS 33.117
1. Proposed pCR
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5.2.3.4.3.2	Password changes
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
If a password is used as an authentication attribute, then the system shall offer a function that enables a user to change his password at any time. When an external centralized system for user authentication will be used it is possible to redirect or implement this function on this system. 
Password change shall be enforced after initial login.
The system shall enforce password change based on password management policy. In particular, the system shall enforce password expiry.
Previously used passwords shall not be allowed up to a certain number. 
The number of disallowed previously used passwords shall be configurable.
Above requirements shall be applicable for all passwords used(e.g. application-level, OS-level, etc.). An exception to this requirement is machine accounts.
Security Objective references: tba.
Test case: tba
Test Name: TC_HIS_PWD_POLICY
Purpose:
Verify that previously used passwords shall not be allowed up to a certain number and the number of disallowed previously used passwords is configurable 
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on.
· The tester has privileges to modify the number of disallowed previously used passwords 
· A normal user account exists in the system, and the tester can use it.
Execution Steps
1. The tester logins with the privileged account.
2. The tester modifies the number of disallowed historical passwords to N
3. The tester logs out, and then logs in using the normal user account with password A on MME
4. The tester modifies user account password with different passwords for N-1 times.
5. The tester modifies user account password with A at the N time.
Expected Results:
The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contain the operation results.
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