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Abstract of the contribution:  Certain protocols are disabled by default in 5.3.2.1 of TS 33.117.  It is proposed to clarify that the default is by configuration and is at manufacturing time. The operators may still enabled disabled protocols for other reasons. 
1 Introduction 
Requirements in 5.3.2.1 of 33.117 state that several protocols shall be disabled by default. The meaning of by default shall be clarified. In general “by default” should mean the initial configuration as the network product leaves the manufacturer. Vendors shall configure the protocols to be disabled at the manufacturing time, but the operators can still need to be enabled for other reasons by the operators, e.g. remote diagnostics. 
2 Proposed pCR
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5.3.2.1  No unnecessary or insecure services / protocols
Requirement Name: No unnecessary or insecure services / protocols
Requirement Reference: TBA 
[bookmark: _GoBack]Requirement Description: 
The network product shall only run protocol handlers and services which are needed for its operation, and which don’t have any known security vulnerabilities. In particular, by default the following services shall be initially configured to be disabled on the network product by the vendor. Disabled protocols may still need to be enabled for other reasons by the operators, e.g. remote diagnostics.
•	FTP
•	TFTP
•	Telnet
•	rlogin, RCP, RSH
•	HTTP
•	SNMPv1 and v2
•	SSHv1
•	TCP/UDP Small Servers (Echo, Chargen, Discard und Daytime)
•	Finger
•	BOOTP server
•	Discovery protocols (CDP, LLDP)
•	IP Identification Service (Identd)
•	PAD
•	MOP
NOTE 1 : As an alternative to disabling the HTTP service, it is also possible for this service to remain active for reasons of user friendliness. In this case, however, queries to the web service may not be answered directly on this port but must be redirected HTTPS service.
Note: Full documentation of required protocols and services of the network product and their purpose needs to be provided by the vendor as prerequisite for the test case.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.
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