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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.2.3.4.3.1 of TS 33.117, and making it explicit that the password length is between 8 and 64 characters inclusive.
1. Introduction 
This contribution proposes to add the test case related to the requirement 5.2.3.4.3.1 of TS 33.117.
1. Proposed pCR
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5.2.3.4.3.1	Password Structure
Requirement Name: Password Complexity rule
Requirement Reference: tba
Requirement Description:
The setting by the vendor shall be such that a network product shall only accept passwords that comply with the following complexity criteria:
1. Minimum length of 8 characters (shorter lengths shall be rejected by the network product).
Maximum length of 64 characters.
2. Comprising at least three of the following categories: 
· at least 1 uppercase character (A-Z) 
· [bookmark: _GoBack]at least 1 lowercase character (a-z) 
· at least 1 digit (0-9) 
· at least 1 special character (e.g. @;!$.) 
 The network product shall use a default minimum length of 10. 
If a central system is used for user authentication password policy is performed on the central system and additional assurance shall be provided that the central system enforces the same password complexity rules as laid down for the local system in this subclause. If a central system is not used for user authentication, the assurance on password complexity rules shall be performed on the Network Product.
The minimum length of characters in the passwords and the special characters alphabet shall be configurable by the operator.
Above requirements shall be applicable for all passwords used (e.g. application-level, OS-level, etc.).
Security Objective references: Hardening.
Test case:  
Test Name: TC_PWD_STRN_CONFIGURABLE
Purpose:
Verify that password strength is configurable by the system supervisor. 
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on.
· The tester has privileges to have the policy of password structure complicated/simplified， and 
Execution Steps
1. The tester logins.
2. The tester modifies password structure policy on MME.
3. The tester can strength the configuration of password, including password consistent and character numbers, and the configuration also can be easier than before. 
4. The tester logs out and then logs in as a normal user whose password does not meet the requirement of the new policy. 
Expected Results:
If the policy has been improved, a user logging in whose password does not meet the new requirements is prompted to change his password.
Expected format of evidence:
Evidence suitable for the interface, e.g. screenshot contains the operation results
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