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Abstract of the contribution:

This contribution proposes to apply the NDS/IP security mechanism to IOPS network domain.
Introduction

This document proposes to apply the NDS/IP security mechanism to IOPS network domain. 
2.
Discussion 
In TS 22.346, the requirements for security aspects relating to network domian is listing below:

"The Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. Provision of these security features is required for:

-
UE to (N)eNB communication;

-
(N)eNB to (N)eNB communication;
-
UE to UE communication, i.e. for the case of ProSe operation within the Isolated E-UTRAN."

For the security between the (N)eNB to (N)eNB and the network entities within a Local EPC, so the protection mechanism on network domain control plane and backhaul link user plane  defined in clause 11 and cluase 12 in TS 33.401 shall be applied.

3.
Proposal

It is kindly proposed to including the following text into TR 33.997.
******************************************Begin of the First change*************************************************

7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.


The protection of network domain interfaces shall be done according to clause 11 and clause 12 in TS 33.401[X]. 

*******************************************End of the First change*************************************************
******************************************Begin of the Second change*************************************************
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*******************************************End of the Second change*************************************************

