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Abstract of the contribution: Text proposal to change Ed.Note in text and propose a potential requirement related to the SQN discussion.
Discussion:
Key issue#1 in Section 6.1 has the following Editor’s Note included:

Editor’s note: SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. 
This Ed. Note is actually referring to finding a solution and has been addressed by the requirement proposed under key issue#1.
Further, there is only one proposed solution #1 in Section 7.1 based on a secondary USIM application. 
By using a USIM application for IOPS only and another USIM application for the macro EPC, different security credentials for authentication and key agreement in the attachment procedure are used. Thus, the Ed.Note is addressed by this solution as well.
We therefore propose to change this Editor’s Note in explanary text covering the following cases:

-
No backhaul

-
Limited backhaul

-
Backhaul available before being in IOPS mode

Rel-13 covers only the no backhaul use case, but the study will most likely find continuation in further releases addressing the other use cases, which are already captured here (similar to SA1 work). Therefore a Note was added as well. 
******START OF CHANGE 1
6.1
Key issue #1: Security credentials in IOPS network

6.1.1
Key issue details
Security credentials are used for authorisation, authentication, and key agreement in the macro EPC. This key issue discusses whether the security credentials for IOPS need to be different from those used in the IOPS network’s local EPC.


The key issue discusses the following cases:

-
No backhaul

-
Limited backhaul
-
Backhaul available before being in IOPS mode
If no backhaul is available at all, the IOPS network must be pre-configured. Thus dedicated UEs for IOPS only operation would be needed and therefore security credentials for IOPS would be different.
If limited backhaul is available, e.g. by LTE or other means like satellite, AKA could be performed  via the macro HSS. Changing between IOPS operation and normal operation using the same credentials could lead to compromises. Thus, different credentials are the preferred way forward.
If the IOPS network had connection to the macro EPC before becoming  isolated with either no backhaul or limited backhaul, then the local MME credentials from the Macro HSS in advance. Also in this case the usage of different credentials seems to be beneficial to avoid any security threat.
Note: This release considers only the no backhaul use case.
6.1.2
Security threat
Using the same credentials in different set-ups of the network gives room to attacking the system. In particular, since security credentials stored in a local EPC would be much more exposed to attacks than those in a macro EPC.

Furthermore, using the same credentials in different networks is against the paradigm of cryptographic separation of authentication material.

6.1.3
Potential security requirement
Security credentials for authentication and key agreement in the attachment procedure to the IOPS network shall not be usable in non-IOPS procedures.
The guidelines for interoperability in a multi-vendor environment from TS 33.102, C.4. may be followed.
******END OF CHANGE 1

