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Abstract of the contribution:

This contribution proposes to make clarifications to how to handle the security context when switching to another USIM.
Introduction

This document proposes how to handle the security context when switching to another USIM for the proposed solution #1. 
2.
Discussion 
The handling of the remaining authentication data including authentication vector(s) and security context should be considered when switching from one USIM application to another.

For the authentication vector(s), the handling should comply with TS 33.401[X].
For the security context, the handling on MME and USIM supporting EMM parameters storage is the same as TS 33.401[X]. While for the case that the USIM does not support EMM parameters, the native security should be stored in the non-volatile memory of the ME, there is a difference from existing handling in TS 33.401[X] for that the existing handling stores only one set of native security contexts in ME. However, two similar cases in TS 33.401[X] can be referenced to solve this problem, i.e., the change of an UICC decribed in clause 6.4 and the Detach decribed in clause 7.5.2.1. Take entering into IOPS mode as an example and vice versa. 

1)
Solution 1: Based on change of UICC, the EPS native security context shall be deleted from the ME.

When switching to USIM application #2 from USIM application #1, it is assumed that the UICC contains the USIM application #1 is removed, and another UICC contains the USIM application #2 is insterted (althrough the two USIMs are in a single UICC), so the EPS native security context shall be deleted from ME. With the attach to the IOPS network, a set of new IOPS security contexts is generated and stored on the ME.

Actually, the real removal followed by the insertion of the UICC needs to be differentiated from the switch of the USIMs in a single UICC. While AKA must be performed when UE returns to Macro EPC from IOPS or enters the IOPS network (even if it is the same IOPS network it entered last time) from Macro EPC. Except for above problems, this solution effects a little on existing handling mechanism of native security context on ME.

2)
Solution 2: Based on Detach procedure, the two sets of native security contexts shall be stored separately in the ME.

When entering IOPS mode and the USIM application #2 is activated, UE is detached by the MME from Macro EPC, and the full native EPS NAS security context (if exists) is stored in the ME. While attaching to IOPS network, another native security context of the IOPS is generated and shall be stored in the ME too. In order to avoid overlaps, ME may needs to store two sets of native security context respectively for EPS and IOPS.

This solution needs to enchance the existing handling mechanism of native security context on ME. Two sets of native security context respectively for EPS and IOPS shall be stored separately on ME. WhileAKA procedure may be skipped when returns to Normal EPC (or IOPS). 
In addition, considering IOPS network is mainly established to address the scenarios that providing communications when eNB(s) loses backhual connection to EPC, or providing communications in an area out of coverage of the normal network, for temporary use. It is necessary to keep the native EPC NAS security context on the ME when the backhual recovers, the UE may attach to Macro EPC without AKA phrase.

Based on above analysis, we proposes to reuse the handling mechanism of security context and remaining authentication data during Detach procedure described in TS 33.401[X] with the addition of storing two sets of native security context respectively for EPS and IOPS.

3.
Proposal

It is kindly proposed to including the following text into TR 33.997.
******************************************Begin of the First change*************************************************

7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.

-
When transiting to/from an IOPS mode cell, the remaining authentication data (including authentication vector(s) and security context) in MME and UE shall be handled as detach according to TS 33.401[X]. While for the case that USIM does not supporting EMM parameters storage,  two sets of native security context respectively for EPS and IOPS shall be stored in ME.
*******************************************End of the First change*************************************************

******************************************Begin of the Second change*************************************************
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