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Abstract of the contribution:

This contribution proposes to make clarifications and delete the Editor's Note on SQN mismatches.
1 Introduction

There is an Editor's note about SQN mismatches in clause 7.1 – "Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC" in TR 33.997.

Editor’s note: SQN mismatches between the authentication instances need to be studied.

This document gives a clarification on this issue and proposes to delete this Editor's note. 
2.
Discussion 
For Normal mode, there is only one HSS/AuC for one UE in the whole network. The USIM and the HE keep track of counters SQNMS and SQNHE respectively to support network authentication. The sequence number SQNHE is an individual counter for each user and the sequence number SQNMS denotes the highest sequence number the USIM has accepted.

During AKA procedure, If synchronisation happens, the following steps will be perform to adjust the SQN to be synchronized between the USIM and the HSS/AuC as specified in 3GPP TS 33.102 [5]:

(1)UE/MS


The USIM will retrieve sequence number SQN and verify that this SQN is in the correct range according to TS 33.102 when receiving the authentication request including RAND and AUTN form network. If the USIM considers the SQN to be not in the correct range, it sends synchronisation failure back to the VLR/SGSN including he parameter AUTS (AUTS = Conc(SQNMS ) || MAC‑S.). 

(2)
SGSN/MME

Upon receiving a synchronisation failure message from the user, the VLR/SGSN sends an authentication data request with a synchronisation failure indication to the HE/AuC together with RAND sent to MS and AUTS received. An VLR/SGSN will not react to unsolicited "synchronisation failure indication" messages from the MS.The VLR/SGSN does not send new user authentication requests to the user before having received the response to its authentication data request from the HE/AuC (or before it is timed out).

(3)HSS/AuC


When the HE/AuC receives an authentication data request with a "synchronisation failure indication" it acts as follows:

1.
The HE/AuC retrieves SQNMS from Conc(SQNMS) by computing Conc(SQNMS) Å f5*K(RAND).

2.
The HE/AuC checks if SQNHE is in the correct range, i.e. if the next sequence number generated SQNHE using would be accepted by the USIM.
3.
If SQNHE is in the correct range then the HE/AuC continues with step (6), otherwise it continues with step (4).

4.
The HE/AuC verifies AUTS (cf. subsection 6.3.3).

5.
If the verification is successful the HE/AuC resets the value of the counter SQNHE to SQNMS.

6.
The HE/AuC sends an authentication data response with a new batch of authentication vectors to the VLR/SGSN. If the counter SQNHE was not reset then these authentication vectors can be taken from storage, otherwise they are newly generated after resetting SQNHE. In order to reduce the real-time computation burden on the HE/AuC, the HE/AuC may also send only a single authentication vector in the latter case.

For IOPS, every IOPS network is configured with a Local EPC instance according to TR 23.797. The security credentials of all the Public Safety UE shall be stored in each Local EPC (i.e., the HSS/AuC functional instance) respectively for IOPS networks are isolated without any connection. Thus one SQNMS may correspond to several SQNHE when UE moves between IOPS netwroks, then SQN mismatches in the above Editor's note is occurred as depicted in the picture below.
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 However, the synchronisation procedure in existing AKA is always performed when UE moves into another IOPS network and is authenticated with another Local EPC.  So the SQN mismatches will not affect the authentication result. 

As IOPS network with a Local EPC is isolated with each other and the above SQN mismatches problem, only one authentication vector a time from the HSS/AuC should be mandatory as specified in 3GPP TS 33.401 [X] to avoid wasting unused authentication vectors.
Proposal 1: Delete the first Editor's note in clause 7.1.

Proposal 2: Only one authenticaion vector per time for a UE from the HSS/AuC is strongly recommended as specified in 3GPP TS 33.401 [X].
3.
Proposal

It is kindly proposed to including the following text into TR 33.997.
******************************************Begin of the First change*************************************************

7.1
Proposed Solution #1: IOPS AKA based upon a secondary USIM application using a single UICC


Editor’s note: Discussion in clause 7.1.2 needs to be rationalised and focus on initial attach and subsequent attaches.

Editor’s note: The scalability of this solution is FFS.

*******************************************End of the First change************************************************

******************************************Begin of the Second change*************************************************
7.1.1 Functional description

The solution for IOPS AKA based upon a primary and a secondary USIM application is provided with the following approach:

-
Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities [5]. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [3].

-
When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

-
For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

-
In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).

-
Both USIMs are associated with the same network operator.

The SQN mismatches may occur when UE moves between IOPS networks with a Local EPC, In this case, the SQN synchronization procedure as specified in 3GPP TS 33.102 [5] should be performed.
Additionally, to conserve AV, requesting one authenticaion vector at a time from the Local HSS/AuC for a UE is strongly recommended as specified in 3GPP TS 33.401 [X].
*******************************************End of the Second change************************************************
******************************************Begin of the Third change*************************************************
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*******************************************End of the Third change************************************************
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