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Abstract of the contribution: The contribution provides a mechanism for protecting media streams using SRTP.
This document describes a solution for media protection of MCPTT communications (group and private calls). The proposal involves using SRTP as described in the RFC, using a security context provided by another solution to provide the SRTP Master Key, Master Salt and MKI.

The solution within the contribution meets requirements within key issues #9, #11, #12, and #14.

It is assumed that media communications will be implemented using RTP. Should a different method be used, a different protection mechanism will be required.
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7.X.Y.A Solution A-1: Media stream protection

7.X.Y.A.1 General
The following mechanism shall be used to protect MCPTT communications which use the Real-Time Transport Protocol (RTP), cf. RFC 3550 [aa]. The integrity and confidentiality protection for MCPTT communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP), RFC 3711 [bb]. 

The key management mechanism for SRTP is described elsewhere. As a result of this mechanism, those communicating will have shared the following:

1) A SRTP Master Key 

2) A SRTP Master Salt 

3) A SRTP Master Key Identifier (MKI) referencing the above two values. 

The mechanism described in RFC 3711 [bb] is used to encrypt the RTP payload. A diagram of the key derviation mechanism (as described in RFC 3711) is shown in Figure 7.X.Y.A.1-1. 
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Figure 7.X.Y.A.1-1: Security mechanism for media stream protection

7.X.Y.A.2
Security procedures for media stream protection 
Media stream protection does not require any signalling mechanism to convey information. The information is provided within each SRTP Packet.
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Figure 7.X.Y.A.2-1: Security procedure for media stream protection

Figure 7.X.Y.A.2-1 shows the security mechanism.

0)
Prior to beginning this procedure the MCPPT UEs involved in the communication shall have established a security context (SRTP Master Key, SRTP Master Salt, MKI). 

1)
Transmitting UEs shall send SRTP packets using the format described in RFC 3711. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the SRTP Master Key and Master Salt. On receipt of a SRTP packet, a terminating UE shall use the contents of the MKI to look up the appropriate SRTP Master Key and salt and generate the appropriate SRTP session key and salt.

NOTE: Assuming members of the group have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

A diagram of the SRTP packet format is within Figure 7.X.Y.A.2-2. 
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Figure 7.X.Y.A.2-2: SRTP packet format showing security parameters

The length of the MKI field is defined by the key distribution procedure used to create the original security context.
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