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1. Introduction
3GPP Rel-13 is carrying out a TR on IOPS (TR 33.897) focused on providing and evaluating possible security solutions in support of Isolated E-UTRAN Operation for Public Safety (IOPS) with no backhaul.  Given the lack of backhaul availability, USIM credentials (residing on user’s UICC), provisioned for accessing the commercial network, cannot be used for authenticating the UE to the Local EPC network.  Therefore, the UICC needs to be provisioned with additional USIM credentials (for Public Safety use) enabling the UE to authenticate with the local EPC network with no backhaul.  

A Public Safety UE should be able to access multiple Local EPCs, each configured with its own local Home Subscriber Server function (“local HSS”). This is needed because the Public Safety user (e.g. a policeman) cannot know ahead of time the geographical location of the (future) incident spot.

If the UICC is to be configured with traditional USIM credentials (i.e., PreShared key known as Ki) for Public Safety use then this implies that several or all of the local HSS functions in the operator’s network would have to be updated when a new Public Safety subscription is created.  

Moreover, key issue #3 in 3GPP TR 33.897 clause 6.3.2 includes a potential security requirement related to “mutual aid” scenario, as below:

“It shall be possible for the authentication and authorization framework in the Isolated E-UTRAN to support Public Safety UEs belonging to different Public Safety organizations”
In “mutual aid” scenarios where Public Safety users from far-away geographical areas (including neighboring countries) congregate on the incident spot it would be impossible for the “guest” Public Safety users to access the IOPS network because the local HSS functions are not configured with credentials for these “guest” users and it is impossible to update the local HSS functions when there is no backhaul connection.

In view of the previous analysis, it would be highly desirable to establish a security solution where the local HSS functions (residing in multiple local EPC networks) are configured with a single set of credentials that are not linked with specific public safety UEs. With such a model the local HSS functions wouldn’t have to be updated every time a new public safety subscription is created and could also accommodate the “guest” Public Safety users in mutual aid scenarios.

This contribution proposes a mechanism for authentication and key agreement for Local EPC with no backhaul that relies on identity-based cryptography (similar to that used for media security with one-to-many ProSe communication in Rel-12) and addresses the goals described in the previous paragraphs.

The proposed solution also applies to the case of “Nomadic EPS”, which is defined in TR 23.797 as follows:

Nomadic EPS: deployable system which has the capability to provide radio access (via deployable IOPS-capable eNB(s)), local IP connectivity and public safety services to the UEs in absence of normal EPS infrastructure availability.

2. Proposal
It is proposed to agree the text proposal below for inclusion in TR 33.997.
#################### START OF CHANGE ###############################
7.x
Proposed Solution #x:  Identity based Authentication and Key Agreement for IOPS with no backhaul upon a secondary USIM application using a single UICC
Depicted in Figure 7.x-1 is a Nomadic EPS architecture for IOPS operation. It is comprised of rudimentary EPC and App server functionality, in addition to nomadic eNB(s).

Similar architecture figure applies for the case of Local EPC with no backhaul, the only difference being that a Local EPC functionality is used in combination with existing eNBs.

For both cases the key issue is that the USIM credentials (residing on user’s UICC), provisioned for commercial network access, cannot be used for Local EPC access due to the absence of real-time connection with the users Authentication Centre.  Therefore the UICC needs to be configured with additional credentials to access the local EPC network with no backhaul.

It is assumed that the Local EPC (or the Nomadic EPS) includes a local HSS function. However, this function is different from the traditional HSS function in that it does not have the USIM credentials (provisioned for accessing the commercial network).  Hence both the user’s UICC and the local HSS function (residing in the local EPC) must be configured with new credentials for Public Safety use with no backhaul. 
The solution described in this clause does not require that the local HSS function be preconfigured with a unique USIM credentials (i.e., PreShared Key known as Ki) for each Public Safety user.  That is, every local HSS function (located in a Nomadic EPS on in a Local EPC function) needs to be configured with a single (non-user specific) set of credentials for identity-based cryptography. Similarly, each public safety user’s UICC is provisioned with a single set of credentials for identity-based cryptography.

A Key Management Server (KMS), as defined in IETF RFC 6507 & 6508, is used to provision credential for IOPS operation in the UE and in the local HSS function residing inside the Nomadic EPS (or Local EPC).  The solution uses IETF RFC 6507 and RFC 6509 to provide mutual authentication between the UE and the network (Nomadic EPS or Local EPC).  And, it uses IETF RFC 6508 and RFC 6509 for key agreement to bootstrap a secure session between the UE and the network.   The overall solution is described in the following sub-sections:  1) Provisioning Credential for IOPS operation 2) Authentication & Key Agreement Flow for IOPS operation.
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Figure 7.x-1: Nomadic EPS for IOPS

7.x.1
Provisioning Credential for IOPS Operation
The UEs (i.e., User’s UICC) and the local HSS function residing inside the Nomadic EPS (or Local EPC) are provisioned with the required credentials (as defined in IETF RFC 6507 and 6508) prior to emergency situation, where the UEs and the local HSS function  have a secure access to the KMS.  The KMS, root of trust for UEs and the local HSS function, is responsible for provisioning UEs and the local HSS function with credentials by which UE and the Nomadic EPS / Local EPC can establish a secure session during an emergency period where there is no backhaul connection available.  There are two sets of credentials that are provisioned by the KMS, as described below: 1) Credentials for identity-based Authentication.  2) Credentials for Encryption.  

7.x.1.1 Credentials for identity-based Authentication 

The KMS provisions UEs (i.e., User’s UICC) and local HSS function(s) with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507.  Upon successful provisioning, both UE (i.e., User’s UICC) and local HSS function will be configured with the public key of the KMS.  Furthermore, UE (i.e., User’s UICC) and local HSS function are configured with a set of credentials associated with their identity, as follows:  Secret Signing Key (SSK) and Public Validation Token (PVT).  In order to achieve mutual authentication, both UE and local HSS function must act as “signer” and “verifier” (according to the definitions in RFC 6507).  The signer uses SSK to sign a message, and the verifier uses the public key of KMS and signer’s PVT to verify the signature.
7.x.1.2 Credentials for Encryption

The KMS provisions UEs (i.e., User’s UICC) and local HSS function(s) with a set of credentials for Sakai-Kasahara Key (SAKKE) Encryption, as defined in IETF RFC 6508.  Upon successful provisioning, both UE (i.e., User’s UICC) and local HSS function will be configured with the public key of the KMS.  Furthermore, UE is configured with a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The local HSS function uses the UE’s identity (receiving entity for SAKKE payload) and the public key of KMS to create an encrypted SAKKE payload.  The UE uses the public key of KMS and its identity to decrypt SAKKE payload.

7.x.1.3 Identity Format

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509.  For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp).

7.x.2
Authentication and Key Agreement 

Figure 7.x.2-1 depicts “Authentication and key agreement” flow between the UE and Nomadic EPS / Local EPC (provisioned by the KMS) during the attach procedure.  

NOTE 1: The proposed “Authentication and key agreement” flow solution uses the existing NAS message exchanges – that is, the number of NAS messages in the attach procedure is not impacted.  The impact of the proposed solution is limited to the parameters of three existing NAS messages (i.e. Attach-Request, Authentication-Request, Authentication-Response) as described below.

NOTE 2: The proposed “Authentication and key agreement” flow solution impacts the parameters on the existing S6a interface messages (AIR, AIA).  However, from the deployment perspective S6a will be an internal interface of the local EPC function (between local MME and local HSS).

· The Signer, Receiver and Sender roles on the Network side are assumed by the “local HSS” function residing inside the Nomadic EPS / Local EPC. The MME function (also part of the Nomadic EPS / Local EPC) only acts as authenticator.
[image: image2.emf]UE/UICC

MME

Local HSS

1. Attach Request (ID_ue)

2. AIR (ID_ue)

3. AIA (ID_nw, SIGN, SAKKE)

4. Auth. Request (ID_nw, SIGN, SAKKE, KSIasme)

5. Auth. Response (ID_ue, SIGN)

9. Attach Complete

8. Attach Accept

6. AIR (ID_ue_SIGN)

7. AIA (Succes, SSV)


Figure 7.x.2-1: Identity-based Authentication and Key Agreement in Nomadic EPS / Local EPC
The call flow in Figure 7.x.2-1 is similar to the EPS-AKA call flow (TS 33.401), with the following salient differences:

· Step 3: the message is signed (SIGN) using network’s identity (ID_nw). The MME generates the Shared Secret Value (SSV) and forwards it as encrypted SAKKE payload, the encryption being performed using UE’s identity (ID_ue).
· Step 4: the MME adds a Key Set Identifier (KSIASME) parameter that will be used to avoid invoking a full authentication during subsequent connection set-ups, exactly in the same way as it is done today with EPS-AKA-based master session key. The KSIASME parameter is unrelated to ECCSI/SAKKE.
· Step 5: the UE derives the SSV from the encrypted SAKKE payload using its Receiver Secret Key (RSK_ue) and sends the Authentication Response message including its public identity (ID_ue). The message is signed (SIGN) using UE’s identity (ID_ue).
· Step 6/7: when the Local HSS determines that UE’s signature is valid, it forwards the SSV to the MME in step 7. The SSV is equivalent to the KASME key that is agreed as part of EPS-AKA authentication. If the SSV has a different size than the KASME (256-bit), both the UE and MME apply an algorithm in order to generate a 256-bit KASME using the SSV as a seed. From this point on, the KASME will be used for all subsequent key derivations in the UE and in the E-UTRAN using exactly the same key derivation mechanisms as described in TS 33.401. The fact that the KASME was derived based on ECCSI/SAKKE authentication and key agreement rather than EPS-AKA makes no difference for subsequent key generation.

#################### END OF CHANGE ###############################
_1499772692.vsd
UE1


eNB


MBMS GW


BM-SC


GCSE AS


MME


S6a


KMS


Uu


M1


S1-MME


SGi-mb



SGi


SGmb


GC1


MB2


SGW/PGW


Sm


S11


S5


S1-U


GCSE Application


Local EPC


“Local HSS”


Offline provisioning



