3GPP TSG SA WG3 (Security) Meeting #80	S3-151807
24-28 August 2015, Tallinn (Estonia)	
	
Source:	Nokia Networks
Title:	Enhancing requirement and adding related test case to 5.2.3.4.5 related to User account lock-out policy
Document for:	Discussion/approval
Agenda Item:	7.10
Work Item / Release:	SCAS / Rel-13 

Abstract of the contribution:
This contribution proposes to modify the requirement in TR 33.117, clause 5.2.3.4.5 , on User account lock-out policy and add a testcase 5.2.3.4.5.1 related to this requirement.
Introduction 
This contribution proposes to modify to TR 33.117 the requirement 5.2.3.4.5. on User account lock-out policy and add a testcase 5.2.3.4.5.1 related to this requirement.
Reason for proposing modification of the existing requirement is that current wording makes the second existing bullet sound redundant in case the first bullet is implemented in a way that the account gets permanently locked which should not be excluded for non administrative accounts as otherwise repetition every 5 sec leaves big room for mishandling (e.g. 17280 retries would be allowed within one day).
Proposed pCR to TS 33.117 v0.1.1
***	BEGIN OF FIRST CHANGE ***
5.2.3.4.5	User account lock-out policy
Requirement Name: tba
Requirement Reference: tba
Requirement Description:
· The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8.
· There shall be a delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number. This delay should be configurable by the operator. The definition of the default value set at manufacturing time for delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number shall be greater than or equal to 5 sec.

The maximum permissible number of consecutive failed user account login attempts should be configurable by the operator. The definition of the default value set at manufacturing time for maximum number of failed user account login attempts shall be less than or equal to 8 . After the maximum permissible number of consecutive failed user account login attempts is exceeded by a user there shall be a delay in allowing the user to attempt login again. This delay and also the capability to double the delay after each login failure should be configurable by the operator. The default value set at manufacturing time for this delay shall be greater than or equal to 5 sec. Infinite (permanent) locking of an account that has exceeded maximum permissible number of consecutive failed user account login attempts should also be possible via configuration, with the exception of administrative accounts which shall get only temporarily locked via the added delay.

Security Objective references: tba.
TEST CASE:Test case: tba
[bookmark: _Toc411029470][bookmark: _Toc411028263][bookmark: _Toc404714156][bookmark: _Toc404333848][bookmark: _Toc404333603][bookmark: _Toc404965937][bookmark: _Toc404714075][bookmark: _Toc404333767][bookmark: _Toc404333522][bookmark: _Toc397964290]Test Name: TC_USR_ACCOUNT_LOCKOUT_POLICY
Purpose:
To ensure that the maximum permissible number of consecutive failed user account login attempts is not exceeded.
Procedure and execution steps:
Pre-Conditions:
1) At least one user account has been created as per manufacturer’s instructions.
2) Directions of how to configure the maximum permissible number of consecutive failed user account login attempts and the default value of this number are identified in the documentation accompanying the Network Product. Default value shall be stated as well.
3) Directions of how to configure the delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number are identified in the documentation accompanying the Network Product. Default value of the delay and directions of how to optionally configure permanent locking for non-administrative accounts shall be stated as well.
4) Directions of how to configure the doubling of the delay in allowing a user attempt to login again when the number of failed login attempts has exceeded the maximum number are identified in the documentation accompanying the Network Product. 


Execution Steps:
The accredited evaluator’s test lab is required to execute the following steps:
1. Check default values from precondition 2 and 3.
2. Perform consecutive failed login attempts for the user account until the default maximum number of precondition 3 is reached.
3. Attempt again one extra login, which fails again.
4. Attempt one extra login in less time than the default for the delay of precondition 4, using the correct credentials.
5. Attempt one extra login in more time (but no longer than double ) of the default for the delay of precondition 4, using the correct credentials.
6. If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-5 for a normal user.
7.  If supported enable permanent locking of accounts exceeding the maximum permissible number of consecutive failed user account login attempts and repeat steps 1-5 for a user with administrative access rights.
8. If supported enable the doubling of the delay functionality and repeat steps 1-4. Then attempt one extra login attempt after waiting more than 2 times of the default delay value.

Expected Results:
1) Default values from precondition 2 and 3 are in accordance with the requirement.
2) In execution step 4, the login attempt shall be rejected in all cases. 
3) In execution step 5, the login attempt shall accepted.
4) In execution step 6 it is verified that the user cannot login at any execution step.
5) In execution step 7 it is verified that an administrator user can successfully login only at execution step 5.
6) In execution step 8 it is verified that the user can login only at the last login attempt.

Expected format of evidence: tba
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