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Abstract of the contribution:
It may take some time until SGSNs that implement the functionality required by solution#1 in clause 6.1 of TR 33.860 will have been widely deployed. On the other hand, Cellular IoT use cases that are deployed today or will be deployed in the near term could benefit from a few simple measures that would significantly enhance the security level of present GPRS deployments. These measures would not require changes to GPRS specifications. The present contribution therefore proposes such simple enhancements. 	
Introduction 
We propose adding a solution to TR 33.860 that does not require enhancing signalling between UE and SGSN by adding integrity protection. (The latter is the main feature of solution#1). And yet, the proposed solution can prevent eavesdropping, bidding down and impersonation. We also add a section on security considerations.
The properties of the proposed solution make clear that the solution will not be equally suitable for all CIoT deployments, e.g. not for CIoT use cases that require global roaming. 
The attractiveness of the proposed solution lies in the fact that it can be deployed fast and without any changes to SGSNs or GGSNs, while offering a significant increase in security over current GPRS deployments. 
Technically, the proposed solution draws on the living document that was maintained during the first phase of the discussions on security for CIoT, whose latest version can be found in S3-151195. In particular, the solution draws on the agreed Proposal 1 of the living document, entitled “Enforcement of strong security requirements by Cellular IoT UEs”. 
pCR to TR 33.806 v0.2.0
All text below is new; therefore no revision marks are used.
************START OF CHANGES**********************
[bookmark: _Toc417631817][bookmark: _Toc417632012][bookmark: _Toc415642249][bookmark: _Toc417632013][bookmark: _Toc417631818]6.x	Solution #x: Early solution for EASE  
6.x.1	General 
It may take some time until SGSNs that implement the functionality required by solution#1 in clause 6.1 of TR 33.860 have been widely deployed. On the other hand, Cellular IoT use cases that are deployed today or will be deployed in the near term could benefit from a few simple measures that would significantly enhance the security level of present GPRS deployments. The present solution proposes such simple enhancements. 
These simple enhancements prevent the currently published attacks related to impersonation, eavesdropping, and bidding down by a false base station. But the present solution does not attain the same security level as solution#1. The known remaining vulnerabilities are addressed below. The seriousness of these vulnerabilities also depends on the use case. 
The present solution is not intended to be the only security solution for CIoT. It is rather meant to give guidance for use CIoT cases using GPRS that are currently deployed or need to be deployed soon. 
The key technical element of the present solution is the enforcement of strong security requirements by the UE: by a policy hard-coded into the CIoT UE, the UE enforces the use of UMTS AKA and rejects any authentication request for 2G AKA and any connection that is offered with NULL encryption or weak encryption. The security between the UE and the SGSN otherwise remains as specified today, i.e. both signalling and user plane are encrypted, but not integrity-protected. In particular, no changes to SGSN specifications are required. 
The rigidity of the security policy hard-coded into the CIoT UE comes with the following restriction: 
· Roaming into networks that offer only NULL encryption or weak encryption is not possible. 
This implies that, in particular, global roaming is not possible as some countries do not allow encryption. Global roaming is a requirement for the general CIoT case, as stated by GERAN. This further implies that the present solution cannot serve as the only security solution for CIoT. It should be noted, though, that many CIoT use cases assume stationary UEs or limited roaming. 
[bookmark: _Toc417631819][bookmark: _Toc417632014]6.x.2	Control Plane (Gb mode) 
The security for the control plane in Gb mode remains as specified today, i.e. encryption is applied, but not integrity.  Regarding encryption algorithms: GEA0, GEA1, and GEA2 are forbidden for the present solution. The security policy in the UE determines whether GEA3 is acceptable, or whether only 128-bit encryption algorithms are acceptable, cf. also clause 6.x.5 below. 
[bookmark: _Toc417631820][bookmark: _Toc417632015]6.x.3	Authentication
The UE rejects any communication with any SGSN that does not offer UMTS AKA, i.e. the UE rejects, in particular, communication with any pre-Rel-99 SGSN. SGSNs from later releases do support UMTS AKA.
6.x.4 Protection of algorithm negotiation 
Algorithm negotiation is protected from bidding down by the security policy hard-coded into the UE: the UE will simply reject any Ciphering Mode command offering encryption algorithms that do not comply with its policy. 
6.x.5	Upgrade of allowed encryption algorithms in the CIoT UE 
GEA4 clearly is the preferred encryption algorithm for CIoT as it is currently the only GPRS encryption algorithm specified by 3GPP that has a key length of 128 bits. The key length of 64 bits is known to be rather short for a good level of security. However, it should be noted that it depends on the assumptions on the resources of the attacker as well as on the value of the target, i.e. the CIoT use case, what is considered a ‘weak’ algorithm. This in turn determines whether GEA3 is considered too weak or still acceptable.  
Furthermore, there may be CIoT use cases that require fast deployment at a time when there is no sufficient number of SGSNs supporting GEA4 in the field. For such use cases, one may want to start with a security policy in the UE requiring GEA3 as a minimum and upgrade the UE security policy to requiring GEA4 as a minimum once GEA4 has become available sufficiently widely. It is important that this upgrade is done in a secure way so as to avoid bidding down attacks. 
Several ways for such a secure policy upgrade are conceivable. Two are mentioned here: 
· The USIM contains a new field with the minimally required encryption algorithm. The CIoT ME reads this field at certain intervals /events. For this approach to work, the USIM needs to be manageable over the air and it would need to be upgraded for CIoT purposes. 
· One bit in the Authentication Management Field (AMF), cf. TS 33.102, is used to indicate whether the CIoT UE is allowed to use GEA3 for a key derived from this authentication run. The AMF can be evaluated by the ME, so there is no need to change the USIM. 
This secure policy upgrade mechanism is, of course, not needed when the CIoT deployment occurs after GEA4 has become available sufficiently widely in SGSNs. 
[bookmark: _Toc417631823][bookmark: _Toc417632018]6.x.6	Interworking with legacy GPRS 
SGSNs that support the encryption algorithms required by the CIoT UE can serve both CIoT UEs and legacy UEs without any problem. 
6.x.7	Security considerations 
The present solution prevents the currently published attacks related to impersonation, eavesdropping, and bidding down by a false base station, which constitute the biggest security threats in today’s 2G networks, in the following way:
· Impersonation: The known attacks require breaking the encryption key, which is possible by attacks on access security only when the encryption algorithm is ‘weak’. (Attacks on the core network, e.g. on SS7, for finding the key are possible, but out of scope of the present TR.) 
· Eavesdropping: This can be achieved by breaking the key of a weak encryption algorithm or by bidding down to the NULL algorithms, or a combination of bidding down and breaking the key. None is possible with the solution proposed here. 
· Bidding down: This is not possible for the proposed solution as the security policy in the UE enforces that no weak encryption algorithms are accepted. 
Residual vulnerabilities: 
Basis for attacks:
Attacks against the present solution could be based on the fact that certain signalling messages can be sent unciphered (cf. 24.008, 4.7.1.2).
Other attacks could be based on the fact that a skilled attacker may be able to modify signalling messages even when they are ciphered, without the receiver noticing. Considerable skill seems required on the radio part, while the cryptographic part seems straightforward. It is not clear how practical such an attack would be; no corresponding publications are currently known. 
Background: When a message is encrypted with a stream cipher (even a strong one) and an attacker knows (part of) the plaintext and the position of this known plaintext in the bit stream, and the attacker has sufficient radio skills, then the attacker can achieve a modification of the deciphered text, as seen by the receiver, in a targeted way by toggling specific bits in the ciphered bit stream and correspondingly adapt the checksum (if it is linear), without having to break the stream cipher. The GPRS encryption mechanism uses a stream cipher and a linear checksum (CRC in the LLC layer, cf. TS 44.064, 5.5).
Potential Denial-of-Service attacks: 
The attacker may be able to modify cause values in signalling messages so that the UE is e.g. forbidden to attach to the PLMN. This effect would last until the next time the UE would be switched off and on again (or the SIM would be removed). It is obvious that this would constitute a problem in particular for CIoT UEs as they are not attended by humans. A possible remedy for UEs that are stationary or roaming in a limited number of PLMNs would be for the UE to ignore such cause values that are obviously faked. UEs in general could at least try to re-attach after some time. 
The attacker may also be able to modify signalling messages so that the UE becomes unreachable. This effect would last until the next time the UE would initiate a session. So, use cases where UEs may be assumed to always initiate a session to report data (e.g. sensors or meters) may be less vulnerable to this attack. 
How much does signalling integrity help?
It should also be noted that it is open whether the introduction of signalling integrity in GPRS according to solution#1 could completely protect from the above Denial of Service attacks. The answer to this question depends on a detailed analysis of which signalling message can be integrity-protected, and even on how the state machines in the SGSN would handle integrity failures (cf. paging attack, 2013 [ref tba]). This analysis is currently not available. Note further that even in UMTS, where signalling integrity is provided, certain signalling messages that may be used to cause DoS may be processed by the recipient even if  sent unprotected (cf. TS 24.008, 4.1.1.1.1). 
************END OF CHANGES**********************
