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Abstract of the contribution: This document identifies a consideration regarding the originating identity in the P-Asserted-Identity header field which can be presented to the user and then proposes a corresponding contribution to subclause 8.1 of TR 33.832.
1 Introduction
The main objective of FS_ESCAPADES is to evaluate the IETF STIR active drafts for use in 3GPP networks. 3GPP specific aspects which are not considered or addressed in the IETF STIR will be identified and studied in TS 33.832.
This document identifies a consideration regarding the originating identity in the P-Asserted-Identity header field which can be presented to the user and then proposes a corresponding contribution to subclause 8.1 of TR 33.832.
2 Discussion

2.1 IETF STIR specification

The IETF STIR assumes in their work that the originating identity is included in the From header field.

On the other hand, in order to apply a mechanism for cryptographically assuring the identities in the SIP header fields other than the From header field, the up-to-date draft-ietf-stir-rfc4474bis (July, 2015) provides a new SIP header field called as the Identity-Extension header field.
Regarding the Identity-Extension header field, the procedures on the authentication service and the verifier are described in the draft-ietf-stir-rfc4474bis as below:
4.1.  Authentication Service Behavior

   Step 5:

   The authentication service MAY form an identity-extension signature and

   add an Identity-Extension header to the request containing this

   signature.  The Identity-Extension header is created by this

   specification, but the header field value is left undefined.  Only

   implementations that extend this base mechanism MAY popular this

   header field and add this signature.  See Section 8.
4.2.  Verifier Behavior

   Step 5:

   If the request contains an Identity-Extension header, then if

   verifier supports the extension specified in the Identity-Extension

   header field, it SHOULD verify any associated following the

   procedures specified in that extension.  See Section 8.  If a

   verifier determines that such a signature in the message does not

   correspond to the reconstructed digest-string, then a 438 'Invalid

   Identity Header' response SHOULD be returned.  If the verifier does

   not support the extension, then the contents of the Identity-

   Extension header may be ignored.
2.2 Consideration for use in 3GPP networks

Based on the UE implementation, the terminating UE can present the originating identity(ies) included in the From header field or the P-Asserted-Identity header field(s) to the user as described in 3GPP TS 24.607 [11]. In other words, the IMS entities in the originating network (e.g. including the authentication service) do not predict which header field is used by the terminating UE.
Therefore, the authentication service and the verifier in the IMS should support an functionality for cryptographically assuring the originating identity(ies) in the P-Asserted-Identity header field(s) as well as the From header field.

NOTE:
The terminating UE could receive multiple originating identities since the originating identity included in the P-Asserted-Identity header field could be different from one included in the From header field. Also, inserting multiple P-Asserted-Identity header fields is allowed in the IMS.

This document proposes to use the Identity-Extension header field for the P-Asserted-Identity header field(s).
Also, this document includes the reference update for the IETF STIR specifications.
2.3 Conclusion

Above consideration should be stated in TR 33.382, subclause 8.1 (Considerations for 3GPP).

3 Proposal
We kindly propose SA3 to approve the following change to current Rel-13 TR 33.832.
· *** NEXT CHANGE ***
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*** NEXT CHANGE ***
8.1.X
Identity extension for P-Asserted-Identity
Based on the UE implementation, the terminating UE can present the originating identity(ies) included in the From header field or the P-Asserted-Identity header field(s) to the user as described in 3GPP TS 24.607 [11]. In other words, the IMS entities in the originating network (e.g. including the authentication service) can not predict which header field is used by the terminating UE.
Therefore, the authentication service and the verifier in the IMS should support an functionality for cryptographically assuring the originating identity(ies) in the P-Asserted-Identity header field(s) as well as the From header field.
NOTE 1:
The terminating UE could receive multiple originating identities since the originating identity included in the P-Asserted-Identity header field could be different from one included in the From header field. Also, inserting multiple P-Asserted-Identity header fields is allowed in the IMS.

In order to apply a mechanism for cryptographically assuring the originating identities in the SIP header fields other than the From header field, the draft-ietf-stir-rfc4474bis [8] provides a new SIP header field called as the Identity-Extension header field. However, the draft-ietf-stir-rfc4474bis [8] requires outer specifications (e.g. 3GPP specifications) to define a new Identity-Extension name and corresponding appropriate extension-specific guidance with:
-
elements (e.g. the SIP header fields) of a SIP request to be signed;

-
how to generate a canonical string of those elements by both the authentication service and the verifier; and
-
the mechanism and algorithms used to generate the signature (it is recommended that these follow the algorithm choice of draft-ietf-stir-rfc4474bis [8]);
NOTE 2:
Defining a new Identity-Extension requires a standards action that the IANA creates a new registry for a new Identity-Extension name, as described in draft-ietf-stir-rfc4474bis [8].
It is recommended that a new Identity-Extension name and details of extension-specific guidance for the P-Asserted-Identity header field(s) are specified in normative work.
*** END OF CHANGES ***
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