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Abstract of the contribution: This document introduces a S1 based solution reducing the signalling overhead at UE idle/Connected state transition regarding the AS SMC procedure to TR 33.863.
1 Introduction
This document introduces a S1 based solution reducing the signalling overhead at UE idle/Connected state transition regarding the AS SMC procedure to TR 33.863.
2 Discussion

The TR 33.863 has following key objective:
4.5
Battery usage challenges

According to the FS_IoT_LC Study Item in GP-140421, the types of the devices under study are required to last 10 years on 5Wh battery capacity only. Consequently, reducing the power consumption for security procedures should be taken into account.
This study item (SP-150171) has following assumption as the objective:

both S1 and Gb based architectures are being considered for the for the “clean slate” component of FS_IoT_LC, then the study needs to cater for both Gb and S1 based systems.

This document is proposed based on above objectives.

Currently, the AS SMC (Security Mode Command) procedure is always executed per RRC connection, in order to establish the AS security context. The details of the AS SMC procedure are described in TS 33.401. The reduction of the AS SMC transaction should be considered for FS_BEST_MTC_Sec with the security aspect.

In order to reduce the signalling overhead and the associated processing load due to the transaction, a solution is proposed that is based on the re-use of the AS algorithms (i.e. the integrity algorithm and the ciphering algorithm) from the previous RRC connection for the subsequent RRC connection setup.

3 Proposal
We kindly propose SA3 to approve the following change to current Rel-13 TR 33.863.
*** NEXT CHANGE ***
2
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*** NEXT CHANGE ***
6.X
Solution #X: (S1 based) Signalling reduction for AS security context setup

6.X.1
Introduction

The main contributors to the signalling overhead are procedures used in current S1-based EPS architecture required for UE state transition, i.e. at transition between the Idle and the Connected state.
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Figure 6.x.1-1: Legacy connection setup [X2]

Figure 6.x.1-1 [X2] illustrates current S1/EPS architecture based procedures required to establish and tear down a connection in order for the UE to be able to transfer/receive user plane, i.e. procedures applicable at UE Idle/Connected state transition.
As can be seen, there is a signalling overhead associated with the AS SMC (Security Mode Command) transaction. The details of the AS SMC procedure are described in TS 33.401 [X1]. The reduction of the transaction should be considered with the security aspect. In order to reduce the signalling overhead and the associated processing load due to the transaction, a solution is proposed that is based on the re-use of the AS algorithms (i.e. the integrity algorithm and the ciphering algorithm) from the previous RRC connection for the subsequent RRC connection setup.

It is proposed that the reduction is realized by introducing two new procedures, "AS Security Algorithm Suspend" and "AS Security Algorithm Resume".

-
The AS Security Algorithm Suspend procedure is supported on an UE, and used to suspend the AS algorithms which are used in the previous RRC connection.

-
The AS Security Algorithm Resume procedure is supported on an UE and an eNB for subsequent RRC connection, and used to establish the AS security context without the AS SMC procedure by resuming the suspended AS algorithms.
6.X.2
Solution description
6.X.2.1
AS Security Algorithm Suspend
The AS Security Algorithm Suspend procedure is used at transition from RRC-Connected to RRC-Idle:

-
When receiving the RRC Connection Release from the eNB, the UE stores previous AS algorithms (i.e. the integrity algorithm and the ciphering algorithm stored in the AS security context).
6.X.2.2
AS Security Algorithm Resume

At the next transition from RRC-Idle to RRC-Connected, previously stored AS algorithms in the UE is utilized to establish RRC connection. Figure 6.x.2-1 illustrates the AS Security Algorithm Resume procedure when the UE accesses the network from RRC Idle state.
The removed messages are:

-
RRC Security Mode Command
-
RRC Security Mode Complete
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Figure 6.x.2-1: Resumption of a previously suspended AS algorithms

1-4.
The legacy procedures.
5.
When sending the RRC Connection Setup Complete message, besides the legacy procedure, the UE includes the integrity algorithm and the ciphering algorithm if stored in the AS Security Algorithm Suspend procedure. The RRC Connection Request message should be integrity protected with the RRC integrity key based on the current KASME.
NOTE 1:
For the integrity protection, the UE derives the KeNB key using the NAS COUNT which has been already increased for the initial NAS message and the current KASME of the current NAS security context.


After sending the RRC Connection Setup Complete message, the UE establishes the AS security context in the UE immediately, based on the AS algorithms stored in the AS Security Algorithm Suspend procedure. Therefore:
-
The RRC integrity protection at the UE will start.
-
The RRC and UP ciphering (encryption) at the UE will start.

Subsequently, when receiving the RRC Connection Setup Complete message, besides the legacy procedure, the eNB stores the integrity algorithm and the ciphering algorithm, if present.

6.
The legacy procedures.
7.
When receiving the S1-AP Initial Context Setup Request message which includes the KeNB key and the UE EPS security capabilities, besides the legacy procedure, if the eNB stored the AS algorithms in the step 5, the eNB can:

a)
verify the integrity of the RRC Connection Setup Complete message received in the step 5; and

NOTE 2:
For the integrity protection, the MME derives the KeNB key using the NAS COUNT which has been already increased for the initial NAS message and the current KASME of the current NAS security context.

b)
choose the integrity algorithm and the ciphering algorithm respectively, which is present in the UE EPS security capabilities and was stored in the eNB in the step 5 (i.e. the eNB ignores the normal priority to choose the AS algorithms, which is specified in subclause 7.2.4.2.1 of TS 33.401 [X1]).

NOTE 3:
The eNB might choose the AS algorithms based on the normal priority, if needed. If so, the eNB would initiate the AS SMC procedure towards the UE to apply the AS algorithms chosen by the eNB.


Subsequently, the eNB establishes the AS security context in the eNB immediately, based on the chosen AS algorithms, without the AS SMC procedure. Therefore:
-
The RRC integrity protection at the eNB will start.
-
The RRC and UP ciphering (encryption) at the eNB will start.

8-9.
The removed messages.

Further messages.
The legacy procedures.
6.X.2.3
Further aspects

New AS Security keys are derived per RRC connection thus AS security keys are not re-used which is as per the paradigm of cryptographic separation. Re-using the AS security keys over RRC connections is against the paradigm of cryptographic separation because it gives room to attacking the system since the same AS security keys would be exposed to attacks for a much longer period.

6.X.2.4
Impacts on existing nodes and functionality
Editor's Note: Capture impacts on existing 3GPP nodes and Functional elements (e.g. UE, MME, eNB, S-GW, P-GW etc.).

-
UE: support for storing the AS algorithms when the UE has moved into RRC-Idle state. Support for new procedures to indicate the stored AS algorithms to eNB and establish the AS security context using the stored AS algorithms.

-
eNB: support for new procedures to store the AS algorithms indicated by the UE, choose the indicated AS algorithms, and establish the AS security context using the indicated AS algorithms without AS SMC procedure.

6.X.3
Solution evaluation

Editor's Note:
 Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
*** END OF CHANGES ***
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