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******************************** BEGIN CHANGE ************************************
8.2.2
Tunnel full authentication and authorization

The tunnel end point in the network is the ePDG. As part of the tunnel establishment attempt the use of a certain APN is requested. When a new attempt for tunnel establishment is performed by the UE the UE shall use IKEv2 as specified in RFC 5996 [30]. The authentication of the UE in its role as IKEv2 initiator terminates in the 3GPP AAA Server. The UE shall send EAP messages over IKEv2 to the ePDG. The ePDG shall extract the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server. The UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.

The EAP-AKA message parameters and procedures regarding authentication are omitted. Only decisions and processes relevant to the use of EAP-AKA within IKEv2 are explained.

The message flow for the full authentication is depicted in the Figure 8.2.2-1.




[image: image2.emf]Conditional Messages

UE

ePDG

3GPP 

AAA-Serv

HSS/HLR

1. IKE_SA_INIT

4. AVs retrieval if needed 

(i.e. if not available in the AAA) 

14. Calculate AUTH

8a. 3GPP AAA Server verifies

If  AT_RES =  XRES

[Headers, Sec. associations, D-H values, Nonces]

2. IKE_AUTH Request

[Header, User ID, Configuration Pyload, Sec. associations, Traffic selectors, APN info]

3. Authentication & Authorization Req [EAP-

Payload(EAP-Resp/Identity), User ID, APN info]

5. A&A-Answer [EAP-Request/AKA-Challenge]

6. IKE_AUTH Response

[Header, ePDG ID, Certificate, AUTH, EAP-Request/AKA-Challenge]

7. IKE_AUTH Request

[Header, EAP-Response/AKA-Challenge]

8. A&A-Request [EAP-Response/AKA-Challenge]

9. AA-Answer [EAP-Success, key material, IMSI]

11. IKE_AUTH Response

[Header, EAP-Success]

12. IKE_AUTH Request [AUTH]

13. Check AUTH correctness

15. IKE_AUTH Response

[Header, AUTH, Configuration Payload, Sec. Associations, Traffic Selectors]

6.a UE runs AKA 

algorithms, verifies AUTN, 

generates RES and MSK

8b. A&AA-Answer [EAP-Req/AKA-Notification]

8c. IKE_AUTH Response [Header, EAP-Req/AKA-Notification]

8d. IKE_AUTH Request [Header, EAP-Resp/AKA-Notification]

8e. A&A-Request [EAP-Resp/AKA-Notification]

10. AUTH payload is computed 

using the keying material (MSK)

8A. Profile Retrieval and 

Registration


Figure 8.2.2-1: Tunnel full authentication and authorization
As the UE and ePDG generate nonces as input to derive the encryption and authentication keys in IKEv2, replay protection is provided. For this reason, there is no need for the 3GPP AAA Server to request the user identity again using the EAP-AKA specific methods (as specified in RFC 4187 [7]), because the 3GPP AAA Server is certain that no intermediate node has modified or changed the user identity.

1.
The UE and the ePDG exchange the first pair of messages, known as IKE_SA_INIT, in which the ePDG and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2.
The UE sends the user identity (in the IDi payload) and the APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the ePDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in TS 23.003 [8], containing the IMSI or the pseudonym, as defined for EAP-AKA in RFC 4187 [7]). The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain an IPv4 and/or IPV6 home IP Address and/or a Home Agent Address.

3.
The ePDG sends the Authentication and Authorization Request message to the 3GPP AAA Server, containing the user identity and APN. The UE shall use the NAI as defined in accordance with clause 19.3 of 3GPP TS 23.003 [8], the 3GPP AAA server shall identify based on the realm part of the NAI that combined authentication and authorization is being performed for tunnel establishment with an ePDG which allows only EAP-AKA (and not an I-WLAN PDG as defined in TS 33.234 [9], which would allow also EAP-SIM). The different Diameter application IDs will help the 3GPP AAA Server distinguish among authentications for trusted access, as specified in clause 6 of the present document (which requires EAP-AKA' authentication), and authentications for tunnel setup in EPS (which allows only EAP-AKA).

4.
The 3GPP AAA Server shall fetch the authentication vectors from HSS/HLR (if these parameters are not available in the 3GPP AAA Server). The 3GPP AAA Server shall lookup the IMSI of the authenticated user based on the received user identity (root NAI or pseudonym) and include the EAP-AKA as requested authentication method in the request sent to the HSS. The HSS shall then generate authentication vectors with AMF separation bit = 0 and send them back to the 3GPP AAA server.  


5.
The 3GPP AAA Server initiates the authentication challenge. The user identity is not requested again.

6.
The ePDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

7.
The UE checks the authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The ePDG forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

8.a
The AAA checks, if the authentication response is correct.

8.b-e
If dynamic IP mobility selection is executed embedded to the authentication and authorization, the selected mobility mode is sent to the user in an AKA-Notification request, over Diameter A&A answer and IKE_AUTH message. The UE responds to this over IKEv2 and the ePDG forwards the response to the 3GPP AAA Server.

8A.
The 3GPP AAA Server shall initiate the Subscriber Profile Retrieval and 3GPP AAA Server registration to the HSS. The 3GPP AAA Server checks in user's subscription if he/she is authorized for non-3GPP access.

9.
When all checks are successful, the 3GPP AAA Server sends the final Authentication and Authorization Answer (with a result code indicating success) including the relevant service authorization information, an EAP success and the key material to the ePDG. This key material shall consist of the MSK generated during the authentication process. When the SWm and SWd interfaces between ePDG and 3GPP AAA Server are implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key-AVP, as defined in RFC 4072 [10].

10.
The MSK shall be used by the ePDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified for IKEv2 in RFC 5996 [30]. These two first messages had not been authenticated before as there was no key material available yet. According to RFC 5996 [30], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11.
The EAP Success/Failure message is forwarded to the UE over IKEv2.

12.
The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the ePDG.

13.
The ePDG checks the correctness of the AUTH received from the UE. At this point the UE is authenticated. In case S2b is used, PMIP signalling between ePDG and PDN GW can now start, as specified in TS 23.402 [5]. The ePDG continues with the next step in the procedure described here only after successful completion of the PMIP binding update procedure.

14.
The ePDG calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The ePDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY). 

15
The AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
**********************************END CHANGE *************************************
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