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Abstract of the contribution: This contribution proposes to address the test case for requirement 5.2.6.2.2 of TS 33.117.

1 Introduction
This contribution proposes to address the test case for requirement 5.2.6.2.2 – Interface Robustness requirements of TS 33.117.
The objective of the requirement is to ensure that the network device is able to withstand incoming manipulated packets which constitute denial of service attacks. This contribution proposes that the BVT test – ‘TC_BVT_ROBUSTNESS AND FUZZ TESTING’ can be used to test requirement 5.2.6.2.2.
The purpose of test case ‘TC_BVT_ROBUSTNESS AND FUZZ TESTING’ is to ensure ‘that externally reachable services are reasonably robust when receiving unexpected input.’. The examples included in the requirement in section 2 below could constitute unexpected input.
The proposed change is to make a reference to the BVT test in sub-clause 5.4.4.
Also in section 2 below the contribution proposes some minor editorial changes to the requirement.
In a separate contribution (S3-151778) the BVT test - TC_BVT_ROBUSTNESS AND FUZZ TESTING is mapped from Annex D.5.4 to TS.33.117 5.4.4. That contribution contains a change which ensures that robustness testing is included in the execution steps of the BVT test case.

2 pCR to TS 33.117 (generic requirements)
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Requirement Name: Manipulated packets that are sent to an address of the network device shall not lead to an impairment of availability.
Requirement Reference: to be done later.
Requirement Description:
A network device shall be not affected in its availability or robustness by incoming packets, from other network element, that are manipulated or differing the norm. This means that appropriate packets must be detected as invalid and be discarded. The process shall not be affecting the performance of the network device. This robustness must be just as effective for a great mass of invalid packets as for individual or a small number of packets.
Examples of such packets are:
-	Mass-produced TCP packets with a set SYN flag to produce half-open TCP connections (SYN flooding attack).
-	Packets with the same IP sender address and IP recipient address (Land attack).
-	Mass-produced ICMP packets with the broadcast address of a network as target address (Smurf attack).
-	Fragmented IP packets with overlapping offset fields (Teardrop attack).
-	ICMP packets that are larger than the maximum permitted size (65,535 Bytes) of IPv4 packets (Ping-of-death attack).
-	Uncorrelated reply packets (i.e. packets which cannot be correlated to any request). 
Sometimes the relevant behaviour of the network device must be configured. In other cases, the behaviour of the network device may only be verified by the relevant tests.
Threat References: Denial of Service
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING.
Test case:TBARefer to Test Case in 5.4.4.
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