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1. Overall Description:
SA3 discussed SA5 related management security of virtualized networks and gave the following security considerations based on TR32.842:
· Considerations for Configuration Management: The configure request or VNF application specific parameters can be tampered, faked or replayed which will make EM perform improper activities or result in configuration error. 
· Considerations for Fault Management: The alarm message can be tampered, faked or replayed. This will make the management functions (EM/NM/NFVM) perform unnecessary fault correlation which will consume the resource of management functions entities and even lead to DDoS attack if there are lots of such alarm messages sent from lots of attacked VNFs.  The corrective action request can also be tampered, faked or replayed which may trigger improper LCM flows that will disrupt the running service and may consume virtual resource.
· Considerations for Performance Management: performance measurements related to VNF applications can be tampered, faked or replayed.
· Considerations for Lifecycle Management: The request for Core Network Service (e.g. request for VNF termination) sent from 3GPP functional block to ETSI MANO functional block can be tampered, faked or replayed which may disrupt the related core network service. 
Based on the considerations above, the following security requirement should be considered:
· The communication security between 3GPP management functions (NM,EM), VNF, NFVI  and MANO should be assured, including two-way authentication, confidentiality, integrity and avoiding replay attack. If the NM-NFVO is controlled by operators completely, the communication between NM and NFVO doesn’t need this requirement.
· NM and EM should be protected from being attacked resulting in sending fake and improper management requirement. 
· NM、EM and VNFM should be protected from DoS or DDoS  attack.
 
2. Actions:
To TSG SA3.
ACTION: 	
· SA3 kindly asks SA5 to take above into account and put the security requirements above into chapter6”potential requirement” of TR32.842.
· SA3 will give security consideration and suggestion based on SA5’s progress. SA3 is willing to communicate and cooperate on the security considerations with SA5.
3. Date of Next SA WG3 Meetings:
SA WG3#81	9-13 November, 2015, Anaheim, US

