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Abstract of the contribution:    The pCR compares three representative authenticated encryption schemes in terms of their feature and performance. It provides the guidance which scheme is well suited to the cellular IOT scenario.  

Introduction 
 A dozen of authenticated encryption schemes have been submitted to NIST for standardization [1]. Although OCB (Offset CodeBook)[2] is the most efficient among these schemes, it failed to become a standard as it has been covered by several patents. NIST finally recommended CCM (Counter with CBC-MAC) [3] and GCM (Galois/Counter) [4] as standard.       

The CCM scheme combines CBC-MAC scheme for a data authentication and CTR mode for a data encryption. CCM works only on a symmetric key block cipher algorithm whose block size is 128 bits, such as AES algorithm. Only one key is needed for both authentication and encryption. The main drawback of the CCM scheme is its inefficiency because it has to make two block cipher calls when processing each plaintext block.  Moreover, CCM cannot process message online, i.e., only after a whole message is available in the storage, it is able to process the message. 

GCM provides the confidentiality of data using CTR mode for encryption. It concurrently assures the authenticity of the confidential data using a universal hash function defined over a binary Galois field. Only one key is required for both encryption and hash function. GCM is constructed from a symmetric key block cipher with a block size of 128 bits or 64bits [5]. For each plaintext block, GCM invokes one block cipher call and one multiplication over binary Galois field. This multiplication can be realized by using the SHIFT and XOR operations only. Thus GCM can be efficiently implemented in hardware with smaller circuit space. The universal hash function of GCM can be effectively accelerated using pre-computed tables from 256 bytes to 64 Kbytes. GCM works online in the sense that the length of message is not needed in advance.       

OCB achieves the confidentiality by using the following operations: each block of the plaintext is XORed with an offset, the result is encrypted, and then XORed again with the same offset. It concurrently assures the authenticity of the plaintext data by performing the following operations: the plaintext blocks are XORed together and with a final offset, and the result is encrypted. Only one underlying key is needed for the offset calculation and data encryption. OCB can perform on a symmetric key block cipher with a block size of 128 bits or 64bits. OCB needs one block cipher invocation and one offset computation for each plaintext block. The calculation of the offset can be efficiently performed, since each offset requires just a few machine cycles. OCB is on line in the sense that one does not need to know the length of the message in advance to perform encryption. 

In order to justify which kind of authenticated encryption schemes is well suited to the Cellular IOT environment, we should compare them in terms of feature and performance respectively. 
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Feature comparison       
The following features should be compared when an authenticated encryption is used for cellular IOT. The features are summarized in table 1. 
a) Patent information: CCM and GCM are patent free, while OCB are covered by several U.S. patents. Recently the OCB patent holder announced the free charge for non-commercial usage [6]. 
b) Provably secure: Three schemes are proved secure by assuming that the underlying block cipher is pseudorandom permutation. This does not mean these schemes are absolutely secure. But this is better than no security proof. 
c) Online message processing: A message can be processed without knowing the length of whole message in advance. This is highly desired for a memory restricted environment.  
d) Underlying cipher requirement: CCM is bundled with a block cipher with the block size of 128 bits, while GCM and OCB can work on a block cipher with the block size of 64 bits or 128 bits. It is worth noting that some lightweight encryption algorithms are designed with 64 bits block size for efficiency reasons [7].   
 
Table 1 Summary of features
	Feature
	CCM
	GCM
	OCB

	Patent
	No
	No
	Yes

	Provably secure
	Yes
	Yes
	Yes

	Online 
	No
	Yes
	Yes

	Cipher requirement
	128bits block size
	128 or 64 bits block size
	128 or 64 bits block size



Performance comparison
a) Memory requirement: CCM has the smallest ROM usage since it mostly relies on the block cipher, and no other special function is used. The code for GCM is the largest due to the multiplier over a binary Galois field. The RAM usage follows the same pattern. GCM has the largest RAM usage as it applies the extra pre-computation table for speed acceleration.   
b) Computation cost: CCM possesses the highest computation overhead among three schemes as it needs two cipher invocations for each plaintext block, while the other two schemes require merely one cipher call for each plaintext block plus the special function with low computation complexity. 
c) Speed: If GCM applies the 64 Kbytes pre-computation table for accelerating the multiplication, its speed is faster than OCB. However this kind of implementation cannot be used in the IOT environment where RAM is usually not larger than 10 Kbytes [8]. So we apply the GCM with 256 Bytes pre-computation table for IOT environments, which is denoted as GCM256. As shown in Table 2 [9], GCM256 is faster than CCM when the message size is larger than 20 bytes. It also outperforms the OCB when the message size is smaller than 44 bytes. This is appropriate for IOT environment where most packets are between 30 and 60 bytes in length [10].  
      

Table 2 Software performance in megabits per second on 1 GHz processer 
	Message size (Bytes)
	16
	20
	40
	44
	64
	128
	256
	552
	576
	1024
	1500

	CCM
	91.3
	88.9
	123
	133
	142
	171
	163
	168
	168
	174
	172

	GCM256
	88.4
	107
	148
	160
	177
	162
	171
	183
	184
	181
	183

	OCB
	89.5
	85.7
	140
	150
	185
	225
	255
	261
	265
	273
	275



 
Conclusion
 Although OCB presents the appealing feature and convinced performance, it cannot be taken into account due to the patent issue. GCM possesses the better features than CCM. Furthermore it outperforms CCM related to computation cost and encryption speed. GCM with 256 Bytes pre-computation table consumes a little more memory than CCM. This does not affect its usage in IOT environments. In a nutshell, GCM should be selected as the first solution for cellular IOT when performing authenticated encryption, while CCM is just the second choice.     
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