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Abstract of the contribution:   The pCR specifies the reason why authenticated encryption schemes should be applied to CIoT. 

Introduction 
 Devices used in cellular IOT environments are usually the constrained platforms, which are characterized as small RAM and ROM, low processing power, as well as limited energy supply. Confidentiality and data integrity are often simultaneously desired to defend against eavesdropping and unauthorized modification of signalling data or user data transmitted through cellular network [1],[2]. 

Providing a confined platform with security protection is always viewed as a challenging task since conventional cryptographic algorithms are difficult to meet the efficiency requirement raised by IOT devices at most times. There are two ways to address this problem. One is that the lightweight cryptographic algorithms are employed in IOT environment. The other is that hybrid cryptographic algorithms are used, which can accomplish two or more security functions in one algorithm. Authenticated encryption scheme is a typical example of the latter solution, which provides both confidentiality and data integrity within a single algorithm. 
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pCR 
***	BEGIN CHANGES	***
 
[bookmark: _Toc417631812][bookmark: _Toc417632007]6.x	Solution #x: Authenticated encryption 
Authenticated encryption schemes are usually more efficient than the conventional schemes where encryption and MAC computation are separately carried out. This has been demonstrated in [3] that even an authenticated encryption scheme with the heaviest computation overhead like CWC [4] is faster than the conventional scheme where AES-CBC is used for encryption, and HMAC-SHA1 is used for data integrity respectively. The software performance is shown in the following table [3]:
 
Table1  Software performance in megabits per second on 1 GHz processer 
	Message size (Bytes)
	16
	20
	40
	44
	64
	128
	256
	552
	576
	1024
	1500

	CWC
	45.7
	51.9
	73.4
	75.5
	88.1
	104
	116
	127
	126
	131
	124

	CBC-HMAC
	6.3
	8
	15.2
	16.6
	23.4
	39
	64.5
	96
	97
	117
	129



Moreover, an efficient authenticated encryption scheme is merely 6.5% slower than the privacy-only mode CBC [5]. This means that we can achieve both confidentiality and data integrity with a comparable computation cost of encryption, if an efficient authenticated encryption scheme is employed.  
 
Conclusion
 Authenticated encryption schemes should be employed in CIoT environments to meet the efficiency requirements of constricted platforms.
***	END OF CHANGES	***
 
