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Abstract of the contribution: This contribution proposes test cases for10 of the 13 requirements in ch. 5.3.4 of TS 33.117. Guidance for the product examples Microsoft IIS and Apache are included, with the purpose to show configuration/testing effort needs.
Introduction 
This contribution proposes test cases for 10 out of the 13 requirements in ch. 5.3.4 ‘Web servers’, in TS 33.117. 
In order to be generic yet sufficiently specific, it is suggested to include guidance material for the example cases of a) Microsoft IIS and b) Apache Web server products. While currently dominating the market, these product types need not cover all possible Web server products. Therefore adjacent material shall only be seen as guidance into the level of testing-effort required - the typical level of detail required - and as examples.
Hence the proposed test case descriptions in 5.3.4 are generally chosen to be divided into two parts:
1) Short general description of what is to be tested - basically repeating the Requirement Description.
2) Some guidance, for the cases of Microsoft IIS and Apache.
Main source used for the 2) are TeliaSonera’s internal testing handbooks for Web server (referred to also in S3-151646 of SA3#79bis). Regarding 2), the relative time-stability of product-dependent test descriptions (for purpose of showing guidance and examples) can be illustrated by the past release cycles for Microsoft IIS:
· Microsoft IIS 6.0: came with Windows 2003
· Microsoft IIS 7.0: came with Windows 2008  (IIS 7.5 with Windows 2008R2) 
The relative stability is thus fairly high and not worse than a 3GPP specification in general. Regarding guidance details (due e.g., to threat knowledge), it is true that our internal handbooks on this have been updated more often than the above time space example between IIS 6.0 and IIS 7.0.
Proposed pCR
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NOTE: 	This section partly contains product-specific test case descriptions; for Microsoft IIS and for Apache. Such product-specific parts of the descriptions shall serve as guidance, when applicable. They mainly serve to illustrate the type of considerations and testing effort needed at system configuration and by the tester, respectively.
5.3.4.1	No system privileges for web server
Requirement Name: No system privileges for web server. 
Requirement Reference: TBA 
Requirement Description: 
No web server processes shall run with system privileges. This is best achieved if the web server runs under an account that has minimum privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_SYSTEM_PRIVILEGES_WEB_SERVER
Purpose:
Verify that the Web server is not run under system privileges.
Procedure and execution steps:
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available.
· Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1. Check that no web server processes runs with system privileges. Check that this is the case even for processes that may have been started by a user with system privileges.
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Test guidance/examples, for Microsoft IIS:
The requirement is default in IIS 7.0, therefore no action is required (by implementer) if default installation.
The requirement is default in IIS 6.0. However, the user IUSR_xxx is there used to run as the webserver. (Even though the service “World Wide Web Publishing Service (W3SVC)” is started as Local System, the rights are dropped to IUSR_xxx.) Make sure that the applications run at lower level privilege than local system. Open up under Administative tools the “Internet Information Services (IIS) Manager”. Go to the folder “Web Sites”. right click and choose “Properties”. Under the “Service” tab, make sure that the “Run WWW service in IIS 5.0 isolation mode” checkbox is unchecked. More can be read in relevant manuals under: http://msdn.microsoft.com/library/ .

Test guidance / examples, for Apache:
Make sure that the user account which has been created, such as ‘appache’, has minimum privileges (user / group name ‘apache’ is here just an example):
groupadd apache
useradd apache -c "Apache Server" -d /dev/null -g apache -s /sbin/nologin

Make sure that a specific http-user and group with low privileges is used in the file httpd.conf or any of its include files, for example:
User  apache
Group  apache

Expected Results:
· There are no findings of processes that run with system privileges.
· System settings have been found correctly set to ensure that no processes will run with system privileges.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 1st CHANGE	***


***	BEGIN OF 2nd CHANGE	***
5.3.4.2	No unused HTTP methods
Requirement Name: Unused HTTP methods shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET, HEAD, and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_UNUSED_HTTP_METHODS
Purpose:
Verify that the Web server has deactivated all HTTP methods that are not required.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available.
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Test guidance/example, for Microsoft IIS:
In order to only allow GET, HEAD and POST methods, the URLScan tool should preferably have been installed (it is free for IIS). In the urlscan.ini file, the corresponding AlowVerbs command should be made. Alternatively, use a pre-filtering program if available, such as Request Filtering, or mod_security.IIS 7.0, regarding URLScan:
URLScan can be installed following these steps:
1) Install the “Metabase Compatibility” needed to run URLScan. In Server Manager, under the Roles item. Click on “Add Role Services” and select “IIS6 Metabase Compatibility”. 
2) Download the latest version of URLScan from Microsoft official site (search for URLScan in a search engine).
3) Run the URLScan installer.
4) Reboot the system for URLScan to be active.
5) Change the urlscan.ini file that is located in the directory: %SYSTEMROOT%/system32/inetsrv/urlscan/ to comply with the template shown below.
6) After the urlscan.ini file is saved, the changes are effective. No reboot is required when changing URLScan configuration.

IIS 6.0:
Note that some functionallity of URLScan is built into IIS 6.0. This table can be used to decide if UrlScan is needed: http://www.microsoft.com/technet/security/tools/urlscan.mspx#EDAA . How to download and use it is described in article KB 307608: https://support.microsoft.com/en-us/kb/307608#/en-us/kb/307608 . If the system contains upgrade from earlier versions of IIS to IIS 6.0 then you should also run the IIS Lockdown Tool: https://support.microsoft.com/en-us/kb/325864#/en-us/kb/325864 .
IIS 6.0/7.0:
Below is an example of how the urlscan.ini file can look like. The bold marked is the entries that are changed from default values. Some of the AllowExtensions can be added or removed, according to need. 
; This is an example of urlscan.ini for URLscan 3.1
;
; How to configure the URLScan Tool - http://support.microsoft.com/kb/326444/EN-US/

[options]
UseAllowVerbs=1                ; If 1, use [AllowVerbs] section, else use the
                               ; [DenyVerbs] section.
UseAllowExtensions=1           ; If 1, use [AllowExtensions] section, else use
                               ; the [DenyExtensions] section.
NormalizeUrlBeforeScan=1       ; If 1, canonicalize URL before processing.
VerifyNormalization=1          ; If 1, canonicalize URL twice and reject request
                               ; if a change occurs.
AllowHighBitCharacters=0       ; If 1, allow high bit (ie. UTF8 or MBCS)
                               ; characters in URL.
AllowDotInPath=0               ; If 1, allow dots that are not file extensions.
RemoveServerHeader=1           ; If 1, remove the 'Server' header from response.
AlternateServerName=           ; Fake name it if you want...		
EnableLogging=1                ; If 1, log UrlScan activity.
PerProcessLogging=0            ; If 1, the UrlScan.log filename will contain a PID
                               ; (ie. UrlScan.123.log).
AllowLateScanning=0            ; If 1, then UrlScan will load as a low priority
                               ; filter.
PerDayLogging=0                ; If 1, UrlScan will produce a new log each day with
                               ; activity in the form 'UrlScan.010101.log'.
UseFastPathReject=0            ; If 1, then UrlScan will not use the
                               ; RejectResponseUrl or allow IIS to log the request.
LogLongUrls=1                  ; If 1, then up to 128K per request can be logged.
                               ; If 0, then only 1k is allowed.
UnescapeQueryString=1          ; If 1, raw and unescaped query string check.

RejectResponseUrl=
LoggingDirectory=C:\WINDOWS\system32\inetsrv\urlscan\logs

[RequestLimits]
MaxAllowedContentLength=30000000
MaxUrl=260
MaxQueryString=2048

[AllowVerbs]
GET
HEAD
POST

[DenyHeaders]
Translate:
If:
Lock-Token:
Transfer-Encoding:

[AllowExtensions]
;*** Documents ***
;.txt
;.doc
;.pdf
;.ppt
;.xls
;*** HTML ***
; The . is needed to access files without extensions and dirs without filename
.
.htm
.html
.css
.js
;*** Pictures ***
.jpg
.jpeg
.gif
.png
;*** favicon.ico ***
.ico
;*** Scripts ***
.asp
.aspx
.axd
[AlwaysAllowedUrls]
/robots.txt
; If script need to bypass all UrlScan checks, put the script here (eg: /sample.asp)

[DenyUrlSequences]
..  ; Don't allow directory traversals
./  ; Don't allow trailing dot on a directory name
\   ; Don't allow backslashes in URL
:   ; Don't allow alternate stream access
%   ; Don't allow escaping after normalization
&   ; Don't allow multiple CGI processes to run on a single request

[AlwaysAllowedQueryStrings]
; Query strings listed here will always be explicitly allowed by
; UrlScan and will bypass all query string based checks.

[DenyQueryStringSequences]
; If any character sequences listed here appear in the query
; string for any request, that request will be rejected.
; Uncomment the lines below to protect against some XSS and SQL-injection attacks
; Note: Could be some forms needing these characters... 
;<              ; Commonly used by script injection attacks
;>              ; Commonly used by script injection attacks
;'              ; Commonly used in SQL injection attacks
;"              ; Commonly used in SQL injection attacks 
;--             ; Commonly used in SQL injection attacks
;xp_cmdshell    ; Commonly used in SQL injection attacks

Test guidance/examples, for Apache:
Check that these lines in the httpd.conf file or in any of its include files (in all virtual webs in the <Directory /> tag):
# Deny all methods except for get, head, and post (head is implied by get -- see documentation) 

<Directory />
<LimitExcept GET POST> 
Order allow,deny
Deny from all 
</LimitExcept>
</Directory>

Check also that this line are in the httpd.conf file or in any of its include files:
# Trace is working even that the above is set. Use this to disable Trace:
TraceEnable Off

Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that unneeded HTTP methods are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 2nd CHANGE	***



***	BEGIN OF 3rd CHANGE	***
5.3.4.3	No unused add-ons
Requirement Name: Any add-ons and components that are not required shall be deactivated.
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI or other scripting components, Server Side Includes (SSI), and WebDAV shall be deactivated if they are not required.
Threat References: TBA
Security Objective References: TBA
Test Case: TBD
Test Name: TC_NO_UNUSED_ADD-ONS
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
· The vendor has supplied a list of add-ons or scripting tools for Web server components needed for system operation, and that therefore need to be exempted from the test investigation.
· The tester has administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that the web server is only running and listening on known ports (e.g. tcp port 80 and/or 443). Check that CGI or other scripting components, Server Side Includes (SSI), and WebDAV are deactivated if they are not required. See also guidance under 5.3.4.12.
2. Check that nothing else has been installed than the web server.
3. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.

Test guidance/example, for Microsoft IIS:
Check that IIS web server is only running and listening on known ports.
IIS 7.0: When using Add Roles, check that only the Role Services that is going to be used are there.
IIS 6.0: These considerations should have been taken at installation. In the "Manage Your Server" Window, check settings under "Add or remove a role". Similarly, under "Configure Your Server Wizard", under "Preliminary Steps", "Configuration Options", "Custom configuration", highlight the Server Role: "Application server (IIS, ASP.NET)", after "Next >", check that the "Frontpage Server Extensions" is not checked. If ASP.NET framework is needed, "Enable ASP.NET" may be selected. “Summary” window: "Install IIS, Enable COM+ for remote transactions, Enable MS Distributed Transaction Coordination (DTC) for remote access, (Enable ASP.NET)".
Test guidance/example, for Apache:

Check that nothing else was installed than the web server. Check ports listening by issuing these commands:
apache2ctrl restart
lsof -i

Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions.
· Test result (Passed or not).

***	END OF 3rd CHANGE	***


***	BEGIN OF 4th CHANGE	***
5.3.4.4	No compiler, interpreter, or shell via CGI or other server-side scripting
Requirement Name: No compiler, interpreter, or shell via CGI or other server-side scripting. 
Requirement Reference: TBA 
Requirement Description: If CGI (Common Gateway Interface) or other scripting technology is used, the CGI directory - or other corresponding scripting directory - shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_COMPILER_FOR_CGI
Purpose:
To verify that the Web server has deactivated unneeded add-ons and unneeded scripting components.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured /script adapted in line with the Requirement Description.
Execution Steps
1. Check that there are no compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells) in the directory/directories used for CGI or for other scripting tools (including PERL, PHP, and others).
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Expected Results:
· System settings and configurations have been found adequately set, in all Web components of the system, to ensure that all unneeded add-ons or script components are deactivated.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 4th CHANGE	***


***	BEGIN OF 5th CHANGE	(section 5.3.4.5 also shown, but no test case is currently proposed) ***
5.3.4.5	No CGI or other scripting for uploads
Requirement Name: No CGI or other scripting for uploads. 
Requirement Reference: TBA 
Requirement Description: If CGI or other scripting technology is used, the associated CGI/script directory shall not be used for uploads.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
***	END OF 5th CHANGE	***


***	BEGIN OF 6th CHANGE	(section 5.3.4.6 also shown, but no test case is currently proposed) ***

5.3.4.6	No execution of system commands with SSI
Requirement Name: No execution of system commands with SSI. 
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) is active, the execution of system commands shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF 6th CHANGE	***


***	BEGIN OF 7th CHANGE	***
5.3.4.7	Access rights for web server configuration
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges.
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or to a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_ACCESS_RIGHTS_WEB_SERVER_FILES
Purpose:
To verify that the access rights for Web server configuration files are correctly set.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check the access rights settings for Web server system configuration files.
2. Check that relevant system settings and configurations are correct to ensure fulfilment of the requirement.
Test guidance/example, for Microsoft IIS 6.0/7.0:
Check that the files and directories under the web server root are owned by user administrator and have full rights. The user IUSR_xxx (IIS 6.0) / IIS_IUSRS (Group) (IIS 7.0) shall have read access. 
In the scripts directory the user IUSR_xxx shall have read and execute rights. Example, for paths:
D:\webs	:  	Only Administrator and SYSTEM have full rights.
D:\webs\web1 :	Only Administrator and SYSTEM have full rights, user IUSR_xxx (IIS6.0)/IIS_IUSRS (Group)(IIS7.0) has read rights. 
D:\webs\web2 :	Only Administrator and SYSTEM have full rights, user IUSR_xxx (IIS6.0)/IIS_IUSRS (Group)(IIS7.0) has read rights.

Also check that the directories under respective web have correct permissions. 
Check that the files and directories in the log and config directory shall have these rights:
D:\logs :		Only Administrator and SYSTEM have full rights.

Test guidance/example, for Apache:
Check that the files and directories under the web server configuration (e.g. /etc/apache2/) are owned by user webadmin, group root and have the access rights 750, that the directory log (e.g. /var/log/apache) shall be owned by root, that group webadmins and have the access rights 750, and that files owned by root, group webadmins and shall have rights 650.
For the websites, differentiate between that of a PRODUCTION and DEVELOPMENT system:
1) PRODUCTION – check that all files and directories under the web document root (e.g. /www/websites) are owned by a webadmin user and the apache group. 
    The access rights for the directories shall be 750 and 740, respectively.
    The cgi-bin directory shall have rights 710 and files in that directory shall have rights 750. 
2) DEVELOPMENT SYSTEMS – check that files and directories under the web document root (e.g. /www/websites) shall be owned by a user webadmin by default and the group webadmins. The users being able to handle the web are put in the webadmins group. The sticky bit on groups on the directories under /www/websites/* are set to ensure the files created there belongs to webadmins. The permission shall be set to 775 for directories and 664 for files.

Expected Results:
· Access rights for system configuration files are adequately set.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 7th CHANGE	***


***	BEGIN OF 8th CHANGE	***
5.3.4.8	No default content
Requirement Name: Default content shall be removed.
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_DEFAULT_CONTENT
Purpose:
To verify that there is no default content on the web server, that is not needed for web server operation, since such default content can be useful for an attacker.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps 
1. Check that all default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server has been removed.
Test guidance/examples, for Microsoft IIS:
Check that the default directory c:\inetpub has been removedsince it is not going to be used anymore, and that the c:\windows\help\iishelp directory has been removed. Also check that the ability to change passwords though the web has been be removed; remove the files in the directory: c:\windows\System32\Inetsrv\iisadmpwd (The file iispwchg.dll will be recovered, therefore it should also have been removed from the c:\windows\system32\dllcache directory. Explorer may need configuration to view OS files, and to be able to see it.) Check that the ability to print through the web is removed, remove check that the directory: c:\windows\web\printers is removed.

Check that the ability to print through the web is removed, remove check that the directory: c:\windows\web\printers is removed. Also remove the files in the directory: c:\program files\common files\system\msadc. (Again, several files may be recovered, therefore also check if removed from the c:\windows\system32\dllcache directory.)
IIS 7.0: About unneeded modules, the setup of IIS7.0 is by default set that only modules needed is active. Only use modules that are needed for the use of the server. To look at installed modules run this command:
“%SYSTEMROOT%\system32\inetsrv\appcmd.exe list module”
IIS 6.0: About unneeded modules, not applicable (N/A) for IIS 6.0.
Test guidance/example, for Apache:
Check that all files and directories in the htdocs and cgi-bin directories that come with the web server have been removed. Check in the httpd.conf file or in any of its include files to see if other unneeded directories are published; they should be deleted.. The directory-entries in the httpd.conf file or in any of its include files for those file system should be removed. There may also be “manual pages” and other unneeded directories that should have been removed.
These are the modules that needed for the apache web server to work (often compiled in modules)
Check with the command httpd –l or apache2 -l:
core.c
prefork.c
http_core.c
mod_so.c
mod_access.c
mod_logio.c
mod_log_config.c

If mods-enabled directory structure is used, run the command until it says “ERROR: No module found matching *!” or the directory mods-enabled is empty.
a2dismod \* 
a2enmod unique_id	# Is used by mod-security
a2enmod mod-security	# To be able to secure the web
a2enmod authz_host	# To be able to use the Allow, Deny and Order
a2enmod mime	# To be able to use AddType
a2enmod dir	# To handle DirectoryIndex
a2enmod ssl	# To run SSL
a2enmod alias	# To be able to do redirects and rewrite

If PHP is needed:
a2enmod php5	# To use PHP5

Do not use the mod_userdir, since it would enable /~username and is not allowed to be used.
[bookmark: _GoBack]
Expected Results:
· No default content (examples, help files, documentation, aliases, un-needed directories or manuals) has been found to remain on any Web server component.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions.
· Test result (Passed or not).

***	END OF 8th CHANGE	***


***	BEGIN OF 9th CHANGE	***
5.3.4.9	No directory listings
Requirement Name: No directory listings / Directory Browsing.
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) / “Directory browsing” shall be deactivated.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_DIRECTORY_LISTINGS
Purpose:
To verify that Directory listings / Directory browsing has been deactivated in all Web server components.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that Directory listings (indexing) / “Directory browsing” has been deactivated in all Web server components.

Test guidance/example, for Microsoft IIS:
IIS 7.0:  requirement is filfulled if IIS 7.0 default installation. To check it: in “Internet Information Services (ISS) Manager”, “Server home” and “Directory Browsing”.
IIS 6.0: requirement is filfulled if IIS 6.0 default installation. To check it: Open up under Administrative tools the “Internet Information Services (IIS) Manager”. Go to the folder “Web Sites”. For each web site defined, right click and choose properties, and select the “Home Directory” tab. Check that the “Directory Browsing” checkbox is not checked.
Test guidance/example, for Apache:
Check that the module mod_autoindex has not been loaded. Check with the command httpd –M.
If this module cannot be unloaded for some reason (static linked or needed for some directories):  Make sure that the Options entries in the file httpd.conf file or in any of its include files does not contain the directives: “Indexes”  or “All”. Also change contents in the file “error/noindex.html”.

Expected Results:
· Evidence that Directory listing / Directory browsing has been deactivated in all Web server components.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 9th CHANGE	***


***	BEGIN OF 10th CHANGE	***

5.3.4.10	Web server information in HTTP headers
Requirement Name: Information about the web server in HTTP headers shall be minimized.
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_HEADER_INFORMATION
Purpose:
To verify that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Procedure and execution steps
Pre-Conditions:
· The tester has administrative privileges
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Test guidance/example, for Microsoft IIS:
Check that a URLScan tool has been installed for also this purpose, or other relevant pre-filtering tool. (See also guidance under 5.3.4.2.)
Additional needed to do in IIS7.0: To remove the Server header (Microsoft-HTTPAPI/2.0), start regedt and check that the following registry entry has been added, with type DWORD and value 1: HKLM\SYSTEM\CurrentControlSet\Services\HTTP\Parameters\DisableServerHeader
If ASP.NET has been installed, make sure to remove unnecessary information. Example: At the directory %SYSTEMROOT%/System32/inetsrv/config and in the file “applicationHost.config” search for “Powered-By”, and check that this line has been uncommented, like this:
<!-- <add name=”Powered-By” value=”ASP.NET”> -->

In case the .NET is used, check that these headers are disabled as well. In case PHP is used, check that these headers are disabled as well.

Test guidance/example, for Apache:
Check that the Server HTTP response header has been configured. Since Apache does not allow changing the Server header freely, this needs to be put in the httpd.conf file or in any of its include files (to just let the Server directive to be “Apache”):
ServerTokens Prod

Another way of changing the Server header is to load and use the mod_securty module. Then the Server header can be changed to what is wanted. Yet another way, if the source is accessible, the name can be changed in the source and then recompiling the source.

Expected Results:
· Evidence that HTTP headers do not include information on the version of the web server and the modules/add-ons used.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)


***	END OF 10th CHANGE	***


***	BEGIN OF 11th CHANGE	***
5.3.4.11	Web server information in error pages 
Requirement Name: Web server information in error pages shall be deleted. 
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/add-ons used. Error messages shall not include internal information such as internal server names, error codes, etc. Default error pages of the web server shall be replaced by error pages defined by the vendor.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_ERROR_PAGES_INFORMATION
Purpose:
To verify that error pages and error messages do not include information about the web server.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that generated error pages and error messages do not include information about the web server.
Test guidance/examples, for Microsoft IIS: 
IIS 7.0:  That a) script errors are not shown is fulfilled by IIS 7.0 default installation. To check it: in “Internet Information Services (ISS) Manager”, “Server home” and “Error Pages”. “Edit Feature Settings”, make sure that “Detailed error for local requests and custom error pages for remote requests” is checked. Regarding b) error pages, default setting in IIS 7.0 is valid. However, it is convenient that error documents can also be changed. (Example, if error file like error.html with a simple “<html>An error has occurred.</html>” has been created. At “Error Pages”, “Edit Feature Settings”, set “Default Page”, “Path:” to “/error.html” and “Path type:” to “Execute URL”.)  

IIS 6.0: To ensure that a) script errors are not shown: Open up under Administrative tools the “Internet Information Services (IIS) Manager”. Go to the folder “Web Sites”. For each web site defined, right click and choose properties. Select the “Home Directory” tab. Click the “Configuration…” button, and select the “Debugging” tab. Under the “Error messages for script errors”, make sure that the box “Send the following text error message to client” is checked. Check also that error text has been changed to a non-default, e.g.to “An unexpected error occurred.” Regarding b) error pages, default setting in IIS 6.0 is also valid. However, it is convenient that error documents are controlled. Click on the “Custom Errors” folder. Select all errors (press down ctrl and select all). Press the buttom “Set To Default”. Click Ok. If other webs have been created, you get a message about “Inheritance Overrides”. Select all Child nodes and press ok. Check that these steps have been taken.
IIS 6.0/7.0: For the case of changing error page in ASP.NET: in the web.config file for each site, check that the row in bold has been added:
<system.web>
<customErrors mode=”RemoteOnly” />
…
</system.web>

Test guidance/example, for Apache:
Check that the line containing the server version and virtual host name has been removed from server-generated pages. Check that the corresponding directive in the httpd.conf file or in any of its include files has been changed to:
ServerSignature Off

Expected Results:
· Evidence that generated error pages and error messages do not include information about the web server.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 11th CHANGE	***


***	BEGIN OF 12th CHANGE	***
5.3.4.12	Minimised file type mappings
Requirement Name: File type- or script-mappings that are not required shall be deleted.
Requirement Reference: TBA 
Requirement Description: File type- or script-mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_NO_WEB_SERVER_FILE_TYPE MAPPINGS
Purpose:
To verify that file type- or script-mappings that are not required have been deleted.
Procedure and execution steps
Pre-Conditions:
· The tester has needed administrative privileges.
· A tester machine is available. 
· Recommended: an automatic assessment tool has been configured / script adapted in line with the Requirement Description.
Execution Steps
1. Check that all file type- or script-mappings that are not required have been deleted.

Test guidance/example, for Microsoft IIS:
IIS 7.0: By default in IIS 7.0, no so-called Role Services are enabled. Check that only required role services are enabled (WebDAV, .Net, asp and others may be chosen).
IIS 6.0: Checking/enabling of extensions is done globally for all web sites. Open up under Administative tools the “Internet Information Services (IIS) Manager”, go to the folder “Web Service Extension”. Make sure that only used Web Service Extensions is “Allowed”. All others shall be ”Prohibited”.
Check that the above has been done for all directories where appropriate. Note: this is less important if URLScan is used, and filetypes has been specified therein (examples, see 5.3.4.2). Nevertheless: open up under Administative tools the “Internet Information Services (IIS) Manager”, go to the folder “Web Sites”. For each web site defined, right click and choose properties. Select the “Home Directory” tab. Click the “Configuration…” button. Under the “Mappings” tab. Remove all unused script mappings. Often only .asp is needed. To protect web developers which use inc-files, .inc should have been added with same executable path as .asp. Check that these steps were taken.
Test guidance/example, for Apache:
Requirement is translated to the non-possibility of running scripts in the actual directory. These needs to be checked for all directories where appropriate: Check that the Options entry is set to “None”., in the file httpd.conf file or any of its include files, with these lines:
<Directory />
AllowOverride None
Options None
…
Furthermore, if SSI is really needed, then at least this kind of setting should be used: “Options IncludesNOEXEC”.

Expected Results:
· Evidence that all file type- or script-mappings, that are not required, have been deleted.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· Log files and screen shots of test executions
· Test result (Passed or not)

***	END OF 12th CHANGE	***


***	BEGIN OF 13th CHANGE	(section 5.3.4.13 also shown, but no test case is currently proposed) ***
5.3.4.13	Restricted file access
Requirement Name: The web server shall only deliver files which are meant to be delivered.
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

***	END OF 13th CHANGE	***

