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Abstract of the contribution: 
This contribution proposes to add a test case related to the requirement 5.4.4 of TS 33.117.

Introduction 
This contribution proposes to add a test case related to the requirement 5.4.4 of  TS 33.117.
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.
Proposed pCR 
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[bookmark: _Toc423614570]5.4.4	Robustness and fuzz testing 
Requirement Name: Robustness and fuzz testing
Requirement Reference: TBA
Requirement Description:
 It shall be ensured that externally reachable services are reasonably robust when receiving unexpected input. 
Threat References: Denial of Service, Information Disclosure, Tampering
Security Objective references: TBA.
[bookmark: _GoBack]Test case: TBA
Test Name: TC_FUZZY
Purpose: 
To verify that the network product provides externally reachable services which are robust against unexpected input. The target of this test are the protocol stacks (e.g. diameter stack) rather than the applications (e.g. web app).
Procedure and execution steps:
Pre-Conditions:
· The network product has at least one physical interfaces, named if1.
· The tester has the privileges to start and configure network services on the network product.
· The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)
· The manufacturer declares all the network services supported by the network product.
· The manufacture includes in the documentation accompanying the network product appropriate guidelines to configure the network services.
· A fuzz packet generator aware of all the network services supported by the network product and able to send generated packets to network product (or to save them in a reproducible pcap file) is available.
· A network traffic analyser on the network product and on a tester machine is available (e.g. tcpdump).
Execution Steps
1. The tester log in the network product.
2. The tester configures each network service declared by the manufacturer:
a. The tester configures the network traffic generator or the fuzz generator to create fuzzy packets specific for the protocol/service under test.
b. Using the network traffic analyzer on the network product, the tester verifies that the packets are correctly received by the network product.
c. The testers verifies that the network product and any running network service do not crash. 

Expected Results:
Neither network product or supported network services crash,

Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· The used tool(s) name and version  information,
· Settings and configurations used, 
· Pcap trace
· Screenshot
· Test result (Passed or not)
· Log/evidence tracing possible crashes.
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