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Abstract of the contribution: This contribution proposes to add a test case related to the requirement 5.3.3.1.1 of TS 33.117.
Introduction 
This contribution proposes to add a test case related to the requirement 5.3.3.1.1 of  TS 33.117.
Note that the Requirements Reference in the test case template used in TR 33.806 is no longer needed here since in TS 33.117 the test case immediately follows the requirement.
Proposed pCR
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Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 
Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Test Name: TC_IP_SPOOFING_MITIGATION
Purpose:
To verify that the network product provides anti-spoofing function that is, before a packet is processed, the network product checks whether the source IP of the received packet is reachable through the interface it comes in. 
To verify that if the receiving packet source address is not routable through the interface which it comes, then the network product drops this packet.
Procedure and execution steps:
Pre-Conditions:
· A nodes N1 is available with:
· Two interface named respectively if1-n1 connected to the network product and if2-n1 to which the tester connects a tester machine
· routing capabilities
· if2-n1 has a static IP address (e.g. 192.168.3.1 belonging to the subnet 192.168.3.0/24)
· A nodes N2 is available with:
· Two interface named respectively if1-n2 connected to the network product and if2-n2 to which the tester connects a tester machine
· Routing capabilities. In particular N2 has a default route to if1-np subnet via if2-np (e.g. 192.168.2.1)
· if2-n2 has a static IP address . This ip is the same of if2-n1 (e.g. 192.168.3.1 belonging to the subnet 192.168.3.0/24)
· The network product has at least 2 enabled interface said if1-np and if2-np. 
· The interface if1-np is connected to interface if1-n1 of the node N1 on the subnet, e.g., 192.168.1.0/24
· The interface if2-np is connected to interface if1-n2 of the node N2 on the subnet, e.g., 192.168.2.0/24. 
· The network product is configured with a static route for  the subnet where if2-n1 is connected to (e.g. 192.168.3.0/24) , so this subnet can be reached via if1-n1 through if1-np.
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Figure 1 Configurations for the network product, N1 and N2.

· The vendor shall declare, in the documentation accompanying the network product, the supported anti-spoofing mechanism (e.g. RPF) and if it is enabled for all interfaces (e.g. net.ipv4.conf.all.rp_filter = 1 and net.ipv4.conf.default.rp_filter = 1 in the linux sysctl.conf file ) or per interface bases.
· The vendor shall declare if the dropped packets can be logged and how to enable this logging
· The tester has administrator privileges
· A tester machine is available and configured with:
· A static IP address belonging to the subnet where  if2-n1 and if2-n2 are connected to (e.g. 192.168.3.2/24) 
· a default gateway set to if2-n1 and if2-n2 IP Address (e.g 192.168.3.1) 
· A network traffic analyser (e.g. tcpdump) on the network product is available

Execution Steps
1. The tester starts to send pings message to if1-np interface of the network product.
2. The tester verifies, through the network traffic analyser, that the ping reaches correctly the if1-np interface and that responses are sent back.
3. The tester disconnects the tester machine from if2-n1  interface of the node N1 and reconnects  it to the interface if2-n2 of the node N2.
· The testers uses the same network configuration of the tester machine.
· The tester sends pings message to if1-np interface of the network product.
· The tester verifies, through the network traffic analyser, that the pings reach the if1-np interface of the network product, but they are dropped and no response is sent back since the source of the received packet is not reachable through the interface it came in.
· The tester sends pings message to if2-np interface of the network product.
· The tester verifies, through the network traffic analyser, that the pings reach the if2-np interface of the network product, but they are dropped and no response is sent back since there is a default route via if2-np.
· If the dropped packets are logged, the testers verifies that these packets are recorded.

Expected Results:
The network product supports an anti-spoofing mechanism (e.g. the RPF function) and it accepts a packet only if it reaches the network product on the expected interface (i.e. this packet  has a source ip address belonging to the same network of the interface where it came in or if it is routable through the interface which it came in), otherwise it  discards the packet.
Expected format of evidence:
A testing report provided by the testing agency which will consist of the following information:
· The userd settings and configurations
· Pcap files
· Log file if available
· Test result (Passed or not)
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