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Abstract of the contribution: This contribution discusses IOPS AKA and introduces the idea of IOPS security based upon a secondary USIM application. Text, concerning Key Issues, is proposed for inclusion in the IOPS Study Report TR 33.997.
1. Introduction

Isolated E-UTRAN Operation for Public Safety (IOPS) is now finalised as a Stage 1 Release 13 Work Item. The SA1 study report in TR 22.897 [1] was completed at SA#64 (June 2014), while the technical specification containing the service requirements in TS 22.346 [2] was completed at SA#65 (September 2014). At SA2#106 (November 2014) a Work Item was agreed for a Feasibility Study on architecture enhancements for Isolated E-UTRAN Operation for Public Safety [3]. SA2 started its work on IOPS at SA2#107 (January 2015) and produced the first draft version of TR23.797 Study on architecture enhancements to support Isolated E UTRAN Operation for Public Safety in [4]. In light of the work now underway in SA2 and the specific request for SA3’s involvement in this study then an SA3 study was agreed at SA3#78 (January 2015) [5]. This agreement was formalised at SA#67 (March 2015) in SP-150074 [6].
This contribution discusses IOPS Authentication and Key Agreement (AKA) and proposes text, concerning Key Issues, for inclusion in the IOPS Study Report TR 33.997 [7].
2. Addressing questions of security in TR23.797
2.1 Introduction

At SA2#107 (January 2015) it was agreed that text in S2-150579 [8], S2-150650 [9] and S2-150695 [10] should be included in TR23.797 Study on architecture enhancements to support Isolated E UTRAN Operation for Public Safety [4]. The text concerned an IOPS configuration in which there is no backhaul connection to the Macro EPC but instead Local EPC functionality. This configuration is covered in solution 1 of TR23.797 under the title ‘Solution based on Local EPC for No Backhaul case’. The proposed solution contains one statement and three editor’s notes asking questions and seeking input from SA3; these are listed below showing the sub clause of the solution from which they are taken. Please note that the emboldening of text is provided to emphasis the pertinent text within the scope of this discussion.
~ ~ ~ Begin quote from TR 23.797 ~ ~ ~

6.1.1
Functional description
This solution assumes that the eNB is co-sited with, or can reach, a Local EPC instance (including at least the MME, SGW/PGW and means to locally deliver security/access control as required by SA3) which is used in IOPS mode ( i.e. when there is no S1 connectivity to the macro EPC). This allows it to replicate the behaviour of a nomadic system isolated from the network, and it can be based largely on existing specifications.
…

When an authorized PS UE selects the IOPS-mode cell, it attaches to the dedicated PLMN and is authenticated using security procedures to be identified by SA3.
Editor's note: SA3 shall decide whether or not the UE and the IOPS network need to use different security credentials (from those used in the macro EPC) for authentication and key agreement in the attachment procedure to the IOPS network. Any associated impacts on SA2 aspects needs to handled accordingly.
Editor's note: The use or not of the IMSI as a permanent identity when the UE attaches to the IOPS network will be dependent upon the mechanism and credentials used by the UE to authenticate in the IOPS network which will be decided by SA3.  Any associated impacts on the architecture and procedures defined by SA2 need to be handled accordingly.

6.1.2.1 High level procedures

…
5) The UE cannot find another suitable cell in normal mode, so it attaches to the Local EPC and obtains a local IP address, if authorised.

Editor's note: It is FFS whether security procedures require any change or whether existing procedures can be totally or partly reused (SA3 to study).
~ ~ ~ End of quote from TR 23.797 ~ ~ ~

In summary SA3 needs to consider:

1. Whether new or different security credentials should be used in the IOPS network.

2. The use or otherwise of the IMSI as a permanent identity when the UE attaches to the Local EPC of the IOPS network.

3. Whether or not security procedures require any change or whether existing procedures can be totally or partly reused?
Before these questions are answered it is worth recapping the objectives of the SA3 Study Item [6]. Namely:

1. Based on architectural decisions from SA2 and the related Stage 1 normative requirements study the possible IOPS security requirements in order to scope/guide the work in SA3. Specifically the Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. 

2. The security mechanism(s) supported by an Isolated E-UTRAN shall be consistent with the dynamic nature of an Isolated E-UTRAN.
3. The security provided by an Isolated E-UTRAN shall be comparable with that provided by the existing 3GPP system and shall not negatively impact the security level of any 3GPP system.
4. Existing 3GPP security mechanisms shall be reused whenever possible and appropriate.
Therefore based on the objectives of the SA3 Study Item [6] answers to the three points taken from the SA2 solution in TR 23.797 are as follows:
1. Yes, new security credentials should be used in the IOPS network – Otherwise HSS/AuC replication would be required at the eNB to support AKA during isolated operation. The behaviour would then contravene objective 3 of the Study Item, where security credentials would be moved from a highly secure area in the operator domain to multiple potentially vulnerable remote locations.
2. It is a design goal that the notion of IMSI be reused as a permanent identity in the IOPS network - This is in line with objective 4 of the Study Item. The degree to which this design goal can be met depends upon the perceived threats and the solution that can be devised.
3. Yes, it is a design goal that existing procedures should be reused where possible – This is in line with objective 4 of the Study Item. Again the degree to which this design goal can be met depends upon the perceived threats and the solution that can be devised.
2.2 Discussion of AKA
Objective 1 of the SA3 Study Item [6] provides specific guidance that the Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. The currently defined AKA procedure provides a solution for this requirement, namely:

· Security key derivation,

· Mutual authentication,
· Provision for encryption and integrity protection.

Coupling the idea of reusing AKA and the answers to the questions from SA2 above then it is reasonable to postulate the idea of IOPS security provided by a secondary USIM application and using existing AKA procedures.

In developing this idea then it can be further stated that two sets of security credentials could be used: one set for ‘normal’ network-based operation, and the other set for IOPS operation. This security solution would address all three questions set out by SA2 in TR 23.797.

The approach can be realised by:

· The use of a single UICC containing two USIM applications.

· Functionally each USIM application used for ‘normal’ and IOPS operation would be identical to existing USIM applications.
· A form factor that is the same as the existing UICC.

· No need to establish a security authority to provide a KMS (Key Management System) in support of, for example, a PKI. However if security, other than that provided at the bearer-level, was required then the secondary USIM application approach does not preclude provisioning of security credentials in order to provide media-level security, for example, for MCPTT operation [11].
· The pre-provisioning of a UICC with two sets of security credentials for each Public Safety UE in the network.

· The implementation of a primary and a secondary USIM application could take the following approach:
· Firstly each USIM application has a pre-provisioned EFOPLMNwACT (Operator controlled PLMN selector with ACcess Technology) file with the relevant PLMN identities. The primary USIM application contains the PLMN ID for ‘normal’ network operation and other roaming networks; the secondary USIM application contains the dedicated IOPS-specific PLMN ID as described in [4].
· When the UE initialises and interacts with the UICC, the UE can make a local store of all the USIM Application IDentities (AIDs) present on the UICC.

· For each USIM AID the UE could then activate the USIM application and read the EFOPLMNwACT file and again locally store the PLMN identities linked to each AID.

· In the event that a UE attempts to attach and if the PLMN ID does not match the currently active USIM application the UE can de-activate the current USIM application and then activate the other USIM application (assuming the PLMN matches the stored PLMN for the other AID).
The remainder of this section details the expected behaviour of a primary and secondary USIM application approach to IOPS security: prior to IOPS operation, initiating IOPS operation, mobility during IOPS operation, and when IOPS operation ends.

Under ‘normal’ network ECM-CONNECTED operation - prior to IOPS operation:

From the perspective of support for IOPS, there shall be two USIM applications provided at manufacture and stored on the UICC:

· USIM application #1 (primary): This application is used to perform AKA for ‘normal’ network operation. USIM application #1 contains at least:

· A permanent key K1.
· A PLMN ID1 assigned for ‘normal’ network operation.
· IMSI1 which is derived from PLMN ID1 and some value for MSIN (Mobile Subscriber Identification Number).
· Furthermore K1, PLMN ID1 and IMSI1 shall be provisioned in the AuC of the Macro EPC and used for AKA between the UE and the network as currently specified.
· USIM application #2 (secondary): This application is used to perform AKA for IOPS operation. USIM application #2 contains at least:

· A permanent key K2. (It is noted that K1 ≠ K2.)
· A PLMN ID2 assigned for IOPS network operation.

· IMSI2. IMSI2 is related to IMSI1 insomuch as the MSIN is the same between IMSI1 and IMSI2 but a difference arises from the fact the PLMN ID has changed between the ‘normal’ network and the IOPS network by virtue of MNC (Mobile Network Code), and possibly the MCC (Mobile Country Code), being different.
· Furthermore K2, PLMN ID2 and IMSI2 shall be provisioned in all AuCs of Local EPCs supporting IOPS operation.

· USIM application #1 can be viewed as the default profile since PLMN ID1 is given a high priority than PLMN ID2 as described in TR 23.797 [4].

· Storage of credentials (the IOPS network security credential set) in the Local AuC is only performed for UEs authorised for operation on the IOPS network.
· Administrative provisioning is used to keep up to date security credential for all authorised UEs at the Local AuC within the Local EPCs. Updates are provided within a security context that already exists between the EPC and eNBs in the ‘normal’ network.
The general operation of IOPS security based on the two USIM applications is presented in Figure 1.
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Figure 1: General operation of IOPS security based on the two USIM applications
Initiating IOPS operation:

There are three ways in which IOPS operation can be initiated:

1. Loss of backhaul at the eNB:

· Initiating IOPS operation can occur when the eNB detects the backhaul connection to the EPC is lost and as a result the eNB connects to the Local EPC and enters IOPS mode. The eNB’s cell(s) start transmitting PLMN ID2.

· ECM-CONNECTED mode only: Perform an RRC connection release for all UEs.

· Paging indication to reread System Information (SIB1).

· When PLMN ID2 is detected and selected by a UE the UE then attaches to the Local EPC performing AKA using IMSI2 and K2.

2. UE mobility:

· Initiating IOPS operation can occur when the UE moves into the coverage of an IOPS network and radio measurements (based on reception of the Physical Layer Cell Identity) dictate that the UE is no longer in coverage of the ‘normal’ network.
· For the case of ECM-IDLE mode: A UE reselecting an IOPS cell will undertake a Tracking Area Update (TAU) procedure because the Tracking Area Identities (TAIs) broadcast by an IOPS network is distinct from TAIs broadcast by a ‘normal’ network (by virtue of the fact that the PLMN ID assigned to IOPS networks is different from the PLMN IDs assigned to ‘normal’ networks). The TAU towards the IOPS network would be rejected by the IOPS network due to lack of suitable credentials/identity in the IOPS network, and the initiation of a detach for the UE - with the UE then performing a new attach procedure.
· For the case of ECM-CONNECTED mode: The serving ‘normal’ network would have no ability to hand over the UE to the IOPS network (since it’s isolated) and a Detach procedure for the UE would be initiated.
· For both the case of ECM-IDLE and ECM-CONNECTED mode: No other suitable cells are available for which the UE might reselect so the UE attaches to the Local EPC performing AKA using IMSI2 and K2.
3. NeNB starts operating:

· An NeNB is deployed and begins IOPS operation in the area of ‘normal’ network operation. This is to provide additional coverage or capacity. In this case the UE effectively moves into the coverage of an IOPS network and radio measurements dictate that the UE is no longer in coverage of the ‘normal’ network. It is assumed that the cells of an NeNB deployment such as this will use different Physical Layer Cell Identities to cells of the ‘normal’ network operation in the same area. This will ensure adjacent cells will use separate physical layer resource.
· Follow the same approach as for the ‘UE mobility’ case.
Inter IOPS mobility:

For the case where either a single eNB or multiple eNBs form an IOPS network:
· When a UE moves out of the coverage of an IOPS network cell under the control of eNB #1 and into the coverage of another IOPS network cell under the control of eNB #2 radio measurements dictate that the UE is no longer in coverage of the IOPS network of eNB #1. This determination is based on reception of the Physical Layer Cell Identity.
· For the case of ECM-IDLE mode: Because the IOPS-specific PLMN ID of IOPS network cell under the control of eNB #1 is the same as the PLMN ID of the IOPS network cell under the control of eNB #2 and the TAC may be the same between the two IOPS networks then it is possible that the mobile UE would not perform a Tracking Area Update. In this case cells in IOPS operation have a different TACs in order to force a Tracking Area Update. This TAU would result in a TAU Rejection due to lack of suitable credentials/identity in the IOPS network, and the initiation of an implicit detach for the UE – with then UE then performing a new attach procedure.
· For the case of ECM-CONNECTED mode: The serving IOPS network cell under the control of eNB #1 would have no ability to hand over the UE to the IOPS network cell under the control of eNB #2 and a Detach procedure for the UE would be initiated.

· Perform AKA using IMSI2 and K2.
Intra IOPS mobility:

This approach applies only for the case of multiple eNBs and one Local EPC forming an IOPS network:

· Mobility management (for both ECM-IDLE and ECM-CONNECTED mode) is supported as currently specified and supported by the Local EPC.

· This approach helps to limit the exposure of the IMSI due to the fact a cell reselection is not required assuming handover is supported.
Terminating IOPS operation:

There are three ways in which IOPS operation can end:

· For the case of S1 restoration to the Macro EPC (the EPC in the ‘normal’ network) the Local EPC S1 connection is released according to operator policy:

· When the backhaul connection is determined to be regained and the eNB exits IOPS mode then the eNB’s cells start transmitting the ‘normal’ network PLMN ID.

· <Follow the approach for loss of backhaul detailed in ‘Initiating IOPS operation’.>

· When the ‘normal’ network PLMN ID is detected and selected by a UE then that UE attaches to the Macro EPC performing AKA using IMSI1 and K1.

· UE mobility:

· When the UE moves into the coverage of a ‘normal’ network and radio measurements dictate that the UE is no longer in coverage of the IOPS network.
· <Follow the approach for UE mobility detailed in ‘Initiating IOPS operation’.>

· Perform AKA using IMSI1 and K1.
· NeNB ends operation:

· Follow the same approach as for the ‘UE mobility’ case.
2.3 Other aspects of subscription management relevant to IOPS security based on a secondary USIM application
This section discusses other aspects of subscription management relevant to IOPS security based on a secondary USIM application:
· New user joining whilst in ‘normal’ network mode:

· ‘Normal’ operation applies. Security credentials in the ‘normal’ network will be used to authenticate the user.
· New user joining whilst in IOPS mode:
· It may be the case that security credentials for this user have previously been provisioned at the Local AuC for IOPS operation. If not the user can’t gain ‘full’ access.
· Out-of-the-box operation:
· Even for out-of-the-box operation it is assumed that some pre-provisioning has been provided and this could entail installing a UICC in the device.
· Therefore it might be expected there is an existing context in the IOPS AuC.
· No UICC present in the device:
· In ‘normal’ network operation the UE would be in a limited service state and would be permitted to make ‘emergency calls only’. For the case of IOPS this is FFS.
3. Text proposal
In line with the discussion presented in the previous section it is proposed to introduce the following changes to TR 33.997 [7].

~ ~ ~ Start of first text proposal ~ ~ ~

6
Security Analysis of IOPS
Editor’s note: This clause will contain the key issues that need to be addressed by SA3. Specifically it will identify the threats to the assets in the system and identify the security requirements to ensure those assets are protected from the identified threats.
6.1
Key Issue 1: IOPS AKA based upon a secondary USIM application using a single UICC
6.1.1
Key Issue Details
An Isolated E-UTRAN is expected to provide for the authentication of participating entities and for the confidentiality and integrity of communications. The currently defined AKA procedure provides a solution for this requirement, namely:
-
Security key derivation,

-
Mutual authentication,

-
Provision for encryption and integrity protection.

The provision of IOPS security may be provided by a secondary USIM application and using existing AKA procedures. This idea uses two sets of security credentials: one set for ‘normal’ network-based operation, and the other set for IOPS operation where a Local EPC is provided within the isolated network. This is consistent with the architecture described for candidate solution 1 in TR 23.797 [x4]. A suitable mechanism within a UICC is required for switching between the two USIM applications. Furthermore provisioning of credentials in the UICC, and provisions of the credentials at the network and Local EPC is required.
Key issues of subscription management relevant to IOPS security based on a secondary USIM application concern: new user joining whilst in ‘normal’ network mode, new user joining whilst in IOPS mode, ‘out-of-the-box’ operation (Public Safety Specific Requirements for Proximity Services in clause 7A.2 [x5]), and whether or not there’s a UICC present in the device.

Other key issues relate to how the secondary USIM application approach handles UE mobility and transitions in network state (from ‘normal’ network operation to IOPS operation and vice versa).
-
Initiating IOPS operation: There are three ways in which IOPS operation can be initiated: Loss of backhaul at the eNB, UE mobility when the UE moves into the coverage of an IOPS network, and an NeNB starting operating (an NeNB is deployed and begins IOPS operation in the area of ‘normal’ network operation).
-
IOPS mobility: Two aspects of IOPS mobility have been identified: Inter IOPS mobility (when a UE moves between IOPS networks) and Intra IOPS mobility (when a UE moves between cells in an IOPS networks).
-
Terminating IOPS operation: There are three ways in which IOPS operation can end: S1 restoration to the Macro EPC, UE mobility when the UE moves into the coverage of a ‘normal’ network, and an NeNB ends operation.
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

2
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~ ~ ~ End of second text proposal ~ ~ ~
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