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Abstract of the contribution:

The present contribution shows a list of SCAS requirements vs test cases in Annex D (or reviewed at SA79) 
Colour coding: 

Green: Test cases introduced at SA3#78 or earlier

Blue: test cases in contributions for SA3#79 available, [abcd] points to [S3-15abcd]
Red: still open i.e. no test cases proposed yet
Black: higher-layer headlines, introductions, covered by other requirement/test case.

{xy}: Number in curly brackets is current number of text cases for that requirement
Annex B:
Re-structured requirements
B.1
Introduction
B.2
Objectives
B.3
Security Functional Requirements (SFRs) 
B.3.1
Introduction
B.3.2
SFRs deriving from 3GPP specifications [1338] {15}

                             2G SIM access forbidden

                                Inclusion of RAND, AUTS
                             Integrity check of Attach message

                             Not forwarding EPS authentication data to SGSN

                             Not forwarding unused EPS authentication between different security domains

                             Bidding down prevention

                             NAS integrity algorithm selection


                     NAS NULL integrity protection
                             NAS confidentiality protection

                             Bidding down prevention in X2-handovers

                             NAS integrity protection algorithm selection in MME change


                     Idle mode mobility into E-UTRAN forbidden for GSM subscribers


                     Handover into E-UTRAN forbidden for GSM subscribers
                                           SRVCC into E-UTRAN forbidden for GSM subscribers


                     Release of non-emergency bearers when authentication fails

B.3.3
Technical Baseline
B.3.3.1
Introduction
B.3.3.2
Protecting data and information 
B.3.3.2.1
Protecting data and information – general 
B.3.3.2.2
Protecting data and information in storage {2}

            TC_STR_CRYPTO_ALGO_1


            TC_KEY_STORAGE_ENCR_1
B.3.3.2.3
Protecting data and information in transfer {2}

            TC_PROTECT_DATA_INFO_TRANSFER_1

B.3.3.3
Protecting availability and integrity
B.3.3.3.1
Resource exhaustion attacks prevention {2}

           TC_RES_EXH_ATTACK_1


           TC_RES_EXH_ATTACK_2
B.3.3.3.2
Boot from intended memory devices only {1]}

           TC_BOOT_INT_MEM_1
B.3.3.3.3
System handling during overload situations 
B3.3.3.4
System robustness against unexpected input. 
B.3.3.3.5
MME software package integrity {1}


           TC_SW_PKG_INTEGRITY_1
B.3.3.4
Authentication and authorization
B.3.3.4.1
Authentication policy
B.3.3.4.1.1
System functions shall not be used or accessed without successful authentication and authorization.

B.3.3.4.1.2
Accounts shall be used that allow unambiguous identification of the user. 
B.3.3.4.2
Authentication attributes
B.3.3.4.2.1
Accounts shall be protected by at least one authentication attribute. 
B.3.3.4.2.2
Predefined accounts shall be deleted or disabled. 
B.3.3.4.2.3
Predefined or default authentication attributes shall be deleted or disabled. 
B.3.3.4.3
Password policy
B.3.3.4.3.1
Password structure 
B.3.3.4.3.2
Password changes
B.3.3.4.3.3
Protection against attacks

B.3.3.4.3.4
Hiding password display

B.3.3.4.4
Specific Authentication use cases 
B.3.3.4.5
User account lock-out policy 
B.3.3.4.6
Authorization and access control
B.3.3.4.6.1
Authorization policy
B.3.3.4.6.2
Role-based access control
B.3.3.5
Protecting sessions 
B.3.3.6
Logging
B.3.3.6.1
Security event logging
B.3.3.6.2
Log transfer to centralized storage
B.3.3.6.3
Protection of security event log files
B.3.3.7
Personal privacy related features and functions 
B.3.4
Operating Systems
B.3.4.1
Availability and Integrity 
B.3.4.1.1
Handling of growing content
B.3.4.1.2
Handling of ICMP
B.3.4.1.3
Handling of IP options and extensions
B.3.4.2
Authentication and Authorization
B.3.4.2.1
Authenticated Privilege Escalation only
B.3.5
UNIX
B.3.5.1
System account identification [1347] {1}

              Unique system account identification
B.3.6
Web Servers
B.3.6.1
HTTPS [1343] {1}

            Traffic protection mechanisms on OAM interface
B.3.6.2
Logging
B.3.6.2.1
Webserver logging
B.3.6.3 [new]      User sessions [1269]

B.3.7 
Network Devices
B.3.7.1 
Protection of Data and Information [Refer to B.3.3.2.3] 
B.3.7.2 
Protecting availability and integrity [1428] {1}

              TC_PACKET_FILTERING
B.3.7.3 
Logging
B.3.7.3.1
Network device security event logging
B.4 
Security Requirements related to Hardening
B.4.1 
Introduction
B.4.2 
Technical Baseline 
B.4.2.1
No unnecessary or insecure services / protocols 
B.4.2.2
Restricted reachability of services [1428] [Refer to B.3.7.2]
B.4.2.3
No unused software
B.4.2.4
No unused functions
B.4.2.5
No unsupported components
B.4.3 
Operating Systems
B.4.3.1
IP-Source address spoofing mitigation
B.4.3.2
Minimised kernel network functions [1433] {6}

               TC_IP_FWD_DISABLING



               TC_PROXY_ARP_DISABLING


                 TC_DIRECTED_BROD_DISABLING


                 TC_ IP_MULTICAST_HANDLING


               TC_GRATUITOUS_ARP_DISABLING


               TC_BROADCAST_ICMP_HANDLING 
B.4.3.3
Automatic launch of removable media
B.4.3.x
Syn flood… [1435] {1}

                      TC_SYN_FLOOD_PREVENTION
B.4.4
UNIX 
B.4.5
Web Servers
B.4.6
Network Devices 
B.4.6.1
Traffic separation
B.5
Basic Vulnerability Testing (BVT) requirements [1429] 
B.5.1
Introduction
B.5.2
Port Scanning {1} 

                         TC_BVT_PORT_SCANNING

B.5.3
Vulnerability Scanning  {1} 

                      TC_BVT_VULNERABILITY_SCANNING
B.5.4
Robustness and fuzz testing  {1} 

                      TC_BVT_ROBUSTNESS AND FUZZ TESTING
