3GPP TSG SA WG3 (Security) Meeting #79
S3- 151451
20-24 April 2015 Nanjing(China)

revision of S3-151301
Source:
Motorola Solutions, Airbus, Sepura, Thales, UK Home Office
Title:
Key issue for MCPTT TR – traffic analysis threats for on-network operation
Document for:
Approval 
Agenda Item:


Work Item / Release:
Release 13
Abstract of the contribution:

This contribution proposes threats relating to traffic analysis as a key issue for on-network MCPTT operation
1. Introduction 

There are a number of threats against an MCPTT service.  This contribution proposes capturing the threats related to traffic analysis in the form of a pCR.
2. Threat opportunities 
Traffic analysis is possible if an attacker can derive the mapping of a user identity to his subscription and then observe the usage of that subscription (e.g. if he has access to the EPS or its interfaces).  A user identity may have a descriptive format, and may reveal information concerning the user and the organisational structure.  MCPTT users may require their identities to be confidential from the PLMN provider, as well as external attackers.   Certain users are more sensitive than others (e.g. covert users, or those involved in solving serious crimes) and rely on obscurity by dilution within the overall user pool ; their identites therefore have increased sensitivity.  MCPTT groups are generally assigned to roles (e.g. traffic police, serious crimes etc) and therefore identifying these groups and the users who are currently affiliated to these groups provides in insight into user operations.  Additionally identification of called or calling addresses, both within the MCPTT application and within external networks, can give a further insight into a user’s role or duties.  Successful traffic analysis may lead to further threats such as impersonation, denial of service or jamming.
3. Proposal 

The following text is proposed to include these threats in the MCPTT TR.
**********************************Start of First Change**************************************

5.x.x
Key Issue # x.x: On-Network Operation: traffic analysis
5.x.x.1
Issue details
MCPTT users shall require their identities to be confidential, and some specialist users will be particularly sensitive to any form of traffic analysis which could result in details of their operations or operational roles being deduced.  Additionally recovery of identities and signalling patterns may reveal information concerning organisational structure, or ongoing operational activities.  Identified users may also become targets for impersonation, or for denial of service attacks such as jamming.
5.x.x.2
Security threats
a) Matching of user identity with subscriber terminal identity 

The user can be identified by the subscription in use, enabling tracking by non security cleared personnel or a skilled adversary intercepting identities sent in clear at registration or finding a vulnerable point in the network.

b) Identifying highly secure users within user pool

Certain specialist users have much higher demands for security and are very sensitive to identity and location, and should not stand out within the greater volume of public safety users.

c) Identification of group addresses

Group addresses relate to operational roles, and identification of these allows analysis of user movements and operational behaviour.

d) Identifying user affiliation to groups

Identification of user affiliation to groups can provide information on the operational roles of a user at a particular point of time, and the numbers of affiliations to a group at any one time provides further information to an adversary.

e) Identification of called or calling numbers

Identification of called or calling parties of calls made to or from any user both can provide information about that user’s current role, and also can expose the identities and roles of the that other party.

f) Identification of users by consistent use of higher priorities

Some users may need to consistently use higher priority, for example due to role or seniority, and may become visible due to this.
5.x.x.3
Security requirements
a) The MCPTT service shall provide a means to support confidentiality of MCPTT user identities from all entities outside the MCPTT service.  

b) The MCPTT service shall provide a means to support confidentiality of MCPTT signalling from all entities outside the MCPTT service.  
**********************************End of First Change***************************************

