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[bookmark: _GoBack]Abstract of the contribution: The present contribution addresses the UNIX-type hardening requirements of 33.806 Ch. 7 and proposes a more holistic, yet basic, set for the Annex B4.4a new Annex F. Due to the nature of this requirement domain, the concepts of sub-requirements and sub-test cases are introduced, together with the notion of that also “partial pass” being one possible test outcome. 


For original introduction and discussion text, we refer to S3-151337, omitted here for simplicity and space. Change marks are not used in this introductory text.
After S3-151337’s first SCAS meeting session, at SA3#79, it was proposed to place the pCR material of S3-151337 in Annex C, instead of in Annex B. Suggested final resaons for not accepting into Annex B were:
· A still pursued hope to generalize any proposed UNIX hardening requirements, so that they become not specific to UNIX/Linux (e.g., applicable to also Windows), c.f. S3-142568 of SA3#77.
· The proposed requirement types might be in need of some maintenance (over the years)
TeliaSonera would like to reiterate TeliaSonera view:
· Strive to generalize will lower the quality and raise the level of randomness: in the selection of requirements (e.g., risk of omitting a requirement for the sole reason that it cannot be generalized), and in their formulations including that of the test cases.
· The need for maintenance is similar to (and as small as) several other SCAS requirements. In particular, the level of need is no different to the Annex B Web Server hardening requirements of Detsche Telekom catalogue.
When attempting to place material into Annex C, some conceptual problems were encountered: a) this material is not Deutsche Telekom material (being the title of Annex C), b) it differs somewhat in style, in particular c) it contains also test cases (which the meeting wanted to keep). Therefore it seems not well fitted to Annex C. Instead a new Annex F is hereby proposed, that might be used for also other catalogue or external-source material.

***START OF CHANGES  ***
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Annex F:	Requirements from other sources

[bookmark: _Toc404333609][bookmark: _Toc404333854][bookmark: _Toc404714162][bookmark: _Toc404966025]F.1	TeliaSonera catalogue (extracts)
F.1.1	UNIX hardening requirements

 ‘UNIX’ refer here to any UNIX- or Linux-component used by the MME. ‘Requirement Description’ is here divided into sub-requirements U1, U2, etc, under which a brief motivation is also given. Associated sub-test cases in Annex F1.2 are correspondingly labelled as TU1, TU2, etc. 
	NOTE:  All sub-requirements listed below may not always be relevant for all UNIX/Linux-components in all MME implementations. For example, depending on how root vs other system accounts are used. 
Requirement Name: UNIX/Linux hardening
Requirement Reference: tba
Requirement Description:
U1.  The umask for root is highly restricted. 
Because initial file permissions on files created by root should be safe.

U2.  The ”.” does not exist in the search path for root.
To avoid that root by mistake executes unknown programs in the current directory.

U3.  None of root’s initiation files executes files owned by anyone else except root.
Unknown code could be executed by mistake.

U4.  There are no root owned files that have write permissions for other system users.
Unknown code could be executed by mistake.

U5.  Core files are only readable for root.
The crash files (named core) could contain sensitive information.

U6.  There are no remote-shell or .netrc files in all users home directories, especially root’s.
The .rhosts is only used if rshd or rexecd is started, .netrc contains login data for ftp, but these files should not exist for security reasons.

U7.  Crontab and at shall have correct user access and file permissions. 
Only authorized user shall be able to run ‘cron’ or ‘at’ jobs. Unknown code could be executed by mistake if not proper file permissions.

U8.  The configuration file of the inet daemon is owned and only writeable by root.
Unknown code could be executed by mistake.

U9.  The ”Services file” is owned and only writeable by root.
Unknown code could be executed by mistake.

U10.  Sticky bit is set on all directories where everyone has write permissions.
Files in the directory can only be renamed or removed by the owner of the file, the owner of the directory or root if sticky bit is set on a directory. If it is not, all users can remove each others’ files.

U11.  The number of SUID- and SGID-set files are minimized and have not write permissions for 
anyone else but the owner.
Because these files run as higher level of privileges they are a common way to use for attackers. Modification of these types of files can lead to execution of unknown code with privileges.

U12.  Protect the bad user log-file (btmp) from users.
If someone happens to write their password in the user id field, it could be stored in the lastb file. Therefore this file should not be readable by users.

U13.  Restictive directory rights shall be used on users‘ home directory.
To secure sensitive infomation from other users on the system

U14.  The password file is shadowed and hard hashes shall be used.
Only the root user should have access to this information.

U15.  Root should have an own home directory.
Root’s own files should not be in the root (/) of the file system.

U16.  Root is only allowed to log on via console, not by the network.
The superuser account should be used with care. Also it is better to use a personal account to login and the do su or use sudo to get root privileges because of the traceability.


Security Objective references: tba.
Test cases: See Annex D.
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.
F.1.2 	UNIX hardening test cases
Test Name: UNIX hardening
Requirements: Requirements Reference- UNIX hardening
Purpose:
Verify that the UNIX/Linux when used in any MME component is sufficiently secured. The tests should verify that the sub-requirements as listed in F1.1 are adhered to. Due to the use of several sub-requirements, the test outcome can be complete pass, partial pass, or fail.
Procedure and execution steps:
Pre-Conditions:
· The MME is powered on
· The MME is loaded with its operating system(s) and applications, and ready for operational use
· UNIX/Linux command shell for OS-level access is available
Execution Steps
Sub-requirements U1, U2, etc, as listed in B4.4, are here associated with sub-test cases and using corresponding labels TU1, TU2, etc:
1. TU1. Check the umask setting for root, and that it is at least set to 027. 
Make sure that the command umask 027 is executed when root is logged in. Mode 027 is the default rights of -rw-|r--|--- . This should be in the appropriate file depending of which shell that is used (shell-script start files): 
/etc/profile
/etc/csh.cshrc
/etc/csh.login
~/.profile
~/.login
~/.cshrc
~/.xinitrc
~/.tcshrc
~/.bashrc
~/.bash-profile
1. TU2. Check that “.” does not exist in search path for root.
Check manually as root: echo $PATH 
Check all the shell-script start files mentioned in item TU1.
1. TU3. Check that none of root’s initiation files executes file owned by anyone else except root.
Check all the shell-script start files mentioned in item TU1 and also the file: /etc/csh.logout .
1. TU4. Check that there are no root-owned files have write permissions for other system users.
Check status by issuing the command: find / -user root -a -type f -a \( -perm -2 \) -exec ls -la {} \;
[To change permissions, use chmod o-w <filename> and chmod g-w <filename>: find / -user root -a -type f -a \( -perm -2 \) -exec chmod g-w,o-w {} \; ]
1. TU5. Check that core files are not readable for groups or others.
Find possible core files and their permissions by issuing the command: find / -user root -name core -type f
Check that core file readability is only for root. (Note:  in maintenance, when applicable, this should be done regularly with scheduled cronjob.)
1. TU6. Check that there are no remote-shell or .netrc files in all users’ home directories, especially root’s.
Check all home directories for occurrence of .netrc or .rhosts. Even after host.equiv in /etc directory. 
Issue the command: find / -name .netrc -o -name .rhosts -o -name hosts.equiv
and check (existance) of the files returned. 
1. TU7. Check that crontab and at has correct user access and file permissions.
Use the files: /etc/cron.allow and /etc/cron.deny for controlling which users that can create crontab jobs.
Use the files: /etc/at.allow and /etc/at.deny for controlling which users that can create at jobs.
Check that no files referenced from cron that have write permissions for anyone else but the owner.
Check the same for the file: /etc/crontab 
Check the same for files in these directories in /etc/: cron.daily/ cron.hourly/ cron.weekly/ cron.montly/ . 
1. TU8. Check that the configuration file of the inet daemon is owned by root with permissions 644.
This should be done even if the inet daemon is disabled. 
Check owner: ls -la /etc/xinetd.conf
[To set permissions: chmod 644 /etc/xinetd.conf .]
1. TU9. Check that the ”services file” is owned by root with the permissions 644.
Check owner: ls -la /etc/services
[To set permissions: chmod 644 /etc/services ]
1. TU10. Check that sticky bit is set on all directories where ”world” has write permissions.
Finds directories writable to ”world”: find / -type d -perm -2 -exec ls -ldg {} \; 
[To set sticky bit: find / -type d -perm -2 -exec chmod +t {} \; 
Or to do it manually: chmod +t <dir> ]    
1. TU11. Check that the number of SUID- and SGID-set files is minimized and that they have not write permissions for anyone else but the owner.
This can be checked by issuing the following commands, collecting the data:
SUID:       find / -perm -4000 -type f -exec ls {} \; > suid_files.txt
SGID:       find / -perm -2000 -type f -exec ls {} \; > sgid_files.txt
Check (in these outputs) that files therein are NOT writable to others than the owner. Minimize the number of files set to SUID or SGID. Only su and passwd needs to have these flags set on a system serving shell accounts for ordinary users. You may need to let other files used (e.g. sudo) to keep the SUID or SGID flag. The main objective is to get rid of the most files having these flags set.
[To remove the SUID bit on all files: chmod u-s `cat suid_files.txt`  Check with ls -la `cat suid_files.txt`
To remove the SGID bit on all files: chmod g-s `cat sgid_files.txt`  Check with ls -la `cat sgid_files.txt`
To re-set the SUID bit on su and passwd: chmod u+s /bin/su /usr/bin/passwd
When mounting volumes use the read only (ro) and disallow suid execution (nosuid) options if possible.]
1. TU12. Check to protect the bad user log-file (btmp) from users.
Make sure that root is owner and the file has the permissions 600: /var/log/btmp (check also that file exists).
For Linux: check also the file: /var/log/secure (SSH stores the failed logins here) 
1. TU13. Check that restrictive directory rights are used on users’ home directory.
Check in the /etc/passwd file what directory users is using by running thecommand: cut -d: -f1,6 /etc/passwd
List the rights on all users directorys, eg: ls -lad /home/*
Do not forget root's home directory, eg: ls -lad /root
Make sure that the permissions for others and the group are removed (drwx------)
1. TU14. Check that the password file is shadowed 
Check that system is delivered with shadowed password file. 
1. TU15. Check that root has an own home directory, different from the root of the file system (/).  
Check: a) in the passwd file that root has this directory (normally: /root ) as home, b) that this directory exists, and c) that only root has here read and write permissions and that other users here have no, i.e.zero, permissions. 
1. TU16. Check that root is only allowed to log on via console, not via network.
Check that the row “console” is in the file /etc/securetty .
Check that no other device types are in represented the file, except in the case of Linux systems. For Linux: there should normally also be a row “tty1” (also “tty2”, “tty3”, etc), because of the use of several consoles. 

Expected Results:
See instructions under respective sub-test case. 
Expected overall result, per any component of MME where UNIX/Linux is used, is one of: 
· complete pass
· partial pass (and showing which sub-requirements are not passed)
· fail 
If a sub-requirement can be motivated as being clearly non-applicable to a certain MME-component implementation, then those sub-tests can be excluded and that sub-test outcome can be excluded from the result presentation.

Expected format of evidence:
A brief report of test result per sub-test should be provided, and a clear motivational comment in case the sub-requirement is ‘not applicable’. This should be backed up by output files when applicable (as per test instruction), snipshots, etc. Information on failed sub-tests must be given.



***	END OF CHANGES ***
 

