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Abstract of the contribution:

The present contribution proposes text on GTP-C filtering to be included in clause B.3.7.2. 

1 Introduction
The present contribution does not intend to cover the entire clause B.3.7.2 “Protecting availability and integrity”, but only the aspect of GTP-C filtering. It is part of a larger discussion conducted over the SA3 list and at SCAS conf calls. 
The main idea behind the present contribution is that filtering functions may be performed on the MME itself or on a firewall in front of it. It does not matter so much where the filtering functions are performed, but that it is guaranteed that they are performed at all. In order to capture this situation the notion of ‘conditional requirement’ is introduced. 
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+++START OF CHANGES +++
[bookmark: _Toc404333603][bookmark: _Toc404333848][bookmark: _Toc404714156][bookmark: _Toc411028263][bookmark: _Toc411029470]B.3.7.2 	Protecting availability and integrity
Editor’s note: relates to Req 3.42-15 in DT’s catalogue, no equivalent in main body of TR.  
B.3.7.2.x	GTP-C Filtering
Requirement Name: GTP-C Filtering
Requirement Reference: to be done later
Requirement Description:
The following capability is conditionally required:
· For each message of a GTP-C-based protocol, it shall be possible to check whether the sender of this message is authorised to send a message pertaining to this protocol.
NOTE 1: The check could be performed e.g. against a whitelist or blacklist of permitted message type / sender identity combinations.
· At least the following actions should be supported when the check is satisfied:
· Discard: the matching message is discarded
· Accept: the matching message is accepted
· Account: the matching message is accounted for, i.e. a counter for the rule is incremented. This action can be combined with the previous ones. This feature is useful to monitor traffic before its blocking.
This requirement is conditional in the following sense: It is required that at least one of the following two statements holds: 
· The MME supports the capability described above and this is stated in the product documentation.
· The MME product documentation states that the capability is not supported and that the MME needs to be deployed together with a separate entity which provides the capability described above. 
NOTE 2: Such a separate entity could e.g. be a GTP Firewall. 
NOTE 3: Test cases for this separate entity are not provided in the present document, but are believed to be similar to them. 
Threat References: tba
Security Objective references: tba.
Test case: TBD
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