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Abstract of the contribution:

This comment on S3-151336 proposes that the requirements proposed in S3-151336 be factored into a key issue.
Contribution S3-151336 proposes a set of security requirements to ensure that Ambient listening functionality is used appropriately. 

This contribution does not change the content of the original contribution, but proposes that the requirements are factored into the form of a 'Key Issue'. Correspondingly, some text is added to support the clarity and completeness of the Key Issue.
*******************************Start of 1st Change***************************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1]. Additionally, terms and definitions given in 3GPP TS 22.179 [2] apply in this document.
Ambient Listening: The ability to remotely activate the microphone on a user’s terminal (as long as the radio is turned on) without that person’s knowledge and to hear what is happening or being said in the immediate vicinity of the microphone.  The monitoring is carried out using the standard Dispatcher equipment in the Control Room.
Discreet Listening: A service enabling an authorised user like a dispatcher to covertly (secretly) monitor the calls in progress
*******************************end of 1st Change***************************************
*******************************Start of 2nd Change***************************************
6.X
Key Issue #X: Ambient Listening

6.X.1
Key issue details

Ambient Listening is a feature that allows an authorized MCPTT User, typically a dispatcher, to cause an MCPTT UE to initiate a call which results in no indication on the MCPTT UE that it is transmitting. Ambient Listening can be initiated by an authorized MCPTT User who wants to be listened to by another remote authorized MCPTT User or can be initiated by a remote authorized MCPTT User who wants to listen to another MCPTT User. 
The facility has several possible uses including protecting communities and radio users, however it is recognised that it may impact on the personal privacy of handset users and members of the public and therefore needs to be properly controlled and used.    
Situations where Ambient Listening may be activated include 

1. For monitoring a confrontational situation to ensure user safety, locating a handset user with whom contact has been lost or to locate a lost or stolen radio terminal. 

2. During hostage negotiation to allow a coordinator to monitor a situation remotely or as an alternative to a field telephone in siege situations.   

3. As an investigation tool for evidence gathering in cases of suspected gross misconduct of staff or evidence gathering in criminal cases. In both these later cases, security       
6.X.2
Security threats 

Misuse of the Ambient Listening feature causes an impact on the privacy of the MCPTT User or it causes the unauthorised disclosure of sensitive information.

6.X.3
Security requirements
Specific roles in the organisation and shall be identified to authorise and activate Ambient Listening and privileges shall be assigned to these  roles to activate and register the use of ambient listening     

The activation of the Ambient Listening functionality shall be automatically registered by the system and will be stored as an ‘event’ by the system

Any decision to activate Ambient Listening, or review of such a decision, may also be recorded in a suitable incident log unless to do so would interfere with the purpose for which the functionality is being used ie in situation 3 above .  If this is the case the authorisation must be recorded elsewhere as appropriate.

A radio user should be told as soon as possible that they are, or have been, subject to Ambient Listening and the reason why the functionality was activated.  The fact they have been informed, by whom and when, should be recorded in a suitable log.
*******************************End of 2nd Change***************************************
