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Abstract of the contribution:
The present contribution proposes text for clause B.4.5 “HTTPS” in TR 33.806, based on requirements in Annex C (DT’s catalogue). 

1 Introduction
The clause addressed in the present contribution is B.4.5 “Web Servers” (hardening). The structure of the present contribution is as follows: 
Section 2 lists existing relevant requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. One flat sub-structure was created in B.4.5 for all requirements, i.e. no distinction between installation and configuration as this was not deemed relevant for SECAM. The TOE is expected to be installed and configured before testing starts.
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]
2 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains the following section on Web server hardening.
+++START OF CHANGES to Annex C (DT’s catalogue) +++


[bookmark: _Toc401747899][bookmark: _Toc401748939][bookmark: _Toc404333647][bookmark: _Toc404333892][bookmark: _Toc404714200][bookmark: _Toc411028317][bookmark: _Toc411029524]C.5.	Web Servers (3.03)
[bookmark: _Toc401747900][bookmark: _Toc401748940][bookmark: _Toc404333648][bookmark: _Toc404333893][bookmark: _Toc404714201][bookmark: _Toc411028318][bookmark: _Toc411029525]C.5.1.	Introduction
These requirements may be applicable for the MME if it offers a Web server, e.g. for an OAM interface.

[bookmark: _Toc401747901][bookmark: _Toc401748941][bookmark: _Toc404333649][bookmark: _Toc404333894][bookmark: _Toc404714202][bookmark: _Toc411028319][bookmark: _Toc411029526]C.5.2.	Requirements on web server software

Note: Original section contained only requirements inherited from the baseline security 3.01 that were deemed relevant for the MME SCAS.

[bookmark: _Toc401747902][bookmark: _Toc401748942][bookmark: _Toc404333650][bookmark: _Toc404333895][bookmark: _Toc404714203][bookmark: _Toc411028320][bookmark: _Toc411029527]C.5.3.	Installation requirements


	 Req 3.03-3            All web server processes must not run with system privileges.	Comment by DTAG3: Taken as requirement name and text in B.4.5.1

If a process is started by a user with system privileges, execution must be transferred to a different user without system privileges after the start.	Comment by DTAG3: Taken as requirement text in B.4.5.1

Motivation: If the web server process runs with administrative privileges, an attacker who obtains control over this process may control the entire system.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data


[bookmark: _Toc401747903][bookmark: _Toc401748943][bookmark: _Toc404333651][bookmark: _Toc404333896][bookmark: _Toc404714204][bookmark: _Toc411028321][bookmark: _Toc411029528]C.5.4.	Configuration requirements



	 Req 3.03-4            HTTP methods that are not required must be deactivated.	Comment by DTAG3: Copied to C.4.5.2

Standard requests to web servers only use GET and POST. If other methods are required, they must be processed securely.	Comment by DTAG3: Taken into C.4.5.2 with modifications

Motivation: HTTP TRACE could be misused by an attacker. This method allows for debugging and trace analysis of connections between the client and the web server. The Microsoft IIS web server uses the TRACK alias for this meth­ od. Other HTTP methods could also be used to obtain information about the server, or they could be directly misused by an attacker.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.03-5            Any add-ons and components that are not required must be deactivated.	Comment by DTAG3: Copied to B.4.5.3

All optional add-ons and components of the web server must be deactivated if they are not required. In particular,	Comment by DTAG3: Copied to B.4.5.3
· CGI
· Server Side Includes (SSI)
· WebDAV

must be deactivated if they are not required.

Motivation: Each add-on, component or function can have security vulnerabilities.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources



 Req 3.03-7	If CGI is used, the CGI directory must not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).	Comment by DTAG3: Copied to B.4.5.4
Motivation: Using CGI, the web server communicates with runtime environments which could be misused to execute malicious software.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Disruption of availability
· Attacks can go unnoticed



	 Req 3.03-8            If CGI is used, the CGI directory must not be used for uploads.	Comment by DTAG3: Copied to B.4.5.5

Motivation: Using CGI, the web server communicates with runtime environments which could be misused to execute malicious software.
For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Attacks can go unnoticed



	 Req 3.03-9            If Server Side Includes (SSI) are active, the execution of system commands must be deactivated.	Comment by DTAG3: Copied to B.4.5.6

Motivation: The Server Side Includes (SSI) technology, which is implemented in most web server products as an additionally loadable module, can potentially be used by attackers. The “exec” function of SSI, in particular, could be used to execute system commands, which represents a risk.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Disruption of availability
· Attacks can go unnoticed



	 Req 3.03-12          Access rights for web server configuration files must only be granted to the owner of the web server processs or a user with system privileges.	Comment by DTAG3: Copied to B.4.5.7

Motivation: Configuration files may only be written by the owner of the web server process or a user with system priv­ ileges. Otherwise it would be possible for unauthorized users to change the configuration of the web server or to ob­ tain configuration information which could be used for an attack.

Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server.	Comment by DTAG3: Copied to B.4.5.7

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Disruption of availability



	 Req 3.03-13          Default content must be removed.	Comment by DTAG3: Copied to B.4.5.8

Default content (examples, help files, documentation, aliases) that is provided with the standard installation must be removed.	Comment by DTAG3: Copied to B.4.5.8

Motivation: By using examples, information could be obtained about the installed software (version). Examples can include security vulnerabilities.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.03-15          Directory listings (indexing) must be deactivated.	Comment by DTAG3: Copied to B.4.5.9

Motivation: Directory listings provide information on files and directory structure which could be misused.
For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.03-16          Information about the web server in HTTP headers must be minimized.	Comment by DTAG3: Copied to B.4.5.10

The HTTP header must not include information on the version of the web server and the modules/add-ons used.	Comment by DTAG3: Copied to B.4.5.10

Motivation: Any information about the web server could allow conclusions to be drawn about security vulnerabilities.

For this requirement the following threats are relevant:
· Attacks motivated and facilitated by information disclosure or visible security weaknesses


 Req 3.03-17	Web server information in error pages must be deleted. Default error pages must be replaced by user-defined error pages.	Comment by DTAG3: Copied to B.4.5.11

User-defined error pages must not include version information about the web server and the modules/addons used. Error messages must not include internal information such as internal server names, error codes, etc.	Comment by DTAG3: Copied to B.4.5.11

Motivation: Any information about the web server could allow conclusions to be drawn about security vulnerabilities.

Implementation example: Create own error pages without information about the web server product and version.

For this requirement the following threats are relevant:
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.03-18          File type / script mappings that are not required must be deleted.

File type or script mappings that are not required must be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.	Comment by DTAG3: Copied to B.4.5.12

Motivation: Script mappings define how scripts and programs are executed on the server. These mappings could provide a runtime environment for files which were placed by an attacker. This file execution must be blocked.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Unauthorized use of services or resources
· Attacks can go unnoticed



	 Req 3.03-20          The web server may only deliver files which are meant to be delivered.	Comment by DTAG3: Copied to B.4.5.13

Restrictive access rights must be assigned to all files which are directly or indirectly (e.g., via links or in virtual director­ ies) in the web server’s document directory. In particular, the web server must not be able to access files which are not meant to be delivered.	Comment by DTAG3: Copied to B.4.5.13

Motivation: If additional files or directories are integrated via links or virtual directories into the document directory of the web server, in particular, it is possible that a user can access files via the web server which he should not be al­ lowed to view. This must be prevented through careful configuration.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data



+++END OF CHANGES to Annex C (DT’s catalogue) +++

3  New text for Annex B.4.5 “Web Servers”

+++START OF CHANGES to Annex B+++
[bookmark: _Toc404333610][bookmark: _Toc404333855][bookmark: _Toc404714163][bookmark: _Toc411028279][bookmark: _Toc411029486][bookmark: _Toc404333599][bookmark: _Toc404333844][bookmark: _Toc404714152][bookmark: _Toc411028258][bookmark: _Toc411029465]B.4.5	Web Servers
Editor’s note: relates to Req 3.03-3, 4, 5, 7, 8, 9, 12,13, 15, 16, 17, 18,20  in DT’s catalogue, no equivalent in main body of TR.  
B.4.5.1	No system privileges for web server	Comment by DTAG3: New short headline
Requirement Name: All web server processes shall not run with system privileges.	Comment by DTAG3: Copied from C.5.3
Requirement Reference: TBA 
Requirement Description: 
All web server processes shall not run with system privileges. If a process is started by a user with system privileges, execution shall be transferred to a different user without system privileges after the start.	Comment by DTAG3: Copied from C.5.3
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.2	No unsused HTTP methods	Comment by DTAG3: new short headline
Requirement Name: HTTP methods that are not required shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-4
Requirement Reference: TBA 
Requirement Description: 
HTTP methods that are not required shall be deactivated. Standard requests to web servers only use GET and POST. If other methods are required, they shall not introduce security leaks such as TRACK or TRACE).	Comment by DTAG3: Taken from C.5.4 Req 3.03-4 with modification to explain "securely".
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.3	No unused add-ons	Comment by DTAG3: New short headline
Requirement Name: Any add-ons and components that are not required shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-5
Requirement Reference: TBA 
Requirement Description: All optional add-ons and components of the web server shall be deactivated if they are not required. In particular, CGI, Server Side Includes (SSI) and WebDAV shall be deactivated if they are not required.	Comment by DTAG3: Copied from C.5.4 Req 3.03-5 with editorials
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.4	No compiler, interpreter, or shell via CGI	Comment by DTAG3: New short headline
Requirement Name: If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).	Comment by DTAG3: Copied from C.5.4 Req 3.03-7 with editorials
Requirement Reference: TBA 
Requirement Description: : If CGI (Common Gateway Interface) is used, the CGI directory shall not include compilers or interpreters (e.g., PERL interpreter, PHP interpreter/compiler, Tcl interpreter/compiler or operating system shells).
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.5	No CGI uploads	Comment by DTAG3: New short headline
Requirement Name: If CGI is used, the CGI directory shall not be used for uploads.	Comment by DTAG3: Copied from C.5.4 Req 3.03-8 with editorials
Requirement Reference: TBA 
Requirement Description: If CGI is used, the CGI directory shall not be used for uploads.	Comment by DTAG3: Copied from C.5.4 Req 3.03-8 with editorials
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.6	No execution of system commands	Comment by DTAG3: New short headline
Requirement Name: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-9 with editorials
Requirement Reference: TBA 
Requirement Description: If Server Side Includes (SSI) are active, the execution of system commands shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-9 with editorials
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.7	Access rights for web server configuration	Comment by DTAG3: Copied from C.5.4 Req 3.03-12
Requirement Name: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges.	Comment by DTAG3: Copied from C.5.4 Req 3.03-12 with editorials
Requirement Reference: TBA 
Requirement Description: Access rights for web server configuration files shall only be granted to the owner of the web server process or a user with system privileges. Implementation example: Delete “read” and “write” access rights for “others.” Only grant “write” access to the user who configures the web server..	Comment by DTAG3: Copied from C.5.4 Req 3.03-12 with editorials
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.8	No default content	Comment by DTAG3: New short headline
Requirement Name: Default content shall be removed.	Comment by DTAG3: Copied from C.5.4 Req 3.03-13
Requirement Reference: TBA 
Requirement Description: Default content (examples, help files, documentation, aliases) that is provided with the standard installation of the web server shall be removed.	Comment by DTAG3: Copied from C.5.4 Req 3.03-13. Added "of the web server" to clarify that product documentation can stay
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.9	No directory listings	Comment by DTAG3: New short headline
Requirement Name: Directory listings (indexing) shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-15
Requirement Reference: TBA 
Requirement Description: Directory listings (indexing) shall be deactivated.	Comment by DTAG3: Copied from C.5.4 Req 3.03-15
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.10	Web server information in HTTP headers	Comment by DTAG3: new short headline
Requirement Name: Information about the web server in HTTP headers shall be minimized.	Comment by DTAG3: Copied from C.5.4 Req 3.03-16
Requirement Reference: TBA 
Requirement Description: The HTTP header shall not include information on the version of the web server and the modules/add-ons used.	Comment by DTAG3: Copied from C.5.4 Req 3.03-16
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.11	Web server information in error pages 	Comment by DTAG3: new short headline
Requirement Name: Web server information in error pages shall be deleted. Default error pages of the web server shall be replaced by error pages defined by the TOE vendor.	Comment by DTAG3: Copied from C.5.4 Req. 3.03-17. Modified to clarify the intention: vendor-defined errors instead of default ones.
Requirement Reference: TBA 
Requirement Description: User-defined error pages shall not include version information about the web server and the modules/addons used. Error messages shall not include internal information such as internal server names, error codes, etc.	Comment by DTAG3: Copied from C.5.4 Req. 3.03-17
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.12	Minimised file type mappings	Comment by DTAG3: New short headline
Requirement Name: File type or script mappings that are not required shall be deleted	Comment by DTAG3: Copied from C.5.4 Req 3.03-18
Requirement Reference: TBA 
Requirement Description: File type or script mappings that are not required shall be deleted, e.g., php, phtml, js, sh, csh, bin, exe, pl, vbe, vbs.	Comment by DTAG3: Copied from C.5.4 Req 3.03-18

Threat References: TBA
Security Objective References: TBA
Test Case: TBA
B.4.5.13	Restricted file access	Comment by DTAG3: New short headline
Requirement Name: The web server shall only deliver files which are meant to be delivered.	Comment by DTAG3: Copied from C.4.5 Req 3.03-20 (may only -> shall only)
Requirement Reference: TBA 
Requirement Description: Restrictive access rights shall be assigned to all files which are directly or indirectly (e.g., via links or in virtual directories) in the web server’s document directory. In particular, the web server shall not be able to access files which are not meant to be delivered.	Comment by DTAG3: Copied from C.4.5 Req 3.03-20
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

+++END OF CHANGES to Annex B +++

