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Abstract of the contribution: This contribution proposes an authentication mechanism for IOPS no backhaul case.
1. Introduction:
In SA2 TR 23.797, solution alternative under consideration “Solution 1: Solution based on Local EPC for No Backhaul case”, captures an editor for SA3 to study on the security procedures for Local EPC for no backhaul case.  In this contribution, a solution is proposed for mutual authentication between the IOPS UE and the Local EPC, which uses a different security key.
2. Proposed pCR
********************************First Change ******************************************
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********************************Next Change ******************************************
7.X 
Mutual Authentication for No Backhaul Case

7.X.1
Solution Description


Mutual authentication between the UE and the Local EPC is required for IP connectivity. Different IOPS keys Ki are indexed and are selected using the index value i. The IOPS keys are provisioned to the UE and to the local EPC network for IOPS network authentication by the mobile network operator or by the agency which administrating the IOPS mode of operators through the mobile network operator. For example:

K1 : Key used for Normal EPC authentication
K2 : Key used for Local EPC authentication
K3 : Key used for Local EPC authentication

Note: 
When an agency administrates the IOPS mode of operators, it entrusts the MNO for secure key provisioning and maintaining of confidentiality of the IOPS keys.

IOPS Ki is independent of IMSI and any number of keys is provisioned in the IOPS UE and the Local EPC, based on policy. By doing so, very limited number of keys is required for access control in the Local EPC and in the IOPS UE. The key Ki is selected among the active set by the Local EPC (may be for a particular UE) for mutual authentication and indicate the selected key index to the UE using the AMF. The procedure and messages sequence are detailed in the following sections.
7.X.2
Procedure


7.X.2.1
Authentication Flow


Authentication procedure is performed as follows:
1. The IOPS capable UE and the Local EPC are pre-configured with one or more IOPS authentication keys Ki, in addition to the subscription key.
2. When the backhaul is detected to be lost by the eNB, the eNB supporting IOPS mode transitions to IOPS mode 

3. The eNB advertises the PLMN ID for IOPS operation with Local EPC. 
4. The UE detects the IOPS PLMN ID in the cell and initiates attach procedure.
5. The UE sends the attach request including its IMSI

6. The Local EPC selects a key index from the active set or based on configuration and generated the IOPS AV. IOPS AV generation is detailed in sub clause 7.X.2.2 of this specification. The AMF in AUTN includes the selected key index.

7. The Local EPC sends the authentication request message to the UE, which includes the RAND and AUTN. 
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Figure 7.X.2.1-1 :  IOPS Authentication Flow
8. On receiving the Authentication Request, the UE generates the AUTN, RES and Key (KASME), based on the key index identified in AMF filed and its IMSI. Then the UE checks that the derived MAC is equal to the received MAC in the AUTN, if so then UE authenticates the Local EPC.
9. The UE derives further keys using the KASME  as specified in TS 33.401[xx]. 
10. The UE sends Authentication Response message to the Local EPC, including the RES.
11. The Local EPC verifies whether the RES equals XRES. If so the authentication is successful.  

12. Then SMC procedure is performed as specified in TS 33.401[xx]. The Local EPC grants access to the UE and further communication between the UE and the Local EPC are secured.
7.X.2.2
Generation of IOPS Authentication Vector
As multiple UEs may use the same Ki for authentication, cryptographically separate key per UE is needed. To derive cryptographically separate key per UE, IMSI is included as input for AV generation. The authentication vector generation is shown in Figure 7.X.2.2-1. 
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Figure 7.X.2.2-1:  Generation of IOPS authentication vectors
********************************End of Change ****************************************
Conclusion
SA3 is kindly requested to agree the pCR (section 2) for TR 33.997.
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