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Abstract of the contribution: This contribution proposes a solution to 1-1 security using the pre-provisioned group key
Discussion
Two members of a group may want to share a one-to-one communication rather than use one-to-many communications. Since they already share a PGK, the simplest solution would be to use this to generate a 1-1 communication session. This contribution proposes such as solution using the general one-to-one communication security set-up given in S3-151394. The proposal is simply for the initiating UE to supply the Group ID and PGK ID that it wants to generate the one-to-one keys from in the Direct Communication Request. It also includes a Nonce to calculate a session key. 
The other UE responds with the Direct Security Mode Command message (as described in S3-15rrr) that also includes a Nonce that is used to calculate the session key along with the initiator UE’s Nonce.

Proposal
It is proposed that SA3 agree to include the below pCR in the TR.
Proposed pCR

8.2.2
Solution for one-to-one communications with both UEs out of coverage
8.2.2.X
Solution 8.2.2.X: One-to-one communications using the group key
8.2.2.X.1
Solution overview

This solution shows how to members of the same group could use their pre-provisioned group key to establish one-to-one communications.  
8.2.2.X.2 Security procedures
Before the UEs start the process of establishing the one-to-one communication session, it is necessary that both UEs have obtained any needed authorisation to perform one-to-one communication, and have obtained the PGK(s) for their group. The establishment of the one-to-one communication session is as shown in figure 8.2.2.X.2-1. 
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Figure 8.2.2.X.2-1: Security set-up using PGK (the one-to-many communication group key)
1: UE_1 sends the Direct Communication Request message to UE_2. UE_1 include Group ID, PGK ID of the PGK it would use to send one-to-many communications for this group (see TS 33.303 [34]), Nonce_1 (a random number) and a DKSI (this gives the values of the Key Set Identifier for a security context created from the PGK).

2: UE_2 checks that the suggested PGK ID is one that it would be accept to receive one-to-many communication with (see TS 33.303). If so, it generates Nonce_2 (a random number) calculates KD-SESS (the key that will be used to protect this one-to-one communication session).
3: UE_2 then sends a Direct Security Mode Command message to UE_1 (as described in subclause XXX
). It includes the DKSI from step 1 to indicate the security context used to protect this message and Nonce_2. This message is integrity protected with an integrity key generated from the KD-SESS.
4: UE_1 retrieves Nonce_2 from the Direct Security Mode Command message and calculates KD-SESS from the PGK, Nonce_1 and Nonce_2. It then checks the integrity protection of the message using the integrity algorithm indicated in the messages (see XXX
) and an integrity key generated from the KD-SESS.
5: UE_1 responds to UE_2 with a Direct Security Mode Complete message which is integrity protected. 
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