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Abstract of the contribution: This contribution proposes a new solution for protection of the confidentiality of ProSe Codes in Restricted Discovery. Solution of this document is similar to solution #8.3.2 but this one can also be used when discovery is based on the use of mask and partial matching of ProSe Code. This solution has been specified as an optional feature; however, it can easily be modified as mandatory. 
1 Introduction 
In SA3 #79, the solution #8.3.2 for security for restricted discovery was agreed to be incorporated into the SA3 TR 33.833. This contribution proposed a new solution to the same problem which can also be used with partial matching of ProSe Codes.
2 Proposal

It is proposed to add the following pCR to TR 33.833.

3 pCR
***
BEGIN CHANGES
***
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8.3.x
Solution #8.3.x: Confidentiality of ProSe identifiers in PC5 interface 
8.3.x.1
New definitions specific to this solution 
dCK: Discovery Confidentiality Key is a shared secret between two or more ProSe UEs optionally used to encrypt/decrypt ProSe Code, ProSe Query Code or ProSe Response Code sent over the air in PC5 interface. 
Temporary Decryption Mask: A PC5 message specific temporary mask optionally used to decrypt protected ProSe Code, ProSe Query Code or ProSe Response Code in that message. The UE needs the Discovery Confidentiality Key to produce the mask. 

Temporary Encryption Mask: A PC5 message specific temporary mask optionally used to encrypt protected ProSe Code, ProSe Query Code or ProSe Response Code in that message. The UE needs the Discovery Confidentiality Key to produce the mask.
8.3.x.2
General

This solution addresses Key Issue #7.3.1 in the current document addressing the risk of tracking of UE or a group of UEs when the same codes (e.g. ProSe Code, ProSe Query Code or ProSe Response Code) are repeatedly sent on PC5. This solution assumes that even without encryption a ProSe UE possesses a filter that includes a code, and a mask. The ProSe UE needs to be able to discover not only a full code, but also a fragment of a code that may indicate for example that the code is related to some group, organization or application. Discovery of certain part of the code is assumed to done using a procedure similar to the Release 12 match event specified in [x, clause 6.2.3.4]. This procedure includes calculating a bitwise AND operation between the code and the mask. This essentially means that several different codes received from the PC5 interface may need to be discovered using a single Discovery Filter.
This solution is using a similar principle of changing the ProSe identifiers announced/broadcases over the air interface than solution #8.3.2. Instead of using a one-way hash function to create temporary identifiers, this solution is using the hash function to create a Temporary Encryption/Decryption Mask. Encryption/decryption operations are done using a bitwise XOR operation between the ProSe Code and the Encryption/Decryption Mask. 

8.3.x.3
Solution details 
The proposed Temporary Encryption/Decryption Mask is counted using a one-way hash function. Fresh input to the calculation of the mask is provided by using the MIC related to the message. In the encrypting UE side, the MIC has been counted before the encryption operation. In the decryption UE side, the MIC is visible as a clear text in the message received from the PC5 interface. There is also a shared secret component that is called here as Discovery Confidentiality Key (dCK). dCK is the other input to the one-way hash function in order to make the Encryption/Decryption Mask unique between certain UEs. It is assumed that the used one-way hash function produces longer than 184 bits output, and the output needs to be truncated to match the length of the code. 184 bits is the current maximum length of the code, but this solution will propose that the length of the Temporary Encryption/Decryption Mask vary in length between 161-181 bits. Figure 8.3.x.3-1 demonstrates the process of creating the Temporary Encryption/Decryption Mask.
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Figure 8.3.x.3-1: Creation of Temporary Encryption/Decryption Mask
This solution proposes that only part of the ProSe Code is encrypted. The PLMN ID part of the ProSe Code is not encrypted because it does not include sensitive data and by leaving this part as a clear text, the solution makes it possible for the receiving UE to ignore some messages without doing the decryption operation. Temporary ID part of the ProSe Code is encrypted if encryption feature is used. This essentially means that the PLMN ID part tells the length of the Temporary Encryption/Decryption Mask which is between 161-181 (184 bits minus PLMN ID bits where PLMN ID bits vary between 3 and 23 in length). 
Each PC5 message includes an 8-bits long Message Type field. This field is used to indicate the type of the discovery, e.g. Open, Restricted, Model A, Model B. It is proposed that one new bit is reserved for indicating if the ProSe Code carried in the PC5 is encrypted or not. This encryption bit could potentially apply to all discovery types. The encryption bit makes it possible to do some filtering before decryption operations. For example, UE that is interested in encrypted codes only, can leave all unencrypted codes unprocessed. UE that is interested in clear-text codes only, can leave all encrypted codes unprocessed. 
NOTE1: There is no technical reason why the PLMN ID part of the message could not be encrypted. The proposal is based only on efficiency reasons. If the PLMN was owned by e.g. a public safety organization, encrypting also the PLMN part could make sense. It is recommended that if both variants are standardized, they are given two different Message Type indicators in order to facilitate interoperability between the UEs. 
NOTE2: This mechanism is assumed to be optional; however, it can easily be modified as a mandatory feature to cover all Restricted Direct Discovery messages sent over PC5 interface. If made mandatory, the new encryption indication bit added in this solution to the Message Type is not needed because all codes are encrypted. 

Figure 8.3.x.3-2 demonstrates the decryption operation. 
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Figure 8.3.x.3-2: Decryption of the ProSe Code received over the PC5 in restricted discovery messages

8.3.x.4
Distribution of Discovery Confidentiality Keys 
Editor’s note: Distribution of dCKs is FFS. It is currently assumed that dCK are distributed with the Discovery Keys related to the protection of PC5 interface with Message Integrity Codes. However, there are currently many alternative solutions, and it is not clear which one should be used. Alternatively, each security solution wishing to use this solution as a mechanism for encrypting the codes in PC5 interface are free to specify how the dCK could be distributed in relation to Discovery Keys. 
***
END CHANGES
***
