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Abstract of the contribution: 
1 Introduction 
This contribution proposes conclusions to TR 33.895. Consequently, editor's notes referring to conclusions are proposed to be removed. 
2 pCR 
***
BEGIN CHANGES
***
8
Conclusions


The present study has investigated and evaluated existing interworking solutions between SSO frameworks and 3GPP authentication mechanisms against the SA1 requirements in TS 22.101. New solutions have also been proposed. The objective was to identify if the SA1 requirements give rise to further specification work in SA3.
Issue 1 Presence of the registered user

Most of the investigation focused on SA1 requirement on confirming the presence of the registered user (clause 7.3). Since the current 3GPP defined SSO mechanisms authenticate the USIM and not the human user, a set of solutions for performing two-factor authentication (username/password as first factor and GBA-OpenID as second factor) were proposed. Username/password mechanisms, which are not using 3GPP credentials, are out of scope of 3GPP. Such two-factor authentication mechanism(s) could be documented in a 900-series TR, e.g. by extending TR 33.924 with two-factor aspects or starting a new 900-series TR. On the other hand, at least some of the proposed two-factor authentication mechanisms could be implemented without any impacts to 3GPP specifications. 
Conclusion 1:  It is concluded that no further 3GPP work is envisaged for this functionality. 
Also related to the SA1 requirement on confirming the presence of the registered user, a solution for ensuring user consent for using GBA for a service like SSO was proposed (clause 7.4). GBA, as specified today, does not provide means for confirming that the authorized user is present and gives consent for using GBA keys for an application. Specifying such a solution would require TS changes, e.g. in TS 33.220.  Even though specifying such a solution could be a useful addition to GBA in general there does not seem to be a strong requirement or need for such functionality.
Conclusion 2: It is concluded that no further 3GPP work is envisaged for this functionality. 
Issue 2 Authorization function in the UE

Clause 7.4 includes a proposal for functional architecture of an authorization function within the UE to perform the local user authentication. Such authorization function and mechanisms for providing authentication or authorization policies from the Service Provider/NAF to the authorization function in the UE or mechanisms for negotiating local user authentication capabilities are regarded to be out of scope of 3GPP. 

There is a related SA1 requirement, which states that "The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application to satisfy policies of the Data Application Provider." However, the requirement is about the 3GPP SSO Service and Data Application Provider, but not about the UE. Furthermore, such policies can be coordinated between the 3GPP SSO Service and Data Application Provider with out of scope mechanisms. 

Conclusion 3: It is concluded that no further 3GPP work is envisaged for this functionality, 
Editor's comment: and consequently the editor's notes in 7.4.2.2, 7.4.2.3 and 7.4.3 are proposed to be removed. This is implemented in accompanying pCR S3-151379.

Issue 3 Third party user identities 

Another investigated SA1 requirement was on transparency of 3GPP SSO service when using third party user identities and configuration of those identities. The requirement is met by the current 3GPP SSO mechanisms (especially GBA-OpenID), since third party user identities are enabled by USS (User Security Settings) of GBA. A solution for mapping the third party user identities to USS instead of using configuration (as proposed in clause 7.5) could be beneficial for using GBA with SSO frameworks. Specifying such solution would require TS changes, e.g. in TS 33.220.  Since the SA1 requirement is met with current configuration possibility in GBA, there does not seem to be a strong requirement or need for such functionality. 
Conclusion 4: It is concluded that no further 3GPP work is envisaged for this functionality.
Issue 4 Negotiation of authentication method

SA1 has a requirement which states "The 3GPP SSO Service may support negotiation and use of an agreed authentication method between the UE and the 3GPP SSO Identity Provider. The negotiation of an authentication method may be repeated each time the user accesses a DAP's service." This requirement is met by the existing standardized mechanisms between the NAF and UE to negotiate which GBA variant is to be used.
Conclusion 5: It is concluded that no further 3GPP work is envisaged for this functionality.
Issue 5: GBA-lite
Clause 7.2 describes an implementation option for co-locating NAF and BSF and simplifying some GBA functionality accordingly in order to enable a step-wise introduction of GBA. 
Conclusion 6: It is concluded that no further 3GPP work is envisaged for this functionality. 
***
NEXT CHANGES
***
7.3.5
Evaluation against SA1 requirements

The following table summarizes and illustrates conformance of solutions in this TR with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 26, on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations.

Table 7.3.5-1 Summary of conformance with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 
	##
	
	Solutions in Section 7.3.3.1 and and Section 7.3.4.1, OTT as a master IDP and MNO as authenticator for factor 2 
	Solutions in Section 7.3.3.2 and and Section 7.3.4.2, MNO as Master IDP
	Comments

	1
	UE shall support 3GPP SSO Authentication, without user intervention, based on Operator-controlled credentials
	YES. Since it is based on GBA/AKA credentials
	YES. Since it is based on GBA/AKA credentials


	Support Requirement #1

	2
	UE may support a request for SSO Local User Authentication from a Data Application Provider
	No.
	No.
	Request for Local User authentication does not come from DAP

Requirement #2 is not supported

	3
	UE may support a request for SSO Local User Authentication from an Identity Provider 
	No
	No
	Requirement #3 is not supported

	4
	UE may support a request for SSO Local User Authentication…to confirm the presence of the registered user of the data application
	No.
	No.
	Requirement #4 is not supported

	5
	The 3GPP SSO Service shall be able to interwork with Identity Management (IdM) specifications (e.g., OpenID [51])
	Yes.
	Yes.
	Requirement #5 is satisfied

	6
	The 3GPP SSO Service shall support 3GPP SSO Authentication based on Operator-controlled credentials and policies
	Yes. Only for a single “What you have” factor. Static policies only.
	Yes. Only for a single “What you have” factor. Static policies only.
	Requirement #5 is satisfied

	7
	The 3GPP SSO Service may support negotiation and use of an agreed authentication method between the UE and the 3GPP SSO Identity Provider
	No negotiation. Pre-provisioned authentication method.
	No negotiation. Pre-provisioned authentication method.
	Requirement #7 is not satisfied

	8
	The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application

	Yes. The MNO asserts subscription authentication  but has no visibility on User authentication


	Yes.Limited. MNO performs User authentication; MNO leaves thejudgment on the presence of the “registerd user” to RP


	Requirement #8 is mostly satisfied. 

	9
	The 3GPP SSO Service may support mechanisms to…. satisfy policies of the Data Application Provider
	Yes but Limited. It asserts “what you have” factor to RP / DAP. Policies are static.
	Yes. MNO as the M-IDP satisfies policies on behalf of RP/DAP. Policies are static.
	Requirement #9 is partially satisfied

	10
	3GPP SSO Service shall be transparent from a user perspective when the user accesses a data application using an identity created through a 3rd Party SSO Identity Provider
	Yes. Very much so. Since MNO provides a service (“vouching for what you have”) to a UE that has an identity associated with the OTT
	No. User/UE has identity associated with MNO
	Requirement #10 only partially satisfied. Assumption: “transparency” == Predictability, i.e., the same SSO service with 3rd Party identity as with MNO identity

	11
	The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service
	No.
	No. Not currently and may be expanded
	Requirement #11 is not currently satisfied



***
NEXT CHANGES
***
7.4.3
Evaluation against SA1 requirements

The following table summarizes and illustrates conformance of solutions in this Section with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 26, on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations.

Table 7.4.3-1 Summary of conformance with SA1 service requirements specified by SA1 in TS 22.101 [11] clause 

	##
	
	Solution in Section 7.4, User Consent
	Comments

	1
	UE shall support 3GPP SSO Authentication, without user intervention, based on Operator-controlled credentials
	YES. Since it is based on GBA/AKA credentials


	Support Requirement #1

	2
	UE may support a request for SSO Local User Authentication from a Data Application Provider
	Solution does not provide for DAP to request Local User Authentication
	Request for Local User authentication does not come from DAP

Requirement #2 is not supported

	3
	UE may support a request for SSO Local User Authentication from an Identity Provider 
	Yes partially (implied request for local authentication). 
	Requirement #3 is partially supported

	4
	UE may support a request for SSO Local User Authentication…to confirm the presence of the registered user of the data application
	Yes. Partially. It is still not a true User authentication
	Requirement #3 is partially supported

	5
	The 3GPP SSO Service shall be able to interwork with Identity Management (IdM) specifications (e.g., OpenID [51])
	Yes. Maybe needs to be better reflected in call flows
	Requirement #5 satisfied

	6
	The 3GPP SSO Service shall support 3GPP SSO Authentication based on Operator-controlled credentials and policies
	Yes. Since it is based on AKA, and PIN can be provisioned by MNO, making both  credentials operator-controlled.
	Requirement #5 is satisfied

	7
	The 3GPP SSO Service may support negotiation and use of an agreed authentication method between the UE and the 3GPP SSO Identity Provider
	No negotiation. Pre-provisioned authentication method.
	Requirement #7 is not satisfied

	8
	The 3GPP SSO Service may support mechanisms to ensure the presence of the registered user of the data application

	Yes, limited. PIN is a weak form of shared secret. User has to provide PIN to UICC  to trigger GBA process. One of the advantages is that Local authentication can be achieved offline and can be useful for continuous authentication.
	Requirement #8 is mostly satisfied. 

	9
	The 3GPP SSO Service may support mechanisms to…. Satisfy policies of the Data Application Provider
	Yes, only if the local PI authentication is the DAP policy
	Requirement #9 is partially satisfied

	10
	3GPP SSO Service shall be transparent from a user perspective when the user accesses a data application using an identity created through a 3rd Party SSO Identity Provider
	No. The identity of the User / UE is associated to the MNO and NOT a third party IdP
	Requirement #10 only partially satisfied. Assumption: “transparency” == Predictability, i.e., the same SSO service with 3rd Party identity as with MNO identity

	11
	The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service
	Not currently. May be expanded 
	Requirement #11 is not currently satisfied



***
END OF CHANGES
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