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1 Introduction 
SA#67 accepted a study item for SA3 on potential security enhancements for Gb, i.e. “EGPRS access security in relation to cellular IoT”, shortly EASE_IoT. This contribution intends to add baseline architecture to the TR 33.860. The architecture describes the existing system that is to be enhanced. The proposed baseline architecture is at more detailed level than SA3 normally works on, however, SA3 is still free to specify the enhanced security architecture at more general level. 
2 Proposal 
We propose SA3 to discuss about the proposed baseline architecture in the attached pCR, and accept it if appropriate. 
3 pCR 

***
BEGIN CHANGES
***
4
Cellular IoT 

Editor’s note: This clause will contain some brief background on CIoT in order to make the TR readable. It also contains a Gb mode based architecture for Cellular IoT. The exact contents are FFS with the below headings suggested as possibilities.
4.1
Overview of Cellular IoT 

4.2
The baseline architecture for Cellular IoT Services 


4.2.1 
User Plane (Gb mode)

The user plane in Gb mode consists of a layered protocol structure demonstrated in Figure 4.2.1-1. The figure shows only the protocol layers above LLC. The present document is limited to study protocol layers between the MS and SGSN. In the current Gb mode, the ciphering of the user plane is done at LLC layer. 
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Figure 4.3.1-1: User Plane for Gb mode 

4.3.2
Control Plane (Gb mode)

The control plane in Gb mode consists of a layered protocol structure demonstrated in Figure 4.3.2-1. The figure shows only the protocol layers above LLC. The present document is limited to study protocol layers between the MS and SGSN. In the current Gb mode, the authentication is done at GMM/SM layer, and ciphering of the control plane at LLC layer. 
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Figure 4.3.2-1: Control Plane MS - SGSN in Gb mode

***
END OF CHANGES
***
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