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Abstract of the contribution:

This contribution proposes threats and security requirements relating to late entry of group calls.
Based on the Stage 1 requirements, it is required that it will be possible for users to be able to join or leave a group call after communication within the call has started. It is also required that joining the call is possible within a short time frame (350 ms). From a security point-of-view, this implies that it must be possible for an authorised MCPTT user to obtain the information necessary to be able to quickly create the group security context while the call is on-going.

In the case of SRTP, this may include the association between an MCPTT Group and a particular SRTP session, the cryptographic algorithms in use to protect the session, the SRTP Master Key in use to protect the session (and any information required to derive the SRTP Master Key), the SRTP Roll-Over-Counter (ROC) and the SRTP salt (if used).

This key issue captures this issue and introduces an appropriate security requirement.
Relevent Stage 1 Requirements:
[R-5.3-001] The MCPTT Service shall provide a mechanism by which an Affiliated MCPTT Group Member can join an ongoing MCPTT Group Call.

[R-6.15.4.2-005] The maximum Late call entry time (KPI 4b) for application layer encrypted calls within one MCPTT system shall be less than 350 ms for 95% of all Late Call Entries into encrypted calls.

It is proposed that the following text is included in the MCPTT TR.
**********************************Start of First Change**************************************

6.X
Key Issue #X: Late Entry to Group Communication 
6.X.1
Issue details
To allow the MCPTT service to meet the Stage 1 requirements, it must be possible for the authorised MCPTT users to be able to perform late entry for an MCPTT Group while communication is on-going. This implies that an authorised MCPTT UE shall be able to obtain all information required to derive the key stream currently in use to protect the group communication.

For example, in the case of SRTP, this may include the association between an MCPTT Group and a particular SRTP session, the cryptographic algorithms in use to protect the session, the SRTP Master Key in use to protect the session (and any information required to derive the SRTP Master Key), the SRTP Roll-Over-Counter (ROC) and the SRTP salt (if used).
6.X.2
Security threats
The threat in this case is that a MCPTT user is unable to perform late entry to a group communication as it is unable to establish the information required to build the group security context and decrypt the traffic. 

6.X.3
Security requirements
An authorised MCPTT User shall be able to obtain the information necessary to derive the group security context for the MCPTT Group while an MCPTT Group communication is on-going. As a result, the MCPTT User shall be able to listen to the group communication within 350ms. This requirement applies for both on-network and off-network MCPTT operation.

**********************************End of First Change***************************************

