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Abstract of the contribution:

This contribution proposes threats and security requirements relating to group key management.
An essential part of MCPTT is to be able to communicate within a MCPTT Group. To securely talk within an MCPTT Group a group security context will need to be established by the MCPTT Service. During establishment and distribution of a group security context, it is essential that the group key material is appropriately protected.

Below is a list of relevant Stage 1 requirements. Through analysis of these requirements, it is clear that there are a variety of types of group, and differing entities which create and manage groups as part of the MCPTT Service. It is also clear that MCPTT groups are expected to be able to be managed dynamically. Consequently, there are a variety of diverse threats against the MCPTT group key management process. From these threats, Stage 2 requirements for the group key management process are established.

Relevent Stage 1 Requirements:

[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.13-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.

[R-5.19-001] The MCPTT Service shall provide a mechanism for an MCPTT Administrator to create and define the membership of MCPTT Groups.

[R-6.4.6.1-002] The MCPTT Service shall provide a mechanism that allows an authorized MCPTT User (e.g., dispatcher) to make changes to the group(s) that an on-network MCPTT User is affiliated to and then the MCPTT Service shall send a notification to the on-network MCPTT User.

[R-6.4.6.1-003] The MCPTT Service shall provide a mechanism that allows an authorized MCPTT User (e.g., dispatcher) to change multiple other on-network MCPTT Users' Affiliated MCPTT Group(s) to a specific MCPTT Group, and the MCPTT Service shall notify this to the on-network MCPTT Users.

[R-6.6.2.2-001] The MCPTT Service shall provide a means of dynamically combining a multiplicity of groups into a new, temporary group (i.e., to perform a "Group Regroup operation").

[R-6.6.2.2-004] The MCPTT Service shall enable an authorized MCPTT User to set the security level of the Group created from a Group Regroup operation. Where an MCPTT User does not specify the security level the MCPTT Service shall default the security level to be set to the lower security level of the constituent Groups.

[R-6.6.4.2-001] The MCPTT Service shall provide a means for combining a multiplicity of MCPTT Users into a new, temporary group (i.e., to perform a "User Regroup operation").
It is proposed that the following text is included in the MCPTT TR.
**********************************Start of First Change**************************************

6.X
Key Issue # X: Group Key Management
6.X.1
Issue details
An essential part of MCPTT is to be able to communicate within a MCPTT Group. To securely talk within an MCPTT Group a group security context will need to be established by the MCPTT Service. During establishment and distribution of a group security context, it is essential that the group key material is appropriately protected.

Based upon TS 22.179 [2], there are a variety of ways to create a new group:

· Group creation via MCPTT Administrator – normal association of a user to a group to allow communication. The group could be a normal group, or a broadcast group, and could support off-network operation. 

· Group creation via "Group-Regroup" – dynamically combining groups. Groups may be at different security levels. Groups may be combined by entities other than Administrators (e.g. Dispatchers).

· Group creation via "User-Regroup" – temporary groups dynamically created by authorised users.

To support these group creation mechanisms, the group key distribution process(es) needs to be able to support the secure distribution of key material from a variety of authorised sources, and the ability to re-establish the security association (rekey) at any time. 

6.X.2
Security threats
The following threats apply during group key distribution:

· Interception of group key material. This would enable an attacker to compromise the communications of the group. 

· Undetected modification of group key material. This would enable an attacker to deny service to group members or potentially compromise the communications of the group. 

· Impersonation of a distributor of group key material. This would enable an attacker to rekey a group and thus compromise communications, or enable the unauthorised creation/combining of groups.

· Unauthorised receipt of group key material, e.g. for a group for which the MCPTT User is not a member. 

· Unauthorised modification of group key material, e.g. through overwriting of group key material via an authorised creation of a new group.

· Failure to update a group security context. Should it not be possible to update a group security context, the group's communications may be vulnerable in the event a group key is compromised.

6.X.3
Security requirements
Group key material shall be integrity and confidentiality protected for a specific MCPTT User during distribution from the MCPTT service to MCPTT UEs.

Group key material shall be authenticated as coming from a valid, authorised source. The authorised source may be an MCPTT Administrator or may be another authorised entity (e.g. an authorised MCPTT User or Dispatcher).

It shall be possible for authorised entities to dynamically create and distribute a new group security context at any time. This may be as part of a group creation process, be due to a periodic update to maintain key freshness, or due to compromise of group key material. 

The creation of a new group security context (e.g. via User-Regroup operation) shall not change or compromise an existing group security context.

It shall be possible for an authorised, authenticated entity to revoke a group security context from use should it be compromised. 

**********************************End of First Change***************************************

