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Abstract of the contribution:

The present contribution proposes text for clause B.3.5 “UNIX” in TR 33.806, based on a requirement in Annex C (DT’s catalogue). 

1 Introduction
The subclause addressed in the present contribution is B.3.5 “UNIX”. The structure of the present contribution is as follows: 
Section 2 lists the existing relevant requirement and proposes in Word comments how it should be addressed. Section 3 contains the new requirements text for Annex B. 
Note: No requirements from the main body of TR 33.806 were identified for this sub-clause.
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]2 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains only one requirement on UNIX. This requirement is identified by the clause number Req 3.21-16. The full text of the affected clause is copied here.       

+++START OF CHANGES to Annex C (DT’s catalogue) +++

[bookmark: _Toc401747896][bookmark: _Toc401748936][bookmark: _Toc404333644][bookmark: _Toc404333889][bookmark: _Toc404714197][bookmark: _Toc411028314][bookmark: _Toc411029521]C.4.6.	Authentication and Authorization	Comment by Nokia1: covered in B.3.5.1, with title changed to " System account identification"



	 Req 3.21-16          Each system account must have a unique UID.	Comment by Nokia1: copied into B.3.5.1

Motivation: If accounts other than the root account bear UID 0, this often indicates that a successful attack has been carried out on a UNIX system. In order to prevent misunderstandings, maintain system clarity and take account the re­ quirement, which specifies that functional accounts instead of user-specific accounts shall be used for certain admin­ istrative tasks, it is necessary that one Unix account only may have UID 0

For this requirement the following threats are relevant:
• Denial of executed activities

+++END OF CHANGES to Annex C (DT’s catalogue) +++

3  New text for Annex B.3.5 “UNIX” 

+++START OF CHANGES to Annex B+++
[bookmark: _Toc404333596][bookmark: _Toc404333841][bookmark: _Toc404714149][bookmark: _Toc411028255][bookmark: _Toc411029462][bookmark: _Toc404333597][bookmark: _Toc404333842][bookmark: _Toc404714150][bookmark: _Toc411028256][bookmark: _Toc411029463]B.3.5	UNIX
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
B.3.5.1	System account identificationAuthentication and Authorization	Comment by Nokia3: Taken from Req 3.21-16 in Annex C. 
Editor’s note: relates to Req 3.21-16 in DT’s catalogue, no equivalent in main body of TR.  
Requirement Name: System account identification

Requirement Reference: to be done later

Requirement Description: Each system account in UNIX must have a unique UID.

Threat References: tba
Security Objective references: tba.
Test case: tba

+++END OF CHANGES to Annex B +++

