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Abstract of the contribution:
The present contribution proposes text for clause B.3.6.1 “HTTPS” (part of B.3.6 “Web Servers”) in TR 33.806, based on requirements in Annex C (DT’s catalogue). 

1 Introduction
The subclause addressed in the present contribution is B.3.6.1 “HTTPS”. The structure of the present contribution is as follows: 
Section 2 lists existing relevant requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. Section 4 adds a reference introduced in section 3.
Note: No requirements from the main body of TR 33.806 were identified for this sub-clause.
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]In the present case, no text is copied from Annex C into AnnexB. It is rather so that the requirements on SSL and TLS contained in Annex C are replaced with a reference to the TLS profile in TS 33.310 and a list of items where the requirements for the use of HTTPS for OAM deviate from this profile. 
We strongly prefer specifying the TLS profile for OAM traffic in this delta fashion, i.e. by listing only the differences to the TLS profile in TS 33.310, rather than having a stand-alone TLS profile for OAM because, for the latter approach, there is a big risk of divergence and incoherence. Example: SA3 added text about renegotiation when SA3 became aware of the corresponding attacks; the addition had nothing to do with OAM, but we would have had to remember to make the same change to the separate OAM profile. See also text in 33.310, Annex E: "New specifications using TLS should refer to this profile with as few exceptions as possible."
One of the deviations from the TLS profile in TS 33.310 is captured in the proposed sentence “A cipher suite with non-NULL encryption should be used”. The term ‘should’ is employed here because 3GPP specs never mandate encryption due to local regulations on encryption that may withstand it.
2 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains several requirements (at least partly) on HTTPS. These requirements are (identified by clause number): 3.03-21, 22, 24.
The full text of the affected clauses is copied here.       
+++START OF CHANGES to Annex C (DT’s catalogue) +++

	 Req 3.03-21          For encryption with HTTPS the TLS protocol must be used.	Comment by Nokia1: now covered by B.3.6.1. 'Encryption' has been generalised to 'protection'.

SSL must be considered outdated and thus may not be activated or must be deactivated, respectively.

Motivation: Particularly SSLv2 has a number of weaknesses that make it impossible to use from a security point of view. TLS is the further development of SSL. It is already established for years so there is no need for further use of SSL.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data



	 Req 3.03-22          The web server must be configured in such a way that the use of the latest version of the TLS protocol is enabled.	Comment by Nokia1: now covered by B.3.6.1.

In particular, the web server must be configured for the use of TLS 1.2.

Motivation: The latest version of the protocol offers the best possible protection and contains fixes to known vulnerabilities in previous versions of the protocol.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data



 Req 3.03-24	The TLS configuration must provide that the cipher suite considered most secure is being chosen with highest priority.	Comment by Nokia1: now covered by B.3.6.1.
A cipher suite contains the definition of four algoritthms. These are used for key exchange, authentication, encryption and as a hash function. General guidelines for the prioritization are
· For the key exchange the Diffie-Hellman method must be preferred because it offers perfect forward secrecy. Cipher suites using the Diffie-Hellman method usually may be identified by the strings DHE or ECDHE. ECDHE has higher priority than DHE.
· For encryption the Advanced Encryption Standard (AES) or Camellia with a key length as big as possible has to be used
· As a hash function SHA-2 has to be used. This function usually may be identified by the string SHA followed by a number (256, 384 or 512). Warning: if the string SHA is not followed by a number this identifies the SHA-1 function which is significantly less secure.


Motivation: When a TLS connection is being established a cipher suite is selected based on the cipher suites available both on client and on server side. In order to ensure a high compatibility to all kinds of client systems the web server must not only allow for the cipher suites considered most secure. To make sure that nevertheless for each client the best possible cipher suite is selected and thus the connection is best protected the configuration must contain an ac­ cording prioritization.

For this requirement the following threats are relevant:
· Unauthorized access or tapping of data
· Unauthorized modification of data

+++END OF CHANGES to Annex C (DT’s catalogue) +++

3  New text for Annex B.3.6.1 “HTTPS”
+++START OF CHANGES to Annex B+++
[bookmark: _Toc404333599][bookmark: _Toc404333844][bookmark: _Toc404714152][bookmark: _Toc411028258][bookmark: _Toc411029465]B.3.6.1	HTTPS
Editor’s note: relates to Req 3.03-21, 22, 24 in DT’s catalogue, no equivalent in main body of TR.  
Requirement Name: HTTPS

Requirement Reference: to be done later

Requirement Description: The communication between Web client and Web server shall be protected using TLS. The TLS profile defined in Annex E of TS 33.310 [xx] shall be followed with the following modifications:
· TLS 1.2 as specified in RFC 5246 shall be supported and should be used.
·  Support of TLS 1.1 is not required.
· Support for cipher suites with NULL encryption is not required. 
· A cipher suite with non-NULL encryption should be used. 
· Fallback to TLS 1.0 is not allowed. 

Threat References: tba
Security Objective references: tba.
Test case: Annex D “Traffic protection mechanisms on OAM interface” in clause D.3.6.1.
+++END OF CHANGES to Annex B +++

4  Addition of reference
+++START OF CHANGES to Clause 2 +++
[bookmark: _Toc388959086][bookmark: _Toc397964203][bookmark: _Toc404333423][bookmark: _Toc404333668][bookmark: _Toc404713976][bookmark: _Toc411028059][bookmark: _Toc411029263]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] 	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[3]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[4]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access (Release 8)". 
[5]	DRAFT 3GPP TR 33.916: "Security assurance scheme for 3GPP network products for 3GPP network product classes".
 [6]	3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolution (LTE) RAN / 3GPP System Architecture Evolution (SAE)".
[7]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[8]	3GPP TR 33.805: "Study on security assurance methodology for 3GPP network products".
[9]	IETF RFC 3871: "Operational Security Requirements for Large Internet Service Provider (ISP) IP Network Infrastructure"
[xx]	3GPP TS 33.310: "3G security; Network Domain Security (NDS); Authentication Framework (AF)".
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+++END OF CHANGES to Clause 2 +++


