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Abstract:

This paper is a pseudo CR to clause B.3.2 “SFRs deriving from 3GPP specifications” and to new subclauses of Annex D containing corresponding test cases.
*****************************************

+++START OF CHANGES to Annex B+++

B.3.2
SFRs deriving from 3GPP specifications


In the present clause we describe the approach taken towards SFRs deriving from 3GPP specifications and the corresponding test cases. The selected SFRs and the test cases for them can be found in Annex D.

It is assumed for the purpose of the present SCAS that an MME conforms to all mandatory security-related provisions pertaining to an MME in 

· 3GPP TS 33.401 “EPS security architecture”

· other 3GPP specifications that make reference to TS 33.401 or are referred to from TS 33.401. 

3GPP has decided to develop test specifications for the UE in the TSs of the 34-series under the responsibility of Working Group RAN5. 3GPP saw, however, no need to develop test specifications for network elements. For network elements, 3GPP rather trusts that tests are run under the responsibility of the vendors.

Security procedures pertaining to an MME are typically embedded in mobility management procedures and are hence assumed to be tested together with them. Examples include: 

· AKA authentication is embedded in an Attach procedure or a TAU procedure; 

· Security Mode Control is embedded in an Attach procedure or a TAU procedure;

· The derivation of a mapped security context is embedded in inter-RAT mobility procedures. 

It is the purpose of the present SCAS to identify security requirements from the EPS security architecture that require special attention in testing as they may 

(a) lead to vulnerabilities when not satisfied;

(b) not be captured through ordinary testing activity for mobility management procedures;

(c) address security-relevant failure cases and exceptions or ‘negative’ requirements of the kind: “The MME shall not…”

It is not an intention of the present SCAS to provide an exhaustive set of test cases that would be sufficient to demonstrate conformance of all security procedures with the above-mentioned specifications.
+++END OF CHANGES to Annex B+++

+++START OF CHANGES to Annex D+++

D.3.2
Test cases for SFRs deriving from 3GPP specifications

D.3.2.1
Introduction
The approach taken towards SFRs deriving from 3GPP specifications and the corresponding test cases is described in Annex B.3.2. The selected SFRs and the test cases for them can be found in the present clause.
The test cases are structured according to the main security procedures specified in TS 33.401 “EPS security architecture”. 

D.3.2.2 Authentication and key agreement procedure

D.3.2.2.1 Access with 2G SIM forbidden
Test Name:  

2G SIM access forbidden
Requirements:
“Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.” as specified in TS 33.401, clause 6.1.1.

Purpose:

Verify that access to EPS with a 2G SIM is not possible. 

Pre-Conditions:
Test environment with HSS. HSS may be simulated. 
Execution Steps

Include 2G authentication vector in authentication data response from HSS.

Expected Results:

MME rejects UE authentication when receiving 2G authentication vector from HSS.
NOTE: When both MME and HSS function correctly 2G authentication vector are never included in authentication data response from HSS to MME. 

D.3.2.2.2 Re-synchronization

Test Name:  

Inclusion of RAND, AUTS
Requirements:
“In the case of a synchronisation failure, the MME shall also include RAND and AUTS.” as specified in TS 33.401, clause 6.1.2.

Purpose:

Verify that Re-synchronization procedure works correctly. 

Pre-Conditions:
Test environment with UE and HSS. UE and HSS may be simulated. 
Execution Steps

The MME receives an AUTHENTICATION FAILURE message, with the EMM cause #21 "synch failure" and a re-synchronization token AUTS.

Expected Results:

The MME includes the stored RAND and the received AUTS in the authentication data request to the HSS.

NOTE: when RAND and AUTS are not included the HSS will simply send a fresh authentication vector, and, when a stale challenge was sent, the authentication procedure will be successful just the same. But a re-synchronisation of sequence numbers in the HSS with those in the USIM will never happen. (This can be considered a security-relevant failure case as, without a properly working re-synchronisation procedure, a subscriber may be shut out from the system permanently.)
D.3.2.2.3 Integrity check of Attach message

Test Name:  

Integrity check of Attach message

Requirements:
“If the user cannot be identified or the integrity check fails, then the MMEo shall send a response indicating that the user identity cannot be retrieved.” as specified in TS 33.401, clause 6.1.4.

Purpose:

Verify that secure user identification by means of integrity check of Attach request works correctly. 

Pre-Conditions:
Test environment with new and old MME. New MME may be simulated. 
Execution Steps

The old MME receives an Identification Request message from the new MME with incorrect integrity protection.

Expected Results:

The old MME sends a response indicating that the user identity cannot be retrieved.

D.3.2.2.4 Not forwarding EPS authentication data to SGSN

Test Name:  

Not forwarding EPS authentication data to SGSN

Requirements:
“EPS authentication data shall not be forwarded from an MME towards an SGSN.” as specified in TS 33.401, clause 6.1.4.

Purpose:

Verify that EPS authentication data remains in the EPC. 

Pre-Conditions:
Test environment with MME and SGSN. SGSN may be simulated. 
Execution Steps

The MME receives an Identification Request message from the SGSN.

Expected Results:

The response to the SGSN does not include EPS authentication data.

D.3.2.2.5 Not forwarding unused EPS authentication data between different security domains
Test Name:  

Not forwarding unused EPS authentication between different security domains
Requirements:
“Unused EPS authentication vectors, or non-current EPS security contexts, shall not be distributed between MMEs belonging to different serving domains (PLMNs).” as specified in TS 33.401, clause 6.1.5.

Purpose:

Verify that unused EPS authentication data remains in the same serving domain. 

Pre-Conditions:
Test environment with old and new MME in different serving domains. New MME may be simulated. 
Execution Steps

The old MME receives an Identification Request message from the new MME.

Expected Results:

The response to the new MME does not include unused EPS authentication data.

D.3.2.3 Security mode command procedure 

D.3.2.3.1 Bidding down prevention

Test Name:  

Bidding down prevention

Requirements:
“The SECURITY MODE COMMAND shall include the replayed security capabilities of the UE.” as specified in TS 33.401, clause 7.2.

Purpose:

Verify that bidding down by eliminating certain UE capabilities on the interface from UE to MME is not possible. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

Attach request message includes security capabilities of the UE.

Expected Results:

MME includes the same security capabilities of the UE in the SECURITY MODE COMMAND message.
D.3.2.3.2 NAS integrity algorithm selection and use

Test Name:  

NAS integrity algorithm selection
Requirements:
“The MME shall protect the SECURITY MODE COMMAND message with the integrity algorithm, which has the highest priority according to the ordered lists.” as specified in TS 33.401, 7.2.4.3.1.”


NOTE: The text in TS 33.401, 7.2.4.3.1 is somewhat incomplete. It should properly read: “…which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities.”
Purpose:

Verify that NAS integrity protection algorithm is selected and applied correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME sends the SECURITY MODE COMMAND message. The UE replies with the SECURITY MODE COMPLETE message.
Expected Results:

The MME selects the integrity algorithm which has the highest priority according to the ordered lists and is contained in the UE EPS security capabilities.The MME checks the message authentication code on the SECURITY MODE COMPLETE message.
D.3.2.3.3 NAS NULL integrity protection
Test Name:  NAS NULL integrity protection

Requirements:
“EIA0 shall only be used for unauthenticated emergency calls.” as specified in TS 33.401, 5.1.4.1.”


Purpose:

Verify that NAS NULL integrity protection algorithm is used correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME sends the SECURITY MODE COMMAND message after successful UE authentication.

Expected Results:

The selected integrity algorithm is different from EIA0.
D.3.2.3.4 NAS confidentiality protection

Test Name:  

NAS confidentiality protection

Requirements:
“The UE…sends the NAS security mode complete message to MME ciphered and integrity protected.” as specified in TS 33.401, 7.2.4.3.1.”
Purpose:

Verify that NAS confidentiality protection algorithm is applied correctly. 

Pre-Conditions:
Test environment with UE. UE may be simulated. 
Execution Steps

The MME receives the SECURITY MODE COMPLETE message without confidentiality protection.

Expected Results:

If a confidentiality algorithm different from EEA0 was selected the MME rejects the message.
D.3.2.4 Security in intra-RAT mobility

D.3.2.4.1 Bidding down prevention in X2-handovers

Test Name:  

Bidding down prevention in X2-handovers

Requirements:
“The MME shall verify that the UE EPS security capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored.” as specified in TS 33.401, 7.2.4.2.2.”
Purpose:

Verify that bidding down is prevented in X2-handovers. 

Pre-Conditions:
Test environment with (target) eNB. eNB may be simulated. 
Execution Steps

The MME receives the path-switch message with the UE EPS security capabilities.

Expected Results:

The MME verifies that the received UE EPS security capabilities are identical to the ones stored in the MME. 
D.3.2.4.2 NAS integrity protection algorithm selection in MME change

Test Name:  

NAS integrity protection algorithm selection in MME change

Requirements:
“In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).” as specified in TS 33.401, 7.2.4.3.2.”

Purpose:

Verify that NAS integrity protection algorithm is selected correctly. 

Pre-Conditions:
Test environment with source and target MME. Source MME may be simulated. 
Execution Steps

The target MME receives the UE EPS security capabilities and the NAS algorithms used by the source MME from the source MME over the S10 interface. The target MME selects the NAS algorithms which have the highest priority according to the ordered lists. The lists are assumed such that the algorithms selected by the target MME are different from the ones received from the source MME.
Expected Results:

The target MME initiates a NAS security mode command procedure and include the chosen algorithms and the UE security capabilities. 
D.3.2.5 Security in inter-RAT mobility

D.3.2.5.1 No access with 2G SIM via idle mode mobility

Test Name: Idle mode mobility into E-UTRAN forbidden for GSM subscribers

Requirements:
 “In case the MM context in the Context Response/SGSN Context Response indicates GSM security mode, the MME shall abort the procedure.” as specified in TS 33.401, clause 9.1.2.

Purpose:

Verify that 2G subscribers cannot obtain service in EPS via idle mode mobility. 

Pre-Conditions:
Test environment with source SGSN and target MME. Source SGSN may be simulated. 
Execution Steps

The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode.

Expected Results:

The MME aborts the procedure. 
D.3.2.5.2 No access with 2G SIM via handover

Test Name: Handover into E-UTRAN forbidden for GSM subscribers

Requirements:
“In case the MM context in the Forward relocation request message indicates GSM security mode (i.e., it contains a Kc), the MME shall abort the non-emergency call procedure.” as specified in TS 33.401, clause 9.2.2.

Purpose:

Verify that GSM subscribers cannot obtain service in EPS via handovers. 

Pre-Conditions:
Test environment with source SGSN and target MME. Source SGSN may be simulated. 
Execution Steps

The target MME receives the MM context in the Context Response/SGSN Context Response indicating GSM security mode.

Expected Results:

The MME aborts the procedure. 
D.3.2.5.3 No access with 2G SIM via SRVCC

Test Name: SRVCC into E-UTRAN forbidden for GSM subscribers

Requirements:
 “If the MME receives a GPRS Kc' from the source MSC server enhanced for SRVCC in the CS to PS HO request, the MME shall reject the request.” as specified in TS 33.401, clause 14.3.1.

Purpose:

Verify that GSM subscribers cannot obtain service in EPS via SRVCC into E-UTRAN. 

Pre-Conditions:
Test environment with source MSC server and target MME. Source MSC server may be simulated. 
Execution Steps

The target MME receives the GPRS Kc' and the CKSN'PS in the CS to PS handover request.

Expected Results:

The MME rejects the request. 
D.3.2.6 Security Aspects of IMS Emergency Session Handling

NOTE: The use of NULL integrity is addressed in section D.3.2.3.3.

D.3.2.6.1 Release of non-emergency bearers

Test Name: Release of non-emergency bearers when authentication fails
Requirements:
 “The MME or UE shall always release any established non-emergency bearers, when the authentication fails in the UE or in the MME.” as specified in TS 33.401, clause 15.1.

Purpose:

Ensure that the MME enforces that only emergency bearers can be used without successful authentication. 

Pre-Conditions:
Test environment with MME and UE. UE may be simulated. The serving network policy allows unauthenticated IMS Emergency Sessions. 
Execution Steps

Non-emergency bearers have been established between the UE and the network. Then the UE sends a request for EPS emergency bearer services, then the MME initiates an authentication, which fails. The UE does not release any established non-emergency bearers.
Expected Results:

The MME releases any established non-emergency bearers while the set up of the emergency bearer is allowed to continue. 
+++END OF CHANGES to Annex D+++

