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Abstract of the contribution: This contribution proposes to add security threats caused by lack of MME traffic isolation to annex A.
Introduction 
[bookmark: OLE_LINK33][bookmark: OLE_LINK32]Lack of MME traffic isolation can cause information disclosure and the related security requirement of traffic separation has also been included in Annex B.4.6.1. This contribution proposes to add security threats caused by lack of MME traffic isolation to Annex A. 
Discussion
[bookmark: OLE_LINK58][bookmark: OLE_LINK59]Section 5.4.2.44 describes threats caused by lack of MME traffic isolation. But this content has not been included in section A.6.
Proposals
We propose to refine threats caused by lack of MME traffic isolation and add to section A.6. One mark on the related section in the main body is also proposed.
pCR 
***	BEGIN CHANGES	***
[bookmark: _Toc411029341][bookmark: _Toc411028137][bookmark: _Toc404714054][bookmark: _Toc404333746][bookmark: _Toc404333501][bookmark: _Toc374930455][bookmark: _Toc466348850][bookmark: _Toc466352957][bookmark: _Toc472222524][bookmark: _Toc380674059][bookmark: _Toc388959145][bookmark: _Toc397964287][bookmark: _Toc404333519][bookmark: _Toc404333764][bookmark: _Toc404714072][bookmark: _Toc404965934][bookmark: OLE_LINK65][bookmark: OLE_LINK66]5.4.2.44 	T44 Security threat caused by lack of MME traffic isolation	Comment by cmcc: Addressed by A.6.x
[bookmark: OLE_LINK55][bookmark: OLE_LINK54]-	Threat name: Security threats caused by lack of MME traffic isolation
-	Threat Reference: to be done later 
-	Threat Category: TBD
-	Threat Description: 
The attack from signalling traffic can impact the management traffic and vice versa when these traffics are not isolated. For example, an attacker wants to obtain important information related to signalling, he can intercept and capture signalling traffic on MME’s interface. The important information related management may also be intercepted and captured if the management traffics and signalling traffics are not isolated in the same interface. So the security threats for signalling traffic can impact management traffic and result in unauthorized access on MME. In the same way, an attacker who attacks MME’s management traffics can obtain important information related signalling and result in tampering and privacy leakage of signalling. 
[bookmark: OLE_LINK67][bookmark: OLE_LINK68]-	Threatened Asset: all critical data stored in the MME as listed in 5.2
-	Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objective: TBD


***	NEXT CHANGE	***
[bookmark: _Toc411029410][bookmark: _Toc411028206][bookmark: _Toc404714122][bookmark: _Toc404333814][bookmark: _Toc404333569]A.6	Information disclosure
A.6.x	Security threat caused by lack of MME traffic isolation
-	Threat name: Security threat caused by lack of MME traffic isolation 
-	Threat Reference: to be done later
-	Threatened Asset: all critical data stored in the MME as listed in 5.2 
-	Threat Description: When O&M and control traffic are transferred on the same interface, an attack can get O&M traffic information via eavesdropping or capturing control plane traffic on the interface. It causes O&M traffic information disclosure.
-	Threat Relevance: Mitigate
 
[bookmark: _Toc397964296][bookmark: _Toc404333528][bookmark: _Toc404333773][bookmark: _Toc404714081][bookmark: _Toc404965943]
***	NEXT CHANGE	***
***	END OF CHANGES	***
 
